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PREFACE

WHAT’S NEW IN THE TENTH EDITION

Since the ninth edition of this book went to press, the pace of change in this field continues
unabated. In this new edition, I try to capture these changes while maintaining a broad and
comprehensive coverage of the entire field. To begin the process of revision, the ninth edi-
tion of this book was extensively reviewed by a number of professors who teach the subject
and by professionals working in the field. The result is that, in many places, the narrative has
been clarified and tightened, and illustrations have been improved.

Beyond these refinements to improve pedagogy and user friendliness, there have been
major substantive changes throughout the book. The chapter organization has been changed
somewhat so that now the material is organized into two Units, with Unit Two containing
more advanced material and an expansion of the material related to the Internet. Beyond
this organizational revision, the most noteworthy changes include the following:

Sockets programming: A new section introduces sockets programming. Plus
a number of sockets programming assignments, with sample solutions, are
available for instructors.

Software-defined networks: A new section covers this widely used
technology.

Wireless transmission technology: The book provides a unified treatment of
important transmission technologies for wireless networks, including FDD,
TDD, FDMA, TDMA, CDMA, OFDM, OFDMA, SC-FDMA, and MIMO.

4G cellular networks: A new section covers 4G networks and the LTE-
Advanced specification.

Gigabit Wi-Fi: A new section covers the two new Wi-Fi standards, IEEE
802.11ac and 802.11ad, which provide Wi-Fi in the Gbps range.

Fixed broadband wireless access: New sections cover fixed broadband wire-
less access to the Internet and the related WiMAX standard.

Forward error correction: Forward error correction techniques are essential
in wireless networks. This new edition contains substantially expanded cover-
age of this important topic.

Personal area networks: New sections cover personal area networks and the
Bluetooth standard.

Dynamic Host Configuration Protocol (DHCP): DHCP is a widely used pro-
tocol that enables dynamic IP address assignment. A new section covers this
protocol.

Datagram Congestion Control Protocol: DCCP is a new protocol that meets
the needs of multimedia applications for a congestion control transport pro-
tocol without the overhead of TCP. A new section covers DCCP.

xiii
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e Protocol Independent Multicast (PIM): PIM, the most important Internet
multicast routing algorithm, is covered in a new section.

¢ Quality of service (QoS) architectural framework: A new section covers
ITU-T Recommendation Y.1291, which provides an overall framework for
provision of Internet QoS facilities.

e Electronic mail: The section on e-mail in Chapter 24 has been expanded to
include a discussion of the standard Internet mail architecture.

e Animations: As a powerful aid to understanding the material, over 150 online
animations are provided covering a wide range of topics from the book. An
icon at the beginning of many chapters indicates that supporting animations
are available to enhance the student’s understanding.

e Learning objectives: Each chapter now begins with a list of learning
objectives.

e Sample syllabus: The text contains more material than can be conveniently
covered in one semester. Accordingly, instructors are provided with several
sample syllabi that guide the use of the text within limited time (e.g., 16
weeks or 12 weeks). These samples are based on real-world experience by
professors with the ninth edition.

In addition, the material that carries over from the ninth edition has been revised, with
new figures and revised and updated content.

OBJECTIVES

This book attempts to provide a unified overview of the broad field of data and computer
communications. The organization of the book reflects an attempt to break this massive sub-
ject into comprehensible parts and to build, piece by piece, a survey of the state of the art.
The book emphasizes basic principles and topics of fundamental importance concerning the
technology and architecture of this field and provides a detailed discussion of leading-edge
topics.

The following basic themes serve to unify the discussion:

e Principles: Although the scope of this book is broad, there are a number of
basic principles that appear repeatedly as themes and that unify this field.
Examples are multiplexing, flow control, and error control. The book high-
lights these principles and contrasts their application in specific areas of
technology.

* Design approaches: The book examines alternative approaches to meeting
specific communication requirements.

e Standards: Standards have come to assume an increasingly important, indeed
dominant, role in this field. An understanding of the current status and future
direction of technology requires a comprehensive discussion of the related
standards.
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SUPPORT OF ACM/IEEE COMPUTER SCIENCE CURRICULA 2013

The book is intended for both an academic and a professional audience. For the professional
interested in this field, the book serves as a basic reference volume and is suitable for self-
study. As a textbook, it can be used for a one-semester or two-semester course. This edition
is designed to support the recommendations of the current (February 2013) draft version
of the ACM/IEEE Computer Science Curricula 2013 (CS2013). The CS2013 curriculum
recommendation includes Networking and Communication (NC) as one of the Knowledge
Areas in the Computer Science Body of Knowledge. CS2013 divides all course work into
three categories: Core-Tier 1 (all topics should be included in the curriculum), Core-Tier-2
(all or almost all topics should be included), and elective (desirable to provide breadth and
depth). In the NC area, CS2013 includes two Tier 1 topics and five Tier 2 topics, each of
which has a number of subtopics. This text covers all of the topics and subtopics listed by
CS2013 in these two tiers.
Table P.1 shows the support for the NC Knowledge Area provided in this textbook.

Table P.1 Coverage of CS2013 Networking and Communication (NC) Knowledge Area

Topic Chapter Coverage

Introduction (Tier 1) 1-Data Communications

—Organization of the Internet (Internet Service Providers, Content 2-Protocol Architecture
Providers, etc.) 9-WAN Technology

—Switching techniques (Circuit, packet, etc.)

—Physical pieces of a network (hosts, routers, switches, ISPs, wireless,
LAN, access point, firewalls, etc.)

—Layering principles (encapsulation, multiplexing)

—Roles of the different layers (application, transport, network, datalink,
physical)

Networked Applications (Tier 1) 24-Electronic mail, DNS, HTTP

—Naming and address schemes (DNS, IP addresses, Uniform Resource 2-Protocol Architecture
Identifiers, etc.)

—Distributed applications (client/server, peer-to-peer, cloud, etc.)
—HTTP as an application layer protocol
—Multiplexing with TCP and UDP

—Socket APIs

Reliable Data Delivery (Tier 2) 6-Error Detection and Correction
—Error control (retransmission techniques, timers) 7-Data Link Control

—Flow control (acknowledgements, sliding window) 15-Transport Protocols

—Performance issues (pipelining)
—TCP
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Table P.1 Continued

Topic

Chapter Coverage

Routing And Forwarding (Tier 2)
—Routing versus forwarding
—Static routing

—Internet Protocol (IP)

—Scalability issues (hierarchical addressing)

19-Routing
14-The Internet Protocol

Local Area Networks (Tier 2)
—Multiple Access Problem

—Common approaches to multiple access (exponential-backoff, time
division multiplexing, etc.)

—Local Area Networks
—Ethernet
—Switching

11-Local Area Network
Overview

12-Ethernet

Resource Allocation (Tier 2)

—Need for resource allocation

—Fixed allocation (TDM, FDM, WDM) versus dynamic allocation
—End-to-end versus network-assisted approaches

—Fairness

—Principles of congestion control

— Approaches to Congestion (Content Distribution Networks, etc.)

8-Multiplexing
20-Congestion Control
21-Internetwork QoS

Mobility (Tier 2)
— Principles of cellular networks
—802.11 networks

—Issues in supporting mobile nodes (home agents)

10-Cellular Wireless Networks
13-Wireless LANs

PLAN OF THE TEXT

The book is divided into two units, comprising nine parts, which are described in Chapter 0:

¢ Unit One: Fundamentals of Data Communications and Networking

—Overview

—Data Communications
—Wide Area Networks

—Local Area Networks
—Internet and Transport Layers

e Unit Two: Advanced Topics in Data Communications and Networking

—Data Communications and Wireless Networks

— Internetworking
—Internet Applications
—Network Security
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The book includes a number of pedagogic features, including the use of animations and
numerous figures and tables to clarify the discussions. Each chapter includes a list of key
words, review questions, homework problems, and suggestions for further reading. The
book also includes an extensive online glossary, a list of frequently used acronyms, and a
reference list. In addition, a test bank is available to instructors.

The chapters and parts of the book are sufficiently modular to provide a great deal of
flexibility in the design of courses. See Chapter 0 for a number of detailed suggestions for
both top-down and bottom-up course strategies.

INSTRUCTOR SUPPORT MATERIALS

The major goal of this text is to make it as effective a teaching tool for this exciting and fast-
moving subject as possible. This goal is reflected both in the structure of the book and in the
supporting material. The text is accompanied by the following supplementary material to
aid the instructor:

¢ Solutions manual: Solutions to all end-of-chapter Review Questions and
Problems.

* Projects manual: Suggested project assignments for all of the project catego-
ries in the next section.

¢ PowerPoint slides: A set of slides covering all chapters, suitable for use in
lecturing.

e PDF files: Reproductions of all figures and tables from the book.

¢ Test bank: A chapter-by-chapter set of questions with a separate file of
answers.

e Sample syllabuses: The text contains more material than can be conve-
niently covered in one semester. Accordingly, instructors are provided with
several sample syllabuses that guide the use of the text within limited time.
These samples are based on real-world experience by professors with the
ninth edition.

All of these support materials are available at the Instructor Resource Center (IRC)
for this textbook, which can be reached through the publisher’s Web site www.pearson-
highered.com/stallings or by clicking on the link labeled Pearson Resources for Instructors
at this book’s Companion Web site at WilliamStallings.com/DataComm. To gain access
to the IRC, please contact your local Pearson sales representative via pearsonhighered.
com/educator/replocator/requestSalesRep.page or call Pearson Faculty Services at
1-800-526-0485.

The Companion Web site, at WilliamStallings.com/DataComm (click on [Instructor
Resources link), includes the following:

e Links to Web sites for other courses being taught using this book.

e Sign-up information for an Internet mailing list for instructors using this book
to exchange information, suggestions, and questions with each other and with
the author.


www.pearsonhighered.com/stallings
www.pearsonhighered.com/stallings
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PROJECTS AND OTHER STUDENT EXERCISES

For many instructors, an important component of a data communications or networking
course is a project or set of projects by which the student gets hands-on experience to re-
inforce concepts from the text. This book provides an unparalleled degree of support for
including a projects component in the course. The IRC not only provides guidance on how
to assign and structure the projects but also includes a set of User’s Manuals for various
project types plus specific assignments, all written especially for this book. Instructors can
assign work in the following areas:

* Animation assignments: Described in the following section.

e Practical exercises: Using network commands, the student gains experience
in network connectivity.

* Sockets programming projects: Described subsequently in this Preface.

* Wireshark projects: Wireshark is a protocol analyzer that enables students to
study the behavior of protocols. A video tutorial is provided to get students
started, in addition to a set of Wireshark assignments.

e Simulation projects: The student can use the simulation package cnet to ana-
lyze network behavior. The IRC includes a number of student assignments.

¢ Performance modeling projects: Two performance modeling techniques are
introduced: a tools package and OPNET. The IRC includes a number of
student assignments.

¢ Research projects: The IRC includes a list of suggested research projects that
would involve Web and literature searches.

* Reading/report assignments: The IRC includes a list of papers that can be
assigned for reading and writing a report, plus suggested assignment wording.

* Writing assignments: The IRC includes a list of writing assignments to facili-
tate learning the material.

e Discussion topics: These topics can be used in a classroom, chat room, or
message board environment to explore certain areas in greater depth and to
foster student collaboration.

This diverse set of projects and other student exercises enables the instructor to use the
book as one component in a rich and varied learning experience and to tailor a course plan
to meet the specific needs of the instructor and students. See Appendix B for details.

ANIMATIONS

Animations provide a powerful tool for understanding the complex mechanisms discussed
in this book, including forward error correction, signal encoding, and protocols. Over 150
Web-based animations are used to illustrate many of the data communications and protocol
concepts in this book. These animations are available online at the Premium Web site. For
those chapters for which animations are available, this icon appears at the beginning of the

chapter: ng )
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Twelve of the animations have been designed to allow for two types of assignments. First,
the student can be given a specific set of steps to invoke and watch the animation, and then
be asked to analyze and comment on the results. Second, the student can be given a specific
end point and is required to devise a sequence of steps that achieve the desired result. The
IRC includes a set of assignments for each of these animations, plus suggested solutions so
that instructors can assess the student’s work.

SOCKETS PROGRAMMING

Sockets are the fundamental element behind any kind of network communication using the
TCP/IP protocol suite. Sockets programming is a relatively straightforward topic that can
result in very satisfying and effective hands-on projects for students. This book provides
considerable support to enable students to learn and use Sockets programming to enhance
their understanding of networking, including:

1. Chapter 2 provides a basic introduction to Sockets programming and includes
a detailed analysis of a TCP server and a TCP client program.

2. Chapter 2 also includes some end-of-chapter programming assignments using
Sockets. Sample solutions are available at the IRC for this book.

3. Additional Sockets programming assignments, plus sample solutions, are
available for instructors at the IRC. These include a number of moderate-size
assignments and a more substantial project that, step by step, implements a
simplified instant messaging client and server.

4. A different, additional set of Sockets assignments, plus sample solutions, are
included in the supplemental homework problems available to students at the
Premium Web site.

Taken together, these resources provide students with a solid understanding of Sockets
programming and experience in developing networking applications.

ONLINE DOCUMENTS FOR STUDENTS

For this new edition, a substantial amount of original supporting material for students
has been made available online, at two Web locations. The Companion Web site, at
WilliamStallings.com/DataComm (click on Student Resources link), includes a list of rel-
evant links organized by chapter and an errata sheet for the book.

Purchasing this textbook new also grants the reader six months of access to the Premium
Content site, which includes the following materials:

* Online chapters: To limit the size and cost of the book, two chapters of the
book, covering security, are provided in PDF format. The chapters are listed
in this book’s table of contents.

e Online appendices: There are numerous interesting topics that support mate-
rial found in the text but whose inclusion is not warranted in the printed text.
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A total of 18 online appendices cover these topics for the interested student.
The appendices are listed in this book’s table of contents.

e Homework problems and solutions: To aid the student in understanding the
material, a separate set of homework problems with solutions is available.

To access the Premium Content site, click on the Premium Content link at the Companion
Web site or at pearsonhighered.com/stallings and enter the student access code found on the
card in the front of the book.
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2 CHAPTER 0 / GUIDE FOR READERS AND INSTRUCTORS

This book, with its accompanying Web support, covers a lot of material. Here,
we give the reader some basic background information.

0.1 OUTLINE OF THE BOOK

The book is organized into two units. Unit One provides a survey of the funda-
mentals of data communications, networks, and Internet protocols. Unit Two
covers more advanced or difficult topics in data communications and networks, and
provides a more comprehensive discussion of Internet protocols and operation.
Unit One is organized into five parts:

Part One. Overview: Provides an introduction to the range of topics covered
in the book. This part includes a general overview of data communications
and networking, and a discussion of protocols and the TCP/IP protocol suite.

Part Two. Data Communications: Presents material concerned primarily with the
exchange of data between two directly connected devices. Within this restricted
scope, the key aspects of transmission, transmission media, error detection, link
control, and multiplexing are examined.

Part Three. Wide Area Networks: Examines the technologies and protocols that
have been developed to support voice, data, and multimedia communications
over long-distance networks. The traditional technologies of packet switching
and circuit switching, as well as the more contemporary ATM and cellular net-
works, are examined.

Part Four. Local Area Networks: Explores the technologies and architectures
that have been developed for networking over shorter distances. The transmis-
sion media, topologies, and medium access control protocols that are the key
ingredients of a LAN design are explored. This is followed by a detailed discus-
sion of Ethernet and Wi-Fi networks.

Part Five. Internet and Transport Protocols: Discusses protocols at the
Internet and Transport layers.

Unit Two consists of three parts:

Part Six. Data Communications and Wireless Networks: Treats important
topics in these areas not covered in Unit One.

Part Seven. Internetworking: Examines a range of protocols and standards
related to the operation of the Internet, including routing, congestion control,
and quality of service.

Part Eight. Internet Applications: Looks at a range of applications that operate
over the Internet.

In addition, there is an online Part Nine. Security: It covers security threats
and techniques for countering these threats. A number of online appendices cover
additional topics relevant to the book.
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0.2 A ROADMAP FOR READERS AND INSTRUCTORS

The text contains more material than can be conveniently covered in one semester.
Accordingly, the Instructor Resource Center (IRC) for this book includes several
sample syllabi that guide the use of the text within limited time (e.g., 16 weeks or
12 weeks). Each alternative syllabus suggests a selection of chapters and a weekly
schedule. These samples are based on real-world experience by professors with the
previous edition.

The organization of the book into two units is intended to divide the material,
roughly, into introductory and fundamental topics (Unit One) and advanced topics
(Unit Two). Thus, a one-semester course could be limited to all or most of the mate-
rial in Unit One.

In this section, we provide some other suggestions for organizing the material
for a course.

Course Emphasis

The material in this book is organized into four broad categories: data transmission
and communication, communications networks, network protocols, and applica-
tions and security. The chapters and parts of the book are sufficiently modular to
provide a great deal of flexibility in the design of courses. The following are sugges-
tions for three different course designs:

¢ Fundamentals of Data Communications: Parts One (overview), Two (data
communications), and Three (wired WANSs and cellular networks).

e Communications Networks: If the student has a basic background in data
communications, then this course could cover Parts One (overview), Three
(WAN), and Four (LAN).

¢ Computer Networks: If the student has a basic background in data communi-
cations, then this course could cover Part One (overview), Chapters 6 and 7
(error detection and correction, and data link control), Part Five (internet
and transport protocols), and part or all of Parts Seven (internetworking) and
Eight (applications).

In addition, a more streamlined course that covers the entire book is possible
by eliminating certain chapters that are not essential on a first reading. The sample
syllabi document at the IRC provides guidance on chapter selection.

Bottom—-Up versus Top—Down

The book is organized in a modular fashion. After reading Part One, the other parts
can be read in a number of possible sequences. Table 0.1a shows the bottom-up
approach provided by reading the book from front to back. With this approach,
each part builds on the material in the previous part, so that it is always clear how
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Table 0.1 Suggested Reading Orders

(a) A bottom—up approach (b) A shorter bottom—up approach
Part One: Overview Part One: Overview
Part Two: Data Communications Part Two: Data Communications (Chapters 3, 6, 7, 8)
Part Three: Wide Area Networks Part Three: Wide Area Networks
Part Four: Local Area Networks Part Four: Local Area Networks
Part Five: Internet and Transport Layers Part Five: Internet and Transport Layers

Part Seven: Internetworking

Part Eight: Internet Applications

(c) A top—down approach (d) A shorter top—down approach
Part One: Overview Part One: Overview
Chapter 14: The Internet Protocol Chapter 14: The Internet Protocol
Part Eight: Internet Applications Part Eight: Internet Applications
Chapter 15: Transport Protocols Chapter 15: Transport Protocols
Part Seven: Internetworking Part Seven: Internetworking (Chapters 19, 20, 21)
Part Three: Wide Area Networks Part Three: Wide Area Networks
Part Four: Local Area Networks Part Four: Local Area Networks (Chapter 11)

Part Two: Data Communications

a given layer of functionality is supported from below. There is more material than
can be comfortably covered in a single semester, but the book’s organization makes
it easy to eliminate some chapters and maintain the bottom—up sequence. Table 0.1b
suggests one approach to a survey course.

Some readers, and some instructors, are more comfortable with a top—down
approach. After the background material (Part One), the reader continues at the
application level and works down through the protocol layers. This has the advan-
tage of immediately focusing on the most visible part of the material, the applica-
tions, and then seeing, progressively, how each layer is supported by the next layer
down. Table 0.1c is an example of a comprehensive treatment, and Table 0.1d is an
example of a survey treatment.

0.3 INTERNET AND WEB RESOURCES

There are a number of resources available on the Internet and the Web that support
this book and help readers keep up with developments in this field.

Web Sites for This Book

Three Web sites provide additional resources for students and instructors.

There is a Companion Website for this book at http://williamstallings.com/
DataComm. For students, this Web site includes a list of relevant links, organized
by chapter, and an errata list for the book. For instructors, this Web site provides
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links to course pages by professors teaching from this book and provides a number
of other useful documents and links.

There is also an access-controlled Premium Content Website, which provides

a wealth of supporting material, including additional online chapters, additional
online appendices, and a set of homework problems with solutions. See the card at
the front of this book for access information.

Finally, additional material for instructors, including a solutions manual and a

projects manual, is available at the Instructor Resource Center (IRC) for this book.
See Preface for details and access information.

Computer Science Student Resource Site

I also maintain the Computer Science Student Resource Site, at ComputerScience
Student.com. The purpose of this site is to provide documents, information, and links
for computer science students and professionals. Links and documents are organized
into seven categories:

Math: Includes a basic math refresher, a queuing analysis primer, a number
system primer, and links to numerous math sites.

How-to: Advice and guidance for solving homework problems, writing techni-
cal reports, and preparing technical presentations.

Research resources: Links to important collections of papers, technical
reports, and bibliographies.

Other useful: A variety of other useful documents and links.

Computer science careers: Useful links and documents for those considering a
career in computer science.

Writing help: Help in becoming a clearer, more effective writer.

Miscellaneous topics and humor: You have to take your mind off your work
once in a while.

Other Web Sites

Numerous Web sites provide information related to the topics of this book. The
Companion Website provides links to these sites, organized by chapter.

0.4 STANDARDS

Standards have come to play a dominant role in the information communica-
tions marketplace. Virtually all vendors of products and services are committed to
supporting international standards. Throughout this book, we describe the most
important standards in use or being developed for various aspects of data communi-
cations and networking. Various organizations have been involved in the develop-
ment or promotion of these standards. The most important (in the current context)
of these organizations are as follows:

Internet Society: The Internet SOCiety (ISOC) is a professional membership
society with worldwide organizational and individual membership. It provides
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leadership in addressing issues that confront the future of the Internet and
is the organization home for the groups responsible for Internet infrastruc-
ture standards, including the Internet Engineering Task Force (IETF) and
the Internet Architecture Board (IAB). These organizations develop Internet
standards and related specifications, all of which are published as Requests for
Comments (RFCs).

IEEE 802: The IEEE (Institute of Electrical and Electronics Engineers) 802
LAN/MAN Standards Committee develops local area network standards and
metropolitan area network standards. The most widely used standards are for
the Ethernet family, wireless LAN, bridging, and virtual bridged LANs. An
individual working group provides the focus for each area.

ITU-T: The International Telecommunication Union (ITU) is a United
Nations agency in which governments and the private sector coordinate global
telecom networks and services. The ITU Telecommunication Standardization
Sector (ITU-T) is one of the three sectors of the ITU. ITU-T’s mission is the
production of standards covering all fields of telecommunications. ITU-T
standards are referred to as Recommendations.

ISO: The International Organization for Standardization (ISO)! is a world-
wide federation of national standards bodies from more than 140 countries,
one from each country. ISO is a nongovernmental organization that pro-
motes the development of standardization and related activities with a view
to facilitating the international exchange of goods and services, and to devel-
oping cooperation in the spheres of intellectual, scientific, technological, and
economic activity. ISO’s work results in international agreements that are
published as International Standards.

A more detailed discussion of these organizations is contained in Appendix C.

'ISO is not an acronym (in which case it would be I0S), but a word, derived from the Greek, meaning

equal.



PART ONE
Chapter 1
Chapter 2

PART TWO
Chapter 3
Chapter 4
Chapter 5
Chapter 6
Chapter 7
Chapter 8

PART THREE
Chapter 9
Chapter 10

PART FOUR
Chapter 11
Chapter 12
Chapter 13

PART FIVE
Chapter 14
Chapter 15

UNIT ONE
FUNDAMENTALS

OVERVIEW

Data Communications, Data Networks, and the Internet
Protocol Architecture, TCP/IP, and Internet-Based Applications

DATA COMMUNICATIONS
Data Transmission
Transmission Media

Signal Encoding Techniques
Error Detection and Correction
Data Link Control Protocols
Multiplexing

WIDE AREA NETWORKS
WAN Technology and Protocols
Cellular Wireless Networks

LOCAL AREA NETWORKS
Local Area Network Overview
Ethernet

Wireless LANs

INTERNET AND TRANSPORT PROTOCOLS
The Internet Protocol
Transport Protocols



/4

PART ONE: OVERVIEW

CHAPTER

DATA COMMUNICATIONS, DATA
NETWORKS, AND THE INTERNET

1.1

1.2
1.3

1.4

1.5

1.6

Data Communications and Networking for Today’s Enterprise

Trends
Data Transmission and Network Capacity Requirements
Convergence

A Communications Model
Data Communications

A Data Communications Model
The Transmission of Information

Networks

Wide Area Networks
Local Area Networks
Wireless Networks

The Internet

Origins of the Internet
Key Elements
Internet Architecture

An Example Configuration



1.1 / DATA COMMUNICATIONS AND NETWORKING FOR TODAY’S ENTERPRISE 9

LEARNING OBJECTIVES

After studying this chapter, you should be able to:

¢ Present an overview of data communications traffic volume trends.
¢ Understand the key elements of a data communications system.
¢ Summarize the types of data communications networks.

¢ Present an overview of the overall architecture of the Internet.

This book aims to provide a unified view of the broad field of data and com-
puter communications. The organization of the book reflects an attempt to
break this massive subject into comprehensible parts and to build, piece by
piece, a survey of the state of the art. This introductory chapter begins with a
general model of communications. Then a brief discussion introduces each of
the Parts Two through Four and Six of this book. Chapter 2 provides an over-
view to Parts Five, Eight, and Nine.

1.1 DATA COMMUNICATIONS AND NETWORKING FOR

TODAY’S ENTERPRISE

Effective and efficient data communication and networking facilities are vital to any
enterprise. In this section, we first look at trends that are increasing the challenge for
the business manager in planning and managing such facilities. Then we look specifi-
cally at the requirement for ever-greater transmission speeds and network capacity.

Trends

Three different forces have consistently driven the architecture and evolution of
data communications and networking facilities: traffic growth, development of new
services, and advances in technology.

Communication traffic, both local (within a building or business campus) and
long distance, has been growing at a high and steady rate for decades. Network traf-
fic is no longer limited to voice and data and increasingly includes image and video.
Increasing business emphasis on web services, remote access, online transactions,
and social networking means that this trend is likely to continue. Thus, business
managers are constantly pressured to increase communication capacity in cost-
effective ways.

As businesses rely more and more on information technology, the range of
services that business users desire to consume is expanding. For example, mobile



10 CHAPTER 1 / DATA COMMUNICATIONS, DATA NETWORKS, AND THE INTERNET

broadband traffic growth is exploding as is the amount of data being pushed over
mobile networks by business users’ smart phones and tablets. In addition, over
time, mobile users are increasingly demanding high-quality services to support their
high-resolution camera phones, favorite video streams, and high-end audio. Similar
demand growth is seen in landline access to the Internet and private networks. To
keep up with mushrooming traffic generated by both consumers and business users,
mobile service providers have to keep investing in high-capacity networking and
transmission facilities. In turn, the growth in high-speed network offerings at com-
petitive price points encourages the expansion of mobile applications and services.
Thus, growth in services and in traffic capacity go hand in hand. As an example,
Figure 1.1 [IEEE12] shows the mix of traffic and the growth trend for cable Internet
subscribers.

Finally, trends in technology enable the provision of increasing traffic capacity
and the support of a wide range of services. Four technology trends are particularly
notable:

1. The trend toward faster and cheaper, in both computing and communications,
continues. In terms of computing, this means more powerful computers and
clusters of computers capable of supporting more demanding applications, such
as multimedia applications. In terms of communications, the increasing use of
optical fiber and high-speed wireless has brought transmission prices down and
greatly increased capacity. For example, for long-distance telecommunication
and data network links, dense wavelength division multiplexing (DWDM)

160 —

140 —

120 — O Other protocols

100 — [ Web browsing
Il Peer-to-peer

80 — I Streaming media

60 —

Average data rate per subscriber (kbps)
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January 2010 January 2011
Figure 1.1 Average Downstream Traffic per Internet Subscriber
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Figure 1.2 Past and Projected Growth in Ethernet Data Rate Demand Compared to
Existing Ethernet Data Rates

enables communication traffic to be carried by fiber optic cables at rates of
multiple terabits per second. For local area networks (LANSs), many enter-
prises now have 40-Gbps Ethernet or 100-Gbps Ethernet backbone networks.'
Figure 1.2 [IEEE12] indicates the Ethernet demand trend. As shown, usage
statistics indicate that Internet backbone data rate demand in the network core
doubles approximately every 18 months, while demand in enterprise/LAN
applications doubles approximately every 24 months.

Today’s networks are more “intelligent” than ever. Two areas of intelligence
are noteworthy. First, today’s networks can offer differing levels of quality
of service (QoS), which include specifications for maximum delay, minimum
throughput, and so on to ensure high-quality support for applications and ser-
vices. Second, today’s networks provide a variety of customizable services in
the areas of network management and security.

The Internet, the Web, and associated applications have emerged as dominant
features for both business and personal network landscapes. The migration
to “everything over IP” continues and has created many opportunities and
challenges for information and communications technology (ICT) managers.
In addition to exploiting the Internet and the Web to reach customers, suppli-
ers, and partners enterprises have formed intranets and extranets” to isolate
proprietary information to keep it free from unwanted access.

!An explanation of numerical prefixes, such as tera and giga, is provided in the document Prefix.pdf,
available at box.com/dcc10e.

%Briefly, an intranet uses Internet and Web technology in an isolated facility internal to an enterprise; an
extranet extends a company’s intranet out onto the Internet to allow selected customers, suppliers, and
mobile workers to access the company’s private data and applications.
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4. Mobility is newest frontier for ICT managers, and popular consumer devices
such as the iPhone, Droid, and iPad have become drivers of the evolution of
business networks and their use. While there has been a trend toward mobil-
ity for decades, the mobility explosion has occurred and has liberated workers
from the confines of the physical enterprise. Enterprise applications tradition-
ally supported on terminals and office desktop computers are now routinely
delivered on mobile devices. Cloud computing is being embraced by all
major business software vendors including SAP, Oracle, and Microsoft, and
this ensures that further mobility innovations will be forthcoming. Industry
experts predict that mobile devices will become the dominant business com-
puting platform by 2015 and that enhanced ability to use enterprise informa-
tion resources and services anywhere-anytime will be a dominant trend for the
remainder of the decade.

Data Transmission and Network Capacity Requirements

Momentous changes in the way organizations do business and process information
have been driven by changes in networking technology and at the same time have
driven those changes. It is hard to separate chicken and egg in this field. Similarly,
the use of the Internet by both businesses and individuals reflects this cyclic depen-
dency: The availability of new image-based services on the Internet (i.e., the Web)
has resulted in an increase in the total number of users and the traffic volume gen-
erated by each user. This, in turn, has resulted in a need to increase the speed and
efficiency of the Internet. On the other hand, it is only such increased speed that
makes the use of Web-based applications palatable to the end user.

In this section, we survey some of the end-user factors that fit into this equa-
tion. We begin with the need for high-speed LANSs in the business environment,
because this need has appeared first and has forced the pace of networking develop-
ment. Then we look at business WAN requirements. Finally, we offer a few words
about the effect of changes in commercial electronics on network requirements.

THE EMERGENCE OF HIGH-SPEED LANs Personal computers and microcomputer
workstations began to achieve widespread acceptance in business computing in the
early 1980s and have now achieved virtually the status of the telephone: an essen-
tial tool for office workers. Until relatively recently, office LANs provided basic
connectivity services—connecting personal computers and terminals to mainframes
and midrange systems that ran corporate applications, and providing workgroup
connectivity at the departmental or divisional level. In both cases, traffic patterns
were relatively light, with an emphasis on file transfer and electronic mail. The
LANSs that were available for this type of workload, primarily Ethernet and token
ring, are well suited to this environment.

In the last 20 years, two significant trends altered the role of the personal com-
puter and therefore the requirements on the LAN:

1. The speed and computing power of personal computers continued to enjoy
explosive growth. These more powerful platforms support graphics-intensive
applications and ever more elaborate graphical user interfaces to the operat-
ing system.
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2. MIS (management information systems) organizations have recognized the
LAN as a viable and essential computing platform, resulting in the focus on
network computing. This trend began with client/server computing, which has
become a dominant architecture in the business environment and the more
recent Web-focused intranet trend. Both of these approaches involve the fre-
quent transfer of potentially large volumes of data in a transaction-oriented
environment.

The effect of these trends has been to increase the volume of data to be handled
over LANs and, because applications are more interactive, to reduce the acceptable
delay on data transfers. The earlier generation of 10-Mbps Ethernets and 16-Mbps
token rings was simply not up to the job of supporting these requirements.

The following are examples of requirements that call for higher-speed LANs:

¢ Centralized server farms: In many applications, there is a need for user, or
client, systems to be able to draw huge amounts of data from multiple central-
ized servers, called server farms. An example is a color publishing operation,
in which servers typically contain tens of gigabytes of image data that must
be downloaded to imaging workstations. As the performance of the servers
themselves has increased, the bottleneck has shifted to the network.

e Power workgroups: These groups typically consist of a small number of
cooperating users who need to draw massive data files across the network.
Examples are a software development group that runs tests on a new software
version, or a computer-aided design (CAD) company that regularly runs sim-
ulations of new designs. In such cases, large amounts of data are distributed to
several workstations, processed, and updated at very high speed for multiple
iterations.

¢ High-speed local backbone: As processing demand grows, LANSs proliferate
at a site, and high-speed interconnection is necessary.

CORPORATE WIDE AREA NETWORKING NEEDS ~As recently as the early 1990s, there
was an emphasis in many organizations on a centralized data processing model. In a
typical environment, there might be significant computing facilities at a few regional
offices, consisting of mainframes or well-equipped midrange systems. These cen-
tralized facilities could handle most corporate applications, including basic finance,
accounting, and personnel programs, as well as many of the business-specific appli-
cations. Smaller, outlying offices (e.g., a bank branch) could be equipped with
terminals or basic personal computers linked to one of the regional centers in a
transaction-oriented environment.

This model began to change in the early 1990s, and the change accelerated
since then. Many organizations have dispersed their employees into multiple smaller
offices. There is a growing use of telecommuting. Most significant, the nature of
the application structure has changed. First client/server computing and, more
recently, intranet computing have fundamentally restructured the organizational
data processing environment. There is now much more reliance on personal com-
puters, workstations, and servers and much less use of centralized mainframe and
midrange systems. Furthermore, the virtually universal deployment of graphical
user interfaces to the desktop enables the end user to exploit graphic applications,
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multimedia, and other data-intensive applications. In addition, most organizations
require access to the Internet. When a few clicks of the mouse can trigger huge vol-
umes of data, traffic patterns have become more unpredictable while the average
load has risen.

All of these trends mean that more data must be transported off premises and
into the wide area. It has long been accepted that in the typical business environ-
ment, about 80% of the traffic remains local and about 20% traverses wide area
links. But this rule no longer applies to most companies, with a greater percent-
age of the traffic going into the WAN environment. This traffic flow shift places a
greater burden on LAN backbones and, of course, on the WAN facilities used by a
corporation. Thus, just as in the local area, changes in corporate data traffic patterns
are driving the creation of high-speed WANS.

Dicrrar ErectroNics The rapid conversion of consumer electronics to digital
technology is having an impact on both the Internet and corporate intranets. As
these new gadgets come into view and proliferate, they dramatically increase the
amount of image and video traffic carried by networks.

Two noteworthy examples of this trend are digital versatile disks (DVDs)
and digital still cameras. With the capacious DVD, the electronics industry at last
found an acceptable replacement for the analog video home system (VHS) tapes.
The DVD has replaced the videotape used in videocassette recorders (VCRs) and
the CD-ROM in personal computers and servers. The DVD takes video into the
digital age. It delivers movies with picture quality that outshines laser disks, and it
can be randomly accessed like audio CDs, which DVD machines can also play. Vast
volumes of data can be crammed onto the disk. With DVD’s huge storage capacity
and vivid quality, PC games have become more realistic and educational software
incorporates more video. Following in the wake of these developments is a new
crest of traffic over the Internet and corporate intranets, as this material is incorpo-
rated into Web sites.

A related product development is the digital camcorder. This product has
made it easier for individuals and companies to make digital video files to be placed
on corporate and Internet Web sites, again adding to the traffic burden.

Convergence

Convergence refers to the merger of previously distinct telephony and information
technologies and markets. We can think of this convergence in terms of a three-
layer model of enterprise communications:

e Applications: These are seen by the end users of a business. Convergence
integrates communications applications, such as voice calling (telephone),
voice mail, e-mail, and instant messaging, with business applications, such
as workgroup collaboration, customer relationship management, and other
back-office functions. With convergence, applications provide features that
incorporate voice, data, and video in a seamless, organized, and value-added
manner. One example is multimedia messaging, which enables a user to
employ a single interface to access messages from a variety of sources (e.g.,
office voice mail, office e-mail, beeper, and fax).
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e Enterprise services: At this level, the manager deals with the information
network in terms of the services it provides to support applications. The net-
work manager needs design, maintenance, and support services related to the
deployment of convergence-based facilities. Also at this level, network man-
agers deal with the enterprise network as a function-providing system. Such
management services may include setting up authentication schemes; capacity
management for various users, groups, and applications; and QoS provision.

e Infrastructure: The network and communications infrastructure consists
of the communication links, LANs, WANSs, and Internet connections avail-
able to the enterprise. Increasingly, enterprise network infrastructure also
includes private and/or public cloud connections to data centers which host
high-volume data storage and Web services. A key aspect of convergence at
this level is the ability to carry voice, image, and video over networks that
were originally designed to carry data traffic. Infrastructure convergence has
also occurred for networks that were designed for voice traffic. For example,
video, image, text, and data are routinely delivered to smart phone users over
cell phone networks.

In simple terms, convergence involves moving voice into a data infrastruc-
ture, integrating all the voice and data networks inside a user organization into a
single data network infrastructure, and then extending that into the wireless arena.
The foundation of this convergence is packet-based transmission using the Internet
Protocol (IP). Convergence increases the function and scope of both the infrastruc-
ture and the application base.

1.2 A COMMUNICATIONS MODEL

This section introduces a simple model of communications, illustrated by the block
diagram in Figure 1.3a.

The fundamental purpose of a communications system is the exchange of data
between two parties. Figure 1.3b presents one particular example, which is com-
munication between a workstation and a server over a public telephone network.
Another example is the exchange of voice signals between two telephones over the
same network. The following are key elements of the model:

e Source: This device generates the data to be transmitted; examples are tele-
phones and personal computers.

¢ Transmitter: Usually, the data generated by a source system are not transmitted
directly in the form in which they were generated. Rather, a transmitter
transforms and encodes the information in such a way as to produce electromag-
netic signals that can be transmitted across some sort of transmission system.
For example, a modem takes a digital bit stream from an attached device such
as a personal computer and transforms that bit stream into an analog signal that
can be handled by the telephone network.

e Transmission system: This can be a single transmission line or a complex net-
work connecting source and destination.
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¢ Receiver: The receiver accepts the signal from the transmission system and
converts it into a form that can be handled by the destination device. For
example, a modem will accept an analog signal coming from a network or
transmission line and convert it into a digital bit stream.

e Destination: Takes the incoming data from the receiver.

This simple narrative conceals a wealth of technical complexity. To get some
idea of the scope of this complexity, Table 1.1 lists some of the key tasks that must
be performed in a data communications system. The list is somewhat arbitrary:
Elements could be added; items on the list could be merged; and some items repre-
sent several tasks that are performed at different “levels” of the system. However,
the list as it stands is suggestive of the scope of this book.

The first item, transmission system utilization, refers to the need to make
efficient use of transmission facilities that are typically shared among a number of
communicating devices. Various techniques (referred to as multiplexing) are used
to allocate the total capacity of a transmission medium among a number of users.

Table 1.1 Communications Tasks

Transmission system utilization
Interfacing

Signal generation
Synchronization

Exchange management

Error detection and correction

Flow control

Addressing
Routing

Recovery

Message formatting
Security

Network management
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Congestion control techniques may be required to assure that the system is not
overwhelmed by excessive demand for transmission services.

To communicate, a device must interface with the transmission system. All
forms of communication discussed in this book depend on the use of electromag-
netic signals propagated over a transmission medium. Thus, once an interface is
established, signal generation is required for communication. The properties of the
signal, such as form and intensity, must be such that the signal is (1) capable of
being propagated through the transmission system, and (2) interpretable as data at
the receiver.

Not only must the signals be generated to conform to the requirements of the
transmission system and receiver, but also there must be some form of synchroni-
zation between transmitter and receiver. The receiver must be able to determine
when a signal begins to arrive and when it ends. It must also know the duration of
each signal element.

Beyond the basic matter of deciding on the nature and timing of signals, there
is a variety of requirements for communication between two parties that might be
collected under the term exchange management. If data are to be exchanged in both
directions over a period of time, the two parties must cooperate. For example, for
two parties to engage in a telephone conversation, one party must dial the number
of the other, causing signals to be generated that result in the ringing of the called
phone. The called party completes a connection by lifting the receiver. For data pro-
cessing devices, more will be needed than simply establishing a connection; certain
conventions must be decided on. These conventions might include whether both
devices may transmit simultaneously or must take turns, the amount of data to be
sent at one time, the format of the data, and what to do if certain contingencies such
as an error arise.

The next two items might have been included under exchange management,
but they seem important enough to list separately. In all communications systems,
there is a potential for error; transmitted signals are distorted to some extent before
reaching their destination. Error detection and correction are required in circum-
stances where errors cannot be tolerated. This is usually the case with data process-
ing systems. For example, in transferring a file from one computer to another, it is
simply not acceptable for the contents of the file to be accidentally altered. Flow
control is required to assure that the source does not overwhelm the destination by
sending data faster than they can be processed and absorbed.

Next are the related but distinct concepts of addressing and routing. When
more than two devices share a transmission facility, a source system must indicate
the identity of the intended destination. The transmission system must assure that
the destination system, and only that system, receives the data. Further, the trans-
mission system may itself be a network through which various paths may be taken.
A specific route through this network must be chosen.

Recovery is a concept distinct from that of error correction. Recovery tech-
niques are needed in situations in which an information exchange, such as a database
transaction or file transfer, is interrupted due to a fault somewhere in the system.
The objective is either to be able to resume activity at the point of interruption or at
least to restore the state of the systems involved to the condition prior to the begin-
ning of the exchange.
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Message formatting has to do with an agreement between two parties as to
the form of the data to be exchanged or transmitted, such as the binary code for
characters.

Frequently, it is important to provide some measure of security in a data
communications system. The sender of data may wish to be assured that only the
intended receiver actually receives the data. And the receiver of data may wish to
be assured that the received data have not been altered in transit and that the data
actually come from the purported sender.

Finally, a data communications facility is a complex system that cannot create
or run itself. Network management capabilities are needed to configure the system,
monitor its status, react to failures and overloads, and plan intelligently for future
growth.

Thus, we have gone from the simple idea of data communication between
source and destination to a rather formidable list of data communications tasks. In
this book, we elaborate this list of tasks to describe and encompass the entire set of
activities that can be classified under data and computer communications.

1.3 DATA COMMUNICATIONS

A Data Communications Model

To get some flavor for the focus of Part Two, Figure 1.4 provides a new perspec-
tive on the communications model of Figure 1.3a. We trace the details of this figure
using electronic mail as an example.

Suppose that the input device and transmitter are components of a personal
computer. The user of the PC wishes to send a message m to another user. The user
activates the electronic mail package on the PC and enters the message via the key-
board (input device). The character string is briefly buffered in main memory. We
can view it as a sequence of bits (g) in memory. The personal computer is connected
to some transmission medium, such as a local area network, a digital subscriber line,
or a wireless connection, by an I/O device (transmitter), such as a local network
transceiver or a DSL modem. The input data are transferred to the transmitter as a
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Figure 1.4 Simplified Data Communications Model



1.3 / DATA COMMUNICATIONS 19

sequence of voltage shifts [g(f)] representing bits on some communications bus or
cable. The transmitter is connected directly to the medium and converts the incom-
ing stream [g(¢)] into a signal [s(¢)] suitable for transmission; specific alternatives
will be described in Chapter 5.

The transmitted signal s(¢) presented to the medium is subject to a number of
impairments, discussed in Chapter 3, before it reaches the receiver. Thus, the received
signal r(f) may differ from s(). The receiver will attempt to estimate the original s(z),
based on r(f) and its knowledge of the medium, producing a sequence of bits g’(¢).
These bits are sent to the output personal computer, where they are briefly buffered
in memory as a block of bits (g'). In many cases, the destination system will attempt
to determine if an error has occurred and, if so, cooperate with the source system
to eventually obtain a complete, error-free block of data. These data are then pre-
sented to the user via an output device, such as a printer or screen. The message (m”)
as viewed by the user will usually be an exact copy of the original message (m).

Now consider a telephone conversation. In this case the input to the telephone
is a message (m) in the form of sound waves. The sound waves are converted by the
telephone into electrical signals of the same frequency. These signals are transmit-
ted without modification over the telephone line. Hence the input signal g(¢) and
the transmitted signal s(¢) are identical. The signal s(¢) will suffer some distortion
over the medium, so that r(f) will not be identical to s(¢). Nevertheless, the signal
r(t) is converted back into a sound wave with no attempt at correction or improve-
ment of signal quality. Thus, m’ is not an exact replica of m. However, the received
sound message is generally comprehensible to the listener.

The discussion so far does not touch on other key aspects of data commu-
nications, including data link control techniques for controlling the flow of data
and detecting and correcting errors, and multiplexing techniques for transmission
efficiency.

The Transmission of Information

The basic building block of any enterprise network infrastructure is the transmission
line. Much of the technical detail of how information is encoded and transmitted
across a line is of no real interest to the business manager. The manager is con-
cerned with whether the particular facility provides the required capacity, with
acceptable reliability, at minimum cost. However, there are certain aspects of trans-
mission technology that a manager must understand to ask the right questions and
make informed decisions.

One of the basic choices facing a business user is the transmission medium.
For use within the business premises, this choice is generally completely up to the
business. For long-distance communications, the choice is generally but not always
made by the long-distance carrier. In either case, changes in technology are rapidly
changing the mix of media used. Of particular note are fiber optic transmission and
wireless transmission (e.g., satellite and cellular communications). These two media
are now driving the evolution of data communications transmission.

The ever-increasing availability of fiber optic communication circuits is
making channel capacity a virtually free resource. Since the early 1980s, the growth
of the market for optical fiber transmission systems is without precedent. During
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the past 10 years, the cost of fiber optic transmission has dropped by more than an
order of magnitude, and the capacity of such systems has grown at almost as rapid
arate. Almost all of the long-distance telephone communications trunks within the
United States and the highest speed links on the Internet consist of fiber optic cable.
Because of its high capacity and its security characteristics (fiber is difficult to tap),
it is becoming increasingly used within office buildings and local area networks to
carry the growing load of business information. The spreading use of fiber optic
cable is also spurring advancements in communication switching technologies and
network management architectures.

The increasing use of the second medium, wireless transmission, is a result
of the trend toward universal personal telecommunications and universal access
to communications. The first concept refers to the ability of a person to a single
account to use any communication system anytime-anywhere, ideally globally. The
second refers to the ability to use one’s preferred computing device in a wide variety
of environments to connect to information services (e.g., to have a laptop, smart-
phone, or tablet that will work equally well in the office, on the street, and on an
airplane, bus, or train). Today, both concepts are subsumed under the business push
to support mobility. Wireless LANs have become common components of enter-
prise networks as well as small office/home office networks, and smartphones and
tablets with wireless capabilities are rapidly becoming mainstream business user
communications devices. Mobility has the potential to unleash higher performance
at all business levels: personal, workgroup, and enterprise-wide. This provides com-
pelling rationale for further business investment in wireless technologies.

Despite the growth in the capacity and the drop in cost of transmission facili-
ties, transmission services remain the most costly component of a communications
budget for most businesses. Thus, the manager needs to be aware of techniques
that increase the efficiency of the use of these facilities. The two major approaches
to greater efficiency are multiplexing and compression. Multiplexing refers to the
ability of a number of devices to share a transmission facility. If each device needs
the facility only a fraction of the time, then a sharing arrangement allows the cost
of the facility to be spread over many users. Compression, as the name indicates,
involves squeezing the data down so that a lower-capacity, cheaper transmission
facility can be used to meet a given demand. These two techniques show up sepa-
rately and in combination in a number of types of communications equipment. The
manager needs to understand these technologies to assess the appropriateness and
cost-effectiveness of the various products on the market.

TRANSMISSION AND TRANSMISSION MEpiA Information can be communicated by
converting it into an electromagnetic signal and transmitting that signal over some
medium, such as a twisted-pair telephone line. The most commonly used transmis-
sion media are twisted-pair lines, coaxial cable, optical fiber cable, and terrestrial and
satellite microwave. The data rates that can be achieved and the rate at which errors
can occur depend on the nature of the signal and the type of medium. Chapters 3
and 4 examine the significant properties of electromagnetic signals and compare the
various transmission media in terms of cost, performance, and applications.

CoMMUNICATION TECHNIQUES The transmission of information across a trans-
mission medium involves more than simply inserting a signal on the medium. The
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technique used to encode the information into an electromagnetic signal must be
determined. There are various ways in which the encoding can be done, and the
choice affects performance and reliability. Furthermore, the successful transmission
of information involves a high degree of cooperation between the various compo-
nents. The interface between a device and the transmission medium must be agreed
on. Some means of controlling the flow of information and recovering from its loss
or corruption must be used. These latter functions are performed by a data link con-
trol protocol. All these issues are examined in Chapters 5 through 7.

TRANSMISSION EFFICIENCY A major cost in any computer/communications facil-
ity is transmission cost. Because of this, it is important to maximize the amount of
information that can be carried over a given resource or, alternatively, to minimize
the transmission capacity needed to satisfy a given information communications
requirement. Two ways of achieving this objective are multiplexing and compression.
The two techniques can be used separately or in combination. Chapter 8 examines
the three most common multiplexing techniques: frequency division, synchronous
time division, and statistical time division, as well as the important compression
techniques.

1.4 NETWORKS

Globally, the number of Internet users is forecast to increase from approximately
2 billion in 2011 to 3 billion users in 2016. This figure is in fact misleading, as a
single end user may have multiple types of devices. The estimate for 2016 is that
there will be over 20 billion fixed and mobile networked devices and machine-
to-machine connections, up from about 7 billion devices in 2011. The increase in
the number of user devices, especially broadband devices, affects traffic volume
in a number of ways. It enables a user to be continuously consuming network
capacity, as well as to be consuming capacity on multiple devices simultaneously.
Also, different broadband devices enable different applications, which may have
greater traffic generation capability. The result is that the total annual traffic gen-
erated over the Internet and other IP-based networks is forecast to rise from 372
exabytes (372 X 2% bytes) to 1.3 zettabytes (1.3 X 27° bytes) in 2016 [CISC12a].
This traffic demand imposes stiff performance requirements on communications
protocols, which is previewed in Chapter 2, and on communications and com-
puter networks.

One type of network that has become commonplace is the local area network.
Indeed, LANs are to be found in virtually all medium- and large-size office buildings.
LAN:S, especially Wi-Fi LANSs, are also increasingly used for small office and home
networks. As the number and power of computing devices have grown, so have the
number and capacity of LANs found in business networks. The development of
internationally recognized standards for LANs has contributed to their prolifera-
tion in enterprises. Although Ethernet has emerged as the dominant LAN architec-
ture, business managers still have choices to make about transmission rates (ranging
from 100 Mbps to 100 Gbps) and the degree to which both wired and wireless LANs
will be combined within an enterprise network. Interconnecting and managing a
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diverse collection of local area networks and computing devices within today’s busi-
ness networks presents ongoing challenges for networking professionals.

A business need for a robust network to support voice, data, image, and video
traffic is not confined to a single office building or LAN; today, it is an enterprise-
wide communication requirement. Advances in LAN switches and other data
communication technologies have led to greatly increased local area network
transmission capacities and the concept of integration. Integration means that
the communication equipment and networks can deal simultaneously with voice,
data, image, and even video. Thus, a memo or report can be accompanied by voice
commentary, presentation graphics, and perhaps even a short video introduction,
demonstration, or summary. Image and video services that perform adequately
within LANs often impose large demands on wide area network transmission and
can be costly. Moreover, as LANs become ubiquitous and as their transmission
rates increase, the need for enterprise networks to support interconnections among
geographically dispersed areas has increased. This, in turn, has forced businesses
increase wide area network transmission and switching capacity. Fortunately, the
enormous and ever-increasing capacity of fiber optic and wireless transmission ser-
vices provides ample resources to meet these business data communication needs.
However, the development of switching systems that are capable of responding to
the increasing capacities of transmission links and business communication traffic
requirements is an ongoing challenge not yet conquered.

The opportunities for a business to use its enterprise network as an aggres-
sive competitive tool and as a means of enhancing productivity and slashing costs
are great. When business managers understand these technologies, they can deal
effectively with data communication equipment vendors and service providers to
enhance the company’s competitive position.

In the remainder of this section, we provide a brief overview of various net-
works. Parts Three and Four cover these topics in depth.

Wide Area Networks

Wide area networks generally cover a large geographical area. They often require
the crossing of public right-of-ways, and typically rely at least in part on circuits
provided by one or more common carriers—companies that offer communication
services to the general public. Typically, a WAN consists of a number of intercon-
nected switching nodes. A trans-mission from any one device is routed through
these internal nodes to the specified destination device. These nodes (including the
boundary nodes) are not concerned with the content of the data; rather, their pur-
pose is to provide a switching facility that will move the data from node to node
until they reach their destination.

Traditionally, WANs have been implemented using one of two technologies:
circuit switching and packet switching. Subsequently, frame relay and ATM net-
works assumed major roles. While ATM and, to some extent frame relay, are still
widely used, their use is gradually being supplanted by services based on gigabit
Ethernet and Internet Protocol technologies.

Circurt SwiTcHING In a circuit-switching network, a dedicated communications
path is established between two stations through the nodes of the network. That
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path is a connected sequence of physical links between nodes. On each link, a logi-
cal channel is dedicated to the connection. Data generated by the source station are
transmitted along the dedicated path as rapidly as possible. At each node, incoming
data are routed or switched to the appropriate outgoing channel without delay. The
most common example of circuit switching is the telephone network.

Packer SwiTcHING In a packet-switching network, it is not necessary to dedicate
transmission capacity along a path through the network. Rather, data are sent out
in a sequence of small chunks, called packets. Each packet is passed through the
network from node to node along some path leading from source to destination. At
each node, the entire packet is received, stored briefly, and then transmitted to the
next node. Packet-switching networks are commonly used for terminal-to-computer
and computer-to-computer communications.

FraMmE RELAY Packet switching was developed at a time when digital long-distance
transmission facilities exhibited a relatively high error rate compared to today’s
facilities. As a result, there is a considerable amount of overhead built into packet-
switching schemes to compensate for errors. The overhead includes additional bits
added to each packet to introduce redundancy and additional processing at the end
stations and the intermediate switching nodes to detect and recover from errors.

With modern high-speed telecommunications systems, this overhead is unnec-
essary and counterproductive. It is unnecessary because the rate of errors has been
dramatically lowered and any remaining errors can easily be caught in the end
systems by logic that operates above the level of the packet-switching logic. It is
counterproductive because the overhead involved soaks up a significant fraction of
the high capacity provided by the network.

Frame relay was developed to take advantage of these high data rates and low
error rates. Whereas the original packet-switching networks were designed with a
data rate to the end user of about 64 kbps, frame relay networks are designed to
operate efficiently at user data rates of up to 2 Mbps. The key to achieving these
high data rates is to strip out most of the overhead involved with error control.

ATM Asynchronous transfer mode, sometimes referred to as cell relay, is a cul-
mination of developments in circuit switching and packet switching. ATM can be
viewed as an evolution from frame relay. The most obvious difference between
frame relay and ATM is that frame relay uses variable-length packets, called
frames, and ATM uses fixed-length packets, called cells. As with frame relay, ATM
provides little overhead for error control, depending on the inherent reliability of
the transmission system and on higher layers of logic in the end systems to catch and
correct errors. By using a fixed packet length, the processing overhead is reduced
even further for ATM compared to frame relay. The result is that ATM is designed
to work in the range of 10s and 100s of Mbps, and in the Gbps range.

ATM can also be viewed as an evolution from circuit switching. With circuit
switching, only fixed-data-rate circuits are available to the end system. ATM allows
the definition of multiple virtual channels with data rates that are dynamically
defined at the time the virtual channel is created. By using small, fixed-size cells,
ATM is so efficient that it can offer a constant-data-rate channel even though it is
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using a packet-switching technique. Thus, ATM extends circuit switching to allow
multiple channels with the data rate on each channel dynamically set on demand.

Local Area Networks

As with WANSs, a LAN is a communications network that interconnects a variety of
devices and provides a means for information exchange among those devices. There
are several key distinctions between LANs and WANSs:

1. The scope of the LAN is small, typically a single building or a cluster of build-
ings. This difference in geographic scope leads to different technical solutions,
as we shall see.

2. It is usually the case that the LAN is owned by the same organization that
owns the attached devices. For WAN:S, this is less often the case, or at least a
significant fraction of the network assets is not owned. This has two implica-
tions. First, care must be taken in the choice of LAN, because there may be
a substantial capital investment (compared to dial-up or leased charges for
WANSs) for both purchase and maintenance. Second, the network manage-
ment responsibility for a LAN falls solely on the user.

3. The internal data rates of LANs are typically much greater than those of
WANS.

LANSs come in a number of different configurations. The most common are
switched LANs and wireless LANs. The most common switched LAN is a switched
Ethernet LAN, which may consist of a single switch with a number of attached
devices, or a number of interconnected switches. The most common type of wireless
LANSs are Wi-Fi LANS.

Wireless Networks

As was just mentioned, wireless LANs are widely used in business environments.
Wireless technology is also common for both wide area voice and data networks.
Wireless networks provide advantages in the areas of mobility and ease of installa-
tion and configuration.

1.5 THE INTERNET

Origins of the Internet

The Internet evolved from the ARPANET, which was developed in 1969 by the
Advanced Research Projects Agency (ARPA) of the U.S. Department of Defense.
It was the first operational packet-switching network. ARPANET began operations
in four locations. Today the number of hosts is in the hundreds of millions, the num-
ber of users in the billions, and the number of countries participating nearing 200.
The number of connections to the Internet continues to grow exponentially.

The network was so successful that ARPA applied the same packet-switching
technology to tactical radio communication (packet radio) and to satellite com-
munication (SATNET). Because the three networks operated in very different
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communication environments, the appropriate values for certain parameters, such
as maximum packet size, were different in each case. Faced with the dilemma of
integrating these networks, Vint Cerf and Bob Kahn of ARPA developed methods
and protocols for internetworking—that is, communicating across arbitrary, mul-
tiple, packet-switched networks. They published a very influential paper in May
1974 [CERF74] outlining their approach to a Transmission Control Protocol. The
proposal was refined and details filled in by the ARPANET community, with major
contributions from participants from European networks eventually leading to the
TCP (Transmission Control Protocol) and IP (Internet Protocol) protocols, which,
in turn, formed the basis for what eventually became the TCP/IP protocol suite.
This provided the foundation for the Internet.

Key Elements

Figure 1.5 illustrates the key elements that comprise the Internet. The purpose of
the Internet, of course, is to interconnect end systems, called hosts; these include
PCs, workstations, servers, mainframes, and so on. Most hosts that use the Internet
are connected to a network, such as a local area network or a wide area network
(WAN). These networks are in turn connected by routers. Each router attaches to
two or more networks. Some hosts, such as mainframes or servers, connect directly
to a router rather than through a network.

In essence, the Internet operates as follows. A host may send data to another
host anywhere on the Internet. The source host breaks the data to be sent into a
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sequence of packets, called IP datagrams or IP packets. Each packet includes a
unique numeric address of the destination host. This address is referred to as an IP
address, because the address is carried in an IP packet. Based on this destination
address, each packet travels through a series of routers and networks from source
to destination. Each router, as it receives a packet, makes a routing decision and
forwards the packet along its way to the destination.

Internet Architecture

The Internet today is made up of thousands of overlapping hierarchical networks.
Because of this, it is not practical to attempt a detailed description of the exact
architecture or topology of the Internet. However, an overview of the common, gen-
eral characteristics can be made. Figure 1.6 illustrates the discussion and Table 1.2
summarizes the terminology.

A key element of the Internet is the set of hosts attached to it. Simply put, a
host is a computer. Today, computers come in many forms, including mobile phones
and even cars. All of these forms can be hosts on the Internet. Hosts are sometimes
grouped together in a LAN. This is the typical configuration in a corporate envi-
ronment. Individual hosts and LANSs are connected to an Internet service provider
(ISP) through a point of presence (POP). The connection is made in a series of
steps starting with the customer premises equipment (CPE). The CPE is the com-
munications equipment located onsite with the host.
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Table 1.2 Internet Terminology

Central Office (CO)

The place where telephone companies terminate customer lines and locate switching equipment to intercon-
nect those lines with other networks.

Customer Premises Equipment (CPE)

Telecommunications equipment that is located on the customer’s premises (physical location) rather than
on the provider’s premises or in between. Telephone handsets, modems, cable TV set-top boxes, and
digital subscriber line routers are examples. Historically, this term referred to equipment placed at the
customer’s end of the telephone line and usually owned by the telephone company. Today, almost any
end-user equipment can be called customer premises equipment and it can be owned by the customer or by
the provider.

Internet Service Provider (ISP)

A company that provides other companies or individuals with access to, or presence on, the Internet. An ISP
has the equipment and the telecommunication line access required to have a POP on the Internet for the
geographic area served. The larger ISPs have their own high-speed leased lines so that they are less dependent
on the telecommunication providers and can provide better service to their customers.

Network Access Point (NAP)

In the United States, a network access point (NAP) is one of several major Internet interconnection points
that serve to tie all the ISPs together. Originally, four NAPs—in New York, Washington, D.C., Chicago, and
San Francisco—were created and supported by the National Science Foundation as part of the transition from
the original U.S. government—financed Internet to a commercially operated Internet. Since that time, several
new NAPs have arrived, including WorldCom’s “MAE West” site in San Jose, California, and ICS Network
Systems’ “Big East.”

The NAPs provide major switching facilities that serve the public in general. Companies apply to use the
NAP facilities. Much Internet traffic is handled without involving NAPs, using peering arrangements and
interconnections within geographic regions.

Network Service Provider (NSP)

A company that provides backbone services to an Internet service provider. Typically, an ISP connects at a
point called an Internet exchange (IX) to a regional ISP that in turn connects to an NSP backbone.

Point of Presence (POP)

A site that has a collection of telecommunications equipment, usually refers to ISP or telephone company
sites. An ISP POP is the edge of the ISP’s network; connections from users are accepted and authenticated
here. An Internet access provider may operate several POPs distributed throughout its area of operation to
increase the chance that their subscribers will be able to reach one with a local telephone call. The largest
national ISPs have POPs all over the country.

For a number of home users, the CPE was traditionally a 56-kbps modem. This
was adequate for e-mail and related services but marginal for graphics-intensive
Web surfing. Today’s CPE offerings provide greater capacity and guaranteed service
in some cases. A sample of these access technologies includes DSL, cable modem,
terrestrial wireless, and satellite. Users who connect to the Internet through their
work often use workstations or PCs connected to their employer-owned LANs,
which in turn connect through shared organizational trunks to an ISP. In these cases
the shared circuit is often a T-1 connection (1.544 Mbps), while for very large orga-
nizations T-3 connections (44.736 Mbps) are sometimes found. Alternatively, an
organization’s LAN may be hooked to a WAN, such as a frame relay network, which
in turn connects to an ISP.
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The CPE is physically attached to the “local loop” or “last mile.” This is
the infrastructure between a provider’s installation and the site where the host is
located. For example, a residential user with a DSL. modem attaches the modem
to the telephone line. The telephone line is typically a pair of copper wires that
runs from the house to a central office (CO) owned and operated by the telephone
company, with perhaps the use of optical fiber for a large portion of that link. If
the home user has a cable modem, the local loop is the coaxial cable that runs from
the home to the cable company facilities. The preceding examples are a bit of an
oversimplification, but they suffice for this discussion. In many cases the wires that
leave a home are aggregated with wires from other homes and then converted to
a different media such as fiber. In these cases the term local loop still refers to the
path from the home to the CO or cable facility. The local loop provider is not nec-
essarily the ISP. In many cases the local loop provider is the telephone company
and the ISP is a large, national service organization. Often, however, the local loop
provider is also the ISP.

Other forms of CPE-ISP connection do not go through a telephone company
CO. For example, a cable link would connect the local user to the cable company
site, which would include or link to an ISP. Mobile users can take advantage of a
wireless link to a Wi-Fi access point that provides access to the Internet. And corpo-
rate access to an ISP may be by dedicated high-speed links or through a wide area
network, such as an asynchronous transfer mode or frame relay network.

The ISP provides access to its larger network through a POP. A POP is simply
a facility where customers can connect to the ISP network. The facility is sometimes
owned by the ISP, but often the ISP leases space from the local loop carrier. A POP
can be as simple as a bank of modems and an access server installed in a rack at the
CO. The POPs are usually spread out over the geographic area where the provider
offers service. The ISP acts as a gateway to the Internet, providing many impor-
tant services. For most home users, the ISP provides the unique numeric IP address
needed to communicate with other Internet hosts. Most ISPs also provide name
resolution and other essential network services. The most important service an ISP
provides, though, is access to other ISP networks. Access is facilitated by formal
peering agreements between providers. Physical access can be implemented by con-
necting POPs from different ISPs. This can be done directly with a local connection
if the POPs are collocated or with leased lines when the POPs are not collocated.
A more commonly used mechanism is the network access point (NAP).

A NAP is a physical facility that provides the infrastructure to move data
between connected networks. In the United States, the National Science Foundation
(NSF) privatization plan called for the creation of four NAPs. The NAPs were built
and operated by the private sector. The number of NAPs has grown significantly
over the years, and the technology employed has shifted from Fiber Distributed
Data Interface (FDDI) and Ethernet to ATM and Gigabit Ethernet. Most NAPs
today have an ATM core. The networks connected at a NAP are owned and oper-
ated by network service providers (NSPs). A NSP can also be an ISP but this is
not always the case. Peering agreements are between NSPs and do not include the
NAP operator. The NSPs install routers at the NAP and connect them to the NAP
infrastructure. The NSP equipment is responsible for routing, and the NAP infra-
structure provides the physical access paths between routers.
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1.6 AN EXAMPLE CONFIGURATION

To give some feel for the scope of concerns of this book, Figure 1.7 illustrates some
of the typical communications and network elements in use today. At the center
of the figure is an IP backbone network, which could represent a portion of the
Internet or an enterprise IP network. Typically, the backbone consists of high-
performance routers, called core routers, interconnected with high-volume optical
links. The optical links make use of what is known as wavelength division multiplex-
ing (WDM), such that each link has multiple logical channels occupying different
portions of the optical bandwidth.
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At the periphery of an IP backbone are routers that provide connectivity
to external networks and users. These routers are sometimes referred to as edge
routers, or aggregate routers. Aggregate routers are also used within an enterprise
network to connect a number of routers and switches to external resources, such
as an [P backbone or a high-speed WAN. As an indication of the capacity require-
ments for core and aggregate routers, [XI11] reports on an analysis that projects
these requirements for Internet backbone providers and large enterprise networks
in China. The analysis concludes the aggregation router requirements to be in the
range of 200 Gbps to 400 Gbps per optical link by 2020, and 400 Gbps to 1 Tbps per
optical link for core routers by 2020.

The upper part of the figure depicts a portion of what might be a large enter-
prise network. The figure shows two sections of the network connected via a private
high-speed asynchronous transfer mode (ATM) WAN, with switches intercon-
nected with optical links. Enterprise assets are connected to, and protected from,
an IP backbone or the Internet via routers with firewall capability, a not uncommon
arrangement for implementing the firewall.

The lower left of the figure depicts what might be a configuration for a small or
medium-size business, which relies on an Ethernet LAN configuration. Connection
to the Internet through a router could be through a cable digital subscriber line
connection or a dedicated high-speed link.

The lower portion of the figure also shows an individual residential user con-
nected to an Internet service provider through some sort of subscriber connection.
Common examples of such a connection are a digital subscriber line, which pro-
vides a high-speed link over telephone lines and requires a special DSL modem;
and a cable TV facility, which requires a cable modem, or some type of wireless
connection. In each case, there are separate issues concerning signal encoding, error
control, and the internal structure of the subscriber network.

Finally, mobile devices, such as smartphones and tablets, can connect to the
Internet through the public cellular network, which has a high-speed connection,
typically optical, to the Internet.

The ISPs are not explicitly shown in the figure. Typically, an ISP network will
consist of a number of interconnected routers connected to the Internet through a
high-speed link. The Internet consists of a number of interconnected routers that
span the globe. The routers forward packets of data from source to destination
through the Internet.

A variety of design issues, such as signal encoding and error control, relate
to the links between adjacent elements, such as between routers on the Internet or
between switches in the ATM network, or between a subscriber and an ISP. The
internal structure of the various networks (telephone, ATM, Ethernet) raises addi-
tional issues. We will be occupied throughout much of this book with the design
features suggested by Figure 1.7.
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LEARNING OBJECTIVES

After reading this chapter, you should be able to:

¢ Define the term protocol architecture and explain the need for and
benefits of a communications architecture.

¢ Describe the TCP/IP architecture and explain the functioning of each
layer.

¢ Explain the motivation for the development of a standardized architec-
ture and the reasons why a customer should use products based on a
protocol architecture standard in preference to products based on a pro-
prietary architecture.

+ Explain the need for internetworking.

¢ Describe the operation of a router within the context of TCP/IP to
provide internetworking.

This chapter provides a context for the detailed material that follows. It shows
how the concepts of Parts Two through Five fit into the broader area of com-
puter networks and computer communications. This chapter may be read in
its proper sequence or it may be deferred until the beginning of Part Three,
Four, or Five.

We begin this chapter by introducing the concept of a layered protocol
architecture. We then examine the most important such architecture, the TCP/
IP protocol suite. TCP/IP is an Internet-based protocol suite and is the frame-
work for developing a complete range of computer communications standards.
Another well-known architecture is the Open Systems Interconnection (OSI)
reference model. OSI is a standardized architecture that is often used to
describe communications functions but that is now rarely implemented. OSI is
examined in Appendix E.

2.1 THE NEED FOR A PROTOCOL ARCHITECTURE

When computers, terminals, and/or other data processing devices exchange data,
the procedures involved can be quite complex. Consider, for example, the trans-
fer of a file between two computers. There must be a data path between the two

The reader may find it helpful just to skim this chapter on a first reading and then reread it more care-
fully just before embarking on Part Five.
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computers, either directly or via a communication network. But more is needed.
Typical tasks to be performed:

1. The source system must either activate the direct data communication path or
inform the communication network of the identity of the desired destination
system.

2. The source system must ascertain that the destination system is prepared to
receive data.

3. The file transfer application on the source system must ascertain that the file
management program on the destination system is prepared to accept and
store the file for this particular user.

4. If the file formats used on the two systems are different, one or the other sys-
tem must perform a format translation function.

It is clear that there must be a high degree of cooperation between the two
computer systems. Instead of implementing the logic for this as a single module, the
task is broken up into subtasks, each of which is implemented separately. In a proto-
col architecture, the modules are arranged in a vertical stack. Each layer in the stack
performs a related subset of the functions required to communicate with another
system. It relies on the next lower layer to perform more primitive functions and to
conceal the details of those functions. It provides services to the next higher layer.
Ideally, layers should be defined so that changes in one layer do not require changes
in other layers.

Of course, it takes two to communicate, so the same set of layered functions
must exist in two systems. Communication is achieved by having the correspond-
ing, or peer, layers in two systems communicate. The peer layers communicate by
means of formatted blocks of data that obey a set of rules or conventions known as
a protocol. The key features of a protocol are as follows:

e Syntax: Concerns the format of the data blocks
e Semantics: Includes control information for coordination and error handling

¢ Timing: Includes speed matching and sequencing

Appendix 2A provides a specific example of a protocol, the Internet standard
Trivial File Transfer Protocol (TFTP).

2.2 A SIMPLE PROTOCOL ARCHITECTURE

In very general terms, distributed data communications can be said to involve three
agents: applications, computers, and networks. Examples of applications include file
transfer and electronic mail. These applications execute on computers that typically
support multiple simultaneous applications. Computers are connected to networks,
and the data to be exchanged are transferred by the network from one computer
to another. Thus, the transfer of data from one application to another involves first
getting the data to the computer in which the application resides and then getting it
to the intended application within the computer.
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With these concepts in mind, it appears natural to organize the communica-
tion task into three relatively independent layers: network access layer, transport
layer, and application layer.

The network access layer is concerned with the exchange of data between a com-
puter and the network to which it is attached. The sending computer must provide the
network with the address of the destination computer, so that the network may route the
data to the appropriate destination. The sending computer may wish to invoke certain
services, such as priority, that might be provided by the network. The specific software
used at this layer depends on the type of network to be used; different standards have
been developed for circuit switching, packet switching, local area networks (LANs), and
others. For example, IEEE 802 is a standard that specifies the access to a LAN; this
standard is described in Part Three. It makes sense to put those functions having to do
with network access into a separate layer. By doing this, the remainder of the commu-
nications software, above the network access layer, need not be concerned about the
specifics of the network to be used. The same higher-layer software should function
properly regardless of the particular network to which the computer is attached.

Regardless of the nature of the applications that are exchanging data, there
is usually a requirement that data be exchanged reliably. That is, we would like to
be assured that all of the data arrive at the destination application and that the data
arrive in the same order in which they were sent. As we shall see, the mechanisms
for providing reliability are essentially independent of the nature of the applica-
tions. Thus, it makes sense to collect those mechanisms in a common layer shared
by all applications; this is referred to as the transport layer.

Finally, the application layer contains the logic needed to support the various
user applications. For each different type of application, such as file transfer, a sepa-
rate module is needed that is peculiar to that application.

Figures 2.1 and 2.2 illustrate this simple architecture. Figure 2.1 shows three
computers connected to a network. Each computer contains software at the net-
work access and transport layers and at the application layer for one or more appli-
cations. For successful communication, every entity in the overall system must have
a unique address. In the three-layer model, two levels of addressing are needed.
Each computer on the network has a unique network address; this allows the net-
work to deliver data to the proper computer. Each application on a computer has
an address that is unique within that computer; this allows the transport layer to
support multiple applications at each computer. These latter addresses are known
as service access points (SAPs), or ports, connoting the fact that each application is
individually accessing the services of the transport layer.

Figure 2.1 indicates that modules at the same level (peers) on different com-
puters communicate with each other by means of a protocol. An application entity
(e.g., a file transfer application) in one computer communicates with an applica-
tion in another computer via an application-level protocol (e.g., the File Transfer
Protocol). The interchange is not direct (indicated by the dashed line) but is medi-
ated by a transport protocol that handles many of the details of transferring data
between two computers. The transport protocol is also not direct, but relies on a
network-level protocol to achieve network access and to route data through the
network to the destination system. At each level, the cooperating peer entities focus
on what they need to communicate to each other.
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Figure 2.1 Protocol Architectures and Networks

Let us trace a simple operation. Suppose that an application, associated with
port 1 at computer A, wishes to send a message to another application, associated
with port 2 at computer B. The application at A hands the message over to its trans-
port layer with instructions to send it to port 2 on computer B. The transport layer
hands the message over to the network access layer, which instructs the network to
send the message to computer B. Note that the network need not be told the iden-
tity of the destination port. All that it needs to know is that the data are intended
for computer B.

To control this operation, control information, as well as user data, must be
transmitted, as suggested in Figure 2.2. Let us say that the sending application gener-
ates a block of data and passes this to the transport layer. The transport layer may
break this block into two smaller pieces for convenience, as discussed subsequently.
To each of these pieces the transport layer appends a transport header, containing
protocol control information. The addition of control information to data is referred
to as encapsulation. The combination of data from the next higher layer and control
information is known as a protocol data unit (PDU); in this case, it is referred to
as a transport PDU. Transport PDUs are typically called segments. The header in
each segment contains control information to be used by the peer transport pro-
tocol at computer B. Examples of items that may be stored in this header include
the following:

* Source port: This indicates the application that sent the data.

e Destination port: When the destination transport layer receives the segment,
it must know to which application the data are to be delivered.



36 CHAPTER 2 / PROTOCOL ARCHITECTURE, TCP/IP, AND INTERNET-BASED

Caomprter A
>
§e
o
: S
Entity X ki V’Q
{1 ) 2{ ) 6‘\
Y 4 ) K
''to port 2 on computer B"' &“f
from| to data
( 1 2 &
— () s
" " é@ o@
to computer B &
from| to |from| to i
A B 1 2
Communications
network
Compter 5
&
&
: L
Entity Y data »
(1 ) % ) &
\ \ &
&
from| to ey ¢
1 2
&
‘
— (] e
—> "this is to me"' <& &
from| to |from| to data
A B 1 2

Figure 2.2 Protocols in a Simplified Architecture

* Sequence number: Because the transport protocol is sending a sequence of
segments, it numbers them sequentially so that if they arrive out of order, the

destination transport entity may reorder them.

Error-detection code: The sending transport entity may include a code that

is a function of the contents of the segment. The receiving transport proto-
col performs the same calculation and compares the result with the incoming
code. A discrepancy results if there has been some error in transmission. In
that case, the receiver can discard the segment and take corrective action. This
code is also referred to as a checksum or frame check sequence.
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The next step is for the transport layer to hand each segment over to the net-
work layer, with instructions to transmit it to the destination computer. To satisfy
this request, the network access protocol must present the data to the network with a
request for transmission. As before, this operation requires the use of control infor-
mation. In this case, the network access protocol (NAP) appends a network access
header to the data it receives from the transport layer, creating a network
access PDU, typically called a packet. Examples of the items that may be stored in
the header include the following:

e Source computer address: Indicates the source of this packet.

¢ Destination computer address: The network must know to which computer on
the network the data are to be delivered.

¢ Facilities requests: The network access protocol might want the network to
make use of certain facilities, such as priority.

Note that the transport header is not “visible” at the network access layer; the
network access layer is not concerned with the contents of the transport segment.

The network accepts the network packet from A and delivers it to B. The
network access module in B receives the packet, strips off the packet header, and
transfers the enclosed transport segment to B’s transport layer module. The trans-
port layer examines the segment header and, on the basis of the port field in the
header, delivers the enclosed record to the appropriate application, in this case the
file transfer module in B.

2.3 THE TCP/IP PROTOCOL ARCHITECTURE

TCP/IP is a result of protocol research and development conducted on the experi-
mental packet-switched network, ARPANET, funded by the Defense Advanced
Research Projects Agency (DARPA), and is generally referred to as the TCP/IP
protocol suite. This protocol suite consists of a large collection of protocols that
have been issued as Internet standards by the Internet Activities Board (IAB).
Appendix C provides a discussion of Internet standards.

The TCP/IP Layers

In general terms, computer communications can be said to involve three agents:
applications, computers, and networks. Examples of applications include file
transfer and electronic mail. The applications that we are concerned with here are
distributed applications that involve the exchange of data between two computer
systems. These applications, and others, execute on computers that can often sup-
port multiple simultaneous applications. Computers are connected to networks, and
the data to be exchanged are transferred by the network from one computer to
another. Thus, the transfer of data from one application to another involves first
getting the data to the computer in which the application resides and then getting
the data to the intended application within the computer. With these concepts in
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mind, we can organize the communication task into five relatively independent
layers (Figure 2.3):

e Physical layer

* Network access/data link layer

¢ Internet layer

¢ Host-to-host, or transport layer

e Application layer

The physical layer covers the physical interface between a data transmission

device (e.g., workstation, computer) and a transmission medium or network. This

layer is concerned with specifying the characteristics of the transmission medium,
the nature of the signals, the data rate, and related matters.

Application
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distributed information
services.
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Figure 2.3 The TCP/IP Layers and Example Protocols
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The network access/data link layer is discussed in Section 2.2. This layer is con-
cerned with access to and routing data across a network for two end systems attached
to the same network. In those cases where two devices are attached to different
networks, procedures are needed to allow data to traverse multiple interconnected
networks. This is the function of the internet layer. The Internet Protocol (IP) is used
at this layer to provide the routing function across multiple networks. This protocol
is implemented not only in the end systems but also in routers. A router is a proces-
sor that connects two networks and whose primary function is to relay data from one
network to the other on its route from the source to the destination end system.

The host-to-host layer, or transport layer, may provide reliable end-to-end
service, as discussed in Section 2.2, or merely an end-to-end delivery service without
reliability mechanisms. The Transmission Control Protocol (TCP) is the most com-
monly used protocol to provide this functionality.

Finally, the application layer contains the logic needed to support the various
user applications. For each different type of application, such as file transfer, a sepa-
rate module is needed that is peculiar to that application.

Operation of TCP and IP

Figure 2.4 indicates how these protocols are configured for communications. To
make clear that the total communications facility may consist of multiple networks,
the constituent networks are usually referred to as submetworks. Some sort of

Host A Host B

Logical connection

(TCP connection) _
Global Internet
P <+ address P
Network access Network access
protocol #1 protocol #2
~

Logical connection

Subnetwork attachment (e.g., virtual circuit) | z
7

point address Router J
/ .

NAP1 | NAP2 /

Physical | Physical

Figure 2.4 TCP/IP Concepts
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network access protocol, such as the Ethernet or Wi-Fi logic, is used to connect a
computer to a subnetwork. This protocol enables the host to send data across the
subnetwork to another host or, if the target host is on another subnetwork, to a
router that will forward the data. IP is implemented in all of the end systems and
the routers. It acts as a relay to move a block of data from one host, through one or
more routers, to another host. TCP is implemented only in the end systems; it keeps
track of the blocks of data to assure that all are delivered reliably to the appropriate
application.

As is mentioned in Section 2.2, every entity in the overall system must have
a unique address. Each host on a subnetwork must have a unique global internet
address; this allows the data to be delivered to the proper host. Each process with a
host must have an address that is unique within the host; this allows the host-to-host
protocol (TCP) to deliver data to the proper process. These latter addresses are
known as ports.

Let us trace a simple operation. Suppose that a process, associated with port 3
at host A, wishes to send a message to another process, associated with port 2 at
host B. The process at A hands the message down to TCP with instructions to send
it to host B, port 2. TCP hands the message down to IP with instructions to send it
to host B. Note that IP need not be told the identity of the destination port. All it
needs to know is that the data are intended for host B. Next, IP hands the message
down to the network access layer (e.g., Ethernet logic) with instructions to send it to
router J (the first hop on the way to B).

To control this operation, control information, as well as user data, must be
transmitted, as suggested in Figure 2.5. Let us say that the sending process generates
a block of data and passes this to TCP. TCP may break this block into smaller pieces
to make it more manageable. To each of these pieces, TCP appends control infor-
mation known as the TCP header, forming a TCP segment. The control information

Application
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User data byte stream

TCP TCP
header segment

P P
header datagram
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Figure 2.5 Protocol Data Units (PDUs) in the TCP/IP Architecture
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is to be used by the peer TCP entity at host B. Examples of items in this header
include:

e Destination port: When the TCP entity at B receives the segment, it must
know to whom the data are to be delivered.

e Sequence number: TCP numbers the segments that it sends to a particular
destination port sequentially, so that if they arrive out of order, the TCP entity
at B can reorder them.

* Checksum: The sending TCP includes a code that is a function of the contents
of the remainder of the segment. The receiving TCP performs the same calcu-
lation and compares the result with the incoming code. A discrepancy results
if there has been some error in transmission.

Next, TCP hands each segment over to IP, with instructions to transmit it to B.
These segments must be transmitted across one or more subnetworks and relayed
through one or more intermediate routers. This operation, too, requires the use of
control information. Thus IP appends a header of control information to each seg-
ment to form an IP datagram. An example of an item stored in the IP header is the
destination host address (in this example, B).

Finally, each IP datagram is presented to the network access layer for transmis-
sion across the first subnetwork in its journey to the destination. The network access
layer appends its own header, creating a packet, or frame. The packet is transmitted
across the subnetwork to router J. The packet header contains the information that
the subnetwork needs to transfer the data across the subnetwork.

At router J, the packet header is stripped off and the IP header is examined.
On the basis of the destination address information in the IP header, the IP module
in the router directs the datagram out across subnetwork 2 to B. To do this, the
datagram is again augmented with a network access header.

When the data are received at B, the reverse process occurs. At each layer, the
corresponding header is removed, and the remainder is passed on to the next higher
layer, until the original user data are delivered to the destination process.

TCP and UDP

For most applications running as part of the TCP/IP architecture, the transport
layer protocol is TCP. TCP provides a reliable connection for the transfer of data
between applications. A connection is simply a temporary logical association
between two entities in different systems. A logical connection refers to a given pair
of port values. For the duration of the connection, each entity keeps track of TCP
segments coming and going to the other entity, in order to regulate the flow of seg-
ments and to recover from lost or damaged segments.

Figure 2.6a shows the header format for TCP, which is a minimum of 20 octets,
or 160 bits. The Source Port and Destination Port fields identify the applications at
the source and destination systems that are using this connection. The Sequence
Number, Acknowledgment Number, and Window fields provide flow control and
error control. The checksum is a 16-bit frame check sequence used to detect errors
in the TCP segment. Chapter 15 provides more details.
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Figure 2.6 TCP and UDP Headers

In addition to TCP, there is one other transport-level protocol that is in com-
mon use as part of the TCP/IP protocol suite: the User Datagram Protocol (UDP).
UDP does not guarantee delivery, preservation of sequence, or protection against
duplication. UDP enables a procedure to send messages to other procedures with
a minimum of protocol mechanism. Some transaction-oriented applications make
use of UDP; one example is SNMP (Simple Network Management Protocol), the
standard network management protocol for TCP/IP networks. Because it is connec-
tionless, UDP has very little to do. Essentially, it adds a port addressing capability
to IP. This is best seen by examining the UDP header, shown in Figure 2.6b. UDP
also includes a checksum to verify that no error occurs in the data; the use of the
checksum is optional.

IP and IPv6

For decades, the keystone of the TCP/IP architecture has been IPv4, generally
referred to as IP. Figure 2.7a shows the IP header format, which is a minimum of
20 octets, or 160 bits. The header, together with the segment from the transport
layer, forms an IP-level PDU referred to as an IP datagram or an IP packet. The
header includes 32-bit source and destination addresses. The Header Checksum
field is used to detect errors in the header to avoid misdelivery. The Protocol field
indicates which higher-layer protocol is using IP. The ID, Flags, and Fragment
Offset fields are used in the fragmentation and reassembly process. Chapter 14 pro-
vides more details.
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In 1995, the Internet Engineering Task Force (IETF), which develops proto-
col standards for the Internet, issued a specification for a next-generation IP, known
then as IPng. This specification was turned into a standard in 1996 known as IPv6.
IPv6 provides a number of functional enhancements over the existing IP, designed
to accommodate the higher speeds of today’s networks and the mix of data streams,
including graphic and video, that are becoming more prevalent. But the driving force
behind the development of the new protocol was the need for more addresses. IPv4
uses a 32-bit address to specify a source or destination. With the explosive growth
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of the Internet and of private networks attached to the Internet, this address length
became insufficient to accommodate all systems needing addresses. As Figure 2.7b
shows, IPv6 includes 128-bit source and destination address fields.

Ultimately, all installations using TCP/IP are expected to migrate from the
current IP to IPv6, but this process will take many years, if not decades.

Protocol Interfaces

Each layer in the TCP/IP suite interacts with its immediate adjacent layers. At
the source, the application layer makes use of the services of the end-to-end layer
and provides data down to that layer. A similar relationship exists at the interface
between the transport and internet layers and at the interface of the internet and
network access layers. At the destination, each layer delivers data up to the next
higher layer.

This use of each individual layer is not required by the architecture. As
Figure 2.8 suggests, it is possible to develop applications that directly invoke the
services of any one of the layers. Most applications require a reliable end-to-end
protocol and thus make use of TCP. Some special-purpose applications do not
need the services of TCP. Some of these applications, such as the Simple Network
Management Protocol (SNMP), use an alternative end-to-end protocol known as the
User Datagram Protocol (UDP); others may make use of IP directly. Applications
that do not involve internetworking and that do not need TCP have been developed
to invoke the network access layer directly.

MIME

[ Bep || Fre |[HrTe| [smre|| ssu || sawp]

TCP ” UDP

| ICMP| | IGMP| | OSPF | | RSVP |

P
BGP = Border Gateway Protocol OSPF = Open Shortest Path First
FTP = File Transfer Protocol RSVP = Resource ReSerVation Protocol
HTTP = Hypertext Transfer Protocol SMTP = Simple Mail Transfer Protocol
ICMP = Internet Control Message Protocol SNMP = Simple Network Management Protocol
IGMP = Internet Group Management Protocol SSH = Secure Shell
1P = Internet Protocol TCP = Transmission Control Protocol
MIME = Multipurpose Internet Mail Extension UDP = User Datagram Protocol

Figure 2.8 Some Protocols in the TCP/IP Protocol Suite
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2.4 STANDARDIZATION WITHIN A PROTOCOL

ARCHITECTURE

Standards and Protocol Layers

A protocol architecture, such as the TCP/IP architecture or OSI, provides a frame-
work for standardization. Within the model, one or more protocol standards can
be developed at each layer. The model defines in general terms the functions to be
performed at that layer and facilitates the standards-making process in two ways:

e Because the functions of each layer are well defined, standards can be devel-
oped independently and simultaneously for each layer. This speeds up the
standards-making process.

e Because the boundaries between layers are well defined, changes in standards
in one layer need not affect already existing software in another layer. This
makes it easier to introduce new standards.

Figure 2.9 illustrates the use of a protocol architecture as such a framework.
The overall communications function is decomposed into a number of distinct
layers. That is, the overall function is broken up into a number of modules, making
the interfaces between modules as simple as possible. In addition, the design

Application .
Layer Service to Layer N+1
(functional description Addressing
for internal use) (port or service
access point
° point)
°
° .
_ - Protocol with peer
- Layer N
(precise syntax and
Layer N semantics for
interoperability)
. -~
°
°
Physical
Layer

Figure 2.9 A Protocol Architecture as a Framework for Standardization
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principle of information hiding is used: Lower layers are concerned with greater
levels of detail; upper layers are independent of these details. Each layer provides
services to the next higher layer and implements a protocol to the peer layer in
other systems.

Figure 2.9 also shows more specifically the nature of the standardization
required at each layer. Three elements are key:

e Protocol specification: Two entities at the same layer in different systems
cooperate and interact by means of a protocol. Because two different open
systems are involved, the protocol must be specified precisely. This includes
the format of the protocol data units exchanged, the semantics of all fields,
and the allowable sequence of PDUs.

¢ Service definition: In addition to the protocol or protocols that operate at a
given layer, standards are needed for the services that each layer provides to
the next higher layer. Typically, the definition of services is equivalent to a
functional description that defines what services are provided, but not how the
services are to be provided.

e Addressing: Each layer provides services to entities at the next higher layer.
These entities are referenced by means of a port, or service access point (SAP).
Thus, a network service access point (NSAP) indicates a transport entity that
is a user of the network service.

The need to provide a precise protocol specification for open systems is self-
evident. The other two items listed warrant further comment. With respect to
service definitions, the motivation for providing only a functional definition is as
follows. First, the interaction between two adjacent layers takes place within the
confines of a single open system and is not the concern of any other open system.
Thus, as long as peer layers in different systems provide the same services to their
next higher layers, the details of how the services are provided may differ from one
system to another without loss of interoperability. Second, it will usually be the case
that adjacent layers are implemented on the same processor. In that case, we would
like to leave the system programmer free to exploit the hardware and operating
system to provide an interface that is as efficient as possible.

With respect to addressing, the use of an address mechanism at each layer,
implemented as a service access point, allows each layer to multiplex multiple users
from the next higher layer. Multiplexing may not occur at each layer, but the model
allows for that possibility.

Service Primitives and Parameters

The services between adjacent layers in a protocol architecture are expressed
in terms of primitives and parameters. A primitive specifies the function to be
performed, and the parameters are used to pass data and control information. The
actual form of a primitive is implementation dependent. An example is a proce-
dure call.

Four types of primitives are used in standards to define the interaction
between adjacent layers in the architecture. These are defined in Table 2.1. The
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Table 2.1 Service Primitive Types

Request A primitive issued by a service user to invoke some service and to pass the
parameters needed to specify fully the requested service.

Indication A primitive issued by a service provider either to

1. indicate that a procedure has been invoked by thwe peer service user on the
connection and to provide the associated parameters, or

2. notify the service user of a provider-initiated action.

Response A primitive issued by a service user to acknowledge or complete some procedure
previously invoked by an indication to that user.

Confirm A primitive issued by a service provider to acknowledge or complete some proce-
dure previously invoked by a request by the service user.

layout of Figure 2.10a suggests the time ordering of these events. For example, con-
sider the transfer of data from an (N) entity to a peer (N) entity in another system.
The following steps occur:

1. The source (N) entity invokes its (N — 1) entity with a request primitive.
Associated with the primitive are the parameters needed, such as the data to
be transmitted and the destination address.

2. The source (N — 1) entity prepares an (N — 1) PDU to be sent to its peer
(N — 1) entity.

3. The destination (N — 1) entity delivers the data to the appropriate destina-
tion (V) entity via an indication primitive, which includes the data and source
address as parameters.

4. If an acknowledgment is called for, the destination (/) entity issues a response
primitive toits (N — 1) entity.
5. The (N — 1) entity conveys the acknowledgmentinan (N — 1) PDU.

6. The acknowledgment is delivered to the (N) entity as a confirm primitive.

Service user  Service provider Service user  Service user Service provider Service user

Request Request

~~[_ Indication ~~|_ Indication

~~7] Response

(a) Confirmed service (b) Nonconfirmed service

Figure 2.10 Time Sequence Diagrams for Service Primitives
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This sequence of events is referred to as a confirmed service, as the initiator
receives confirmation that the requested service has had the desired effect at the
other end. If only request and indication primitives are involved (corresponding to
steps 1 through 3), then the service dialog is a nonconfirmed service; the initiator
receives no confirmation that the requested action has taken place (Figure 2.10b).

2.5 TRADITIONAL INTERNET-BASED APPLICATIONS

A number of applications have been standardized to operate on top of TCP. We
mention three of the most common here.

The Simple Mail Transfer Protocol (SMTP) provides a basic electronic mail
transport facility. It provides a mechanism for transferring messages among sepa-
rate hosts. Features of SMTP include mailing lists, return receipts, and forwarding.
SMTP does not specify the way in which messages are to be created; some local
editing or native electronic mail facility is required. Once a message is created,
SMTP accepts the message and makes use of TCP to send it to an SMTP module
on another host. The target SMTP module will make use of a local electronic mail
package to store the incoming message in a user’s mailbox.

The File Transfer Protocol (FTP) is used to send files from one system to
another under user command. Both text and binary files are accommodated, and
the protocol provides features for controlling user access. When a user wishes to
engage in file transfer, FTP sets up a TCP connection to the target system for the
exchange of control messages. This connection allows user ID and password to be
transmitted and allows the user to specify the file and file actions desired. Once a
file transfer is approved, a second TCP connection is set up for the data transfer.
The file is transferred over the data connection, without the overhead of any head-
ers or control information at the application level. When the transfer is complete,
the control connection is used to signal the completion and to accept new file trans-
fer commands.

SSH (Secure Shell) provides a secure remote logon capability, which enables a
user at a terminal or personal computer to log on to a remote computer and function
as if directly connected to that computer. SSH also supports file transfer between
the local host and a remote server. SSH enables the user and the remote server to
authenticate each other; it also encrypts all traffic in both directions. SSH traffic is
carried on a TCP connection.

2.6 MULTIMEDIA

With the increasing availability of broadband access to the Internet has come
an increased interest in Web-based and Internet-based multimedia applications.
The terms multimedia and multimedia applications are used rather loosely in the
literature and in commercial publications, and no single definition of the term
multimedia has been agreed. For our purposes, the definitions in Table 2.2 provide
a starting point.
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Table 2.2 Multimedia Terminology

Media
Refers to the form of information and includes text, still images, audio, and video.
Multimedia

Human-computer interaction involving text, graphics, voice, and video. Multimedia also refers to
storage devices that are used to store multimedia content.

Streaming media

Refers to multimedia files, such as video clips and audio, that begin playing immediately or within
seconds after it is received by a computer from the Internet or Web. Thus, the media content is con-
sumed as it is delivered from the server rather than waiting until an entire file is downloaded.

One way to organize the concepts associated with multimedia is to look at
a taxonomy that captures a number of dimensions of this field. Figure 2.11 looks
at multimedia from the perspective of three different dimensions: type of media,
applications, and the technology required to support the applications.

Media Types

Typically, the term multimedia refers to four distinct types of media: text, audio,
graphics, and video.

Technologies

Quality of service

Protocols
Communications/networking
Synchronization
Compression

User interface

Database

Operating system

Computer architecture
Media type

Collaborative work systems
MM conferencing
Streaming audio/video

VoIP
Application
Figure 2.11 A Multimedia Taxonomy
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From a communications perspective, the term text is self-explanatory, refer-
ring to information that can be entered via a keyboard and is directly readable and
printable. Text messaging, instant messaging, and text (non-html) e-mail are com-
mon examples, as are chat rooms and message boards. However, the term often is
used in the broader sense of data that can be stored in files and databases and that
does not fit into the other three categories. For example, an organization’s database
may contain files of numerical data, in which the data are stored in a more compact
form than printable characters.

The term audio generally encompasses two different ranges of sound. Voice,
or speech, refers to sounds that are produced by the human speech mechanism.
Generally, a modest bandwidth (under 4 kHz) is required to transmit voice.
Telephony and related applications (e.g., voice mail, audio teleconferencing, and
telemarketing) are the most common traditional applications of voice commu-
nications technology. A broader frequency spectrum is needed to support music
applications, including the download of music files.

The image service supports the communication of individual pictures, charts,
or drawings. Image-based applications include facsimile, computer-aided design
(CAD), publishing, and medical imaging. Images can be represented in a vector
graphics format, such as is used in drawing programs and PDF files. In a raster
graphics format, an image is represented as a two-dimensional array of spots, called
pixels.” The compressed JPG format is derived from a raster graphics format.

The video service carries sequences of pictures in time. In essence, video
makes use of a sequence of raster-scan images.

Multimedia Applications

The Internet, until recently, has been dominated by information retrieval applica-
tions, e-mail, and file transfer, plus Web interfaces that emphasized text and images.
Increasingly, the Internet is being used for multimedia applications that involve
massive amounts of data for visualization and support of real-time interactivity.
Streaming audio and video are perhaps the best known of such applications. An
example of an interactive application is a virtual training environment involving dis-
tributed simulations and real-time user interaction [VIN98]. Some other examples
are shown in Table 2.3.

Table 2.3 Domains of Multimedia Systems and Example Applications

Domain Example Application

Information management Hypermedia, multimedia-capable databases, content-based
retrieval

Entertainment Computer games, digital video, audio (MP3)

Telecommunication Videoconferencing, shared workspaces, virtual communities

Information publishing/delivery ~ Online training, electronic books, streaming media

2A pixel, or picture element, is the smallest element of a digital image that can be assigned a gray level.
Equivalently, a pixel is an individual dot in a dot-matrix representation of a picture.
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[GONZ00] lists the following multimedia application domains:

e Information systems: These applications present information using multime-
dia. Examples include information kiosks, electronic books that include audio
and video, and multimedia expert systems.

* Communication systems: These applications support collaborative work, such
as videoconferencing.

¢ Entertainment systems: These applications include computer and network
games and other forms of audiovisual entertainment.

¢ Business systems: These applications include business-oriented multimedia
presentation, video brochures, and online shopping.

e Educational systems: These applications include electronic books with a mul-
timedia component, simulation and modeling applets, and other teaching
support systems.

One point worth noting is highlighted in Figure 2.11. Although traditionally
the term multimedia has connoted the simultaneous use of multiple media types
(e.g., video annotation of a text document), it has also come to refer to applications
that require real-time processing or communication of video or audio alone. Thus,
voice over IP (VoIP), streaming audio, and streaming video are considered multi-
media applications even though each involves a single media type.

Multimedia Technologies

Figure 2.11 lists some of the technologies that are relevant to the support of multi-
media applications. As can be seen, a wide range of technologies is involved. The
lowest four items on the list are beyond the scope of this book. The other items
represent only a partial list of communications and networking technologies for
multimedia. These technologies and others are explored throughout the book.
Here, we give a brief comment on each area.

e Compression: Digitized video, and to a much lesser extent audio, can generate
an enormous amount of traffic on a network. A streaming application, which
is delivered to many users, magnifies the traffic. Accordingly, standards have
been developed for producing significant savings through compression. The
most notable standards are JPG for still images and MPG for video.

° Communications/networking: This broad category refers to the transmission
and networking technologies (e.g., SONET, ATM) that can support high-
volume multimedia traffic.

e Protocols: A number of protocols are instrumental in supporting multime-
dia traffic. One example is the Real-time Transport Protocol (RTP), which is
designed to support inelastic traffic (traffic that does not easily adapt, if at all,
to changes in delay and throughput across an internet). RTP uses buffering and
discarding strategies to assure that real-time traffic is received by the end user in
a smooth continuous stream. Another example is the Session Initiation Protocol
(SIP), an application-level control protocol for setting up, modifying, and termi-
nating real-time sessions between participants over an IP data network.
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e Quality of service (QoS): The Internet and its underlying local area and wide
area networks must include a QoS capability to provide differing levels of ser-
vice to different types of application traffic. A QoS capability can deal with
priority, delay constraints, delay variability constraints, and other similar
requirements.

All of these matters are explored subsequently in this text.

2.7 SOCKETS PROGRAMMING

The concept of sockets and sockets programming was developed in the 1980s in the
UNIX environment as the Berkeley Sockets Interface. In essence, a socket enables
communication between a client and server process and may be either connection
oriented or connectionless. A socket can be considered an end point in a commu-
nication. A client socket in one computer uses an address to call a server socket on
another computer. Once the appropriate sockets are engaged, the two computers
can exchange data.

Typically, computers with server sockets keep a TCP or UDP port open,
ready for unscheduled incoming calls. The client typically determines the socket
identification of the desired server by finding it in a Domain Name System (DNS)
database. Once a connection is made, the server switches the dialogue to a different
port number to free up the main port number for additional incoming calls.

Internet applications, such as TELNET and remote login (rlogin), make use
of sockets, with the details hidden from the user. However, sockets can be con-
structed from within a program (in a language such as C, Java, or Python), enabling
the programmer to easily support networking functions and applications. The
sockets programming mechanism includes sufficient semantics to permit unrelated
processes on different hosts to communicate.

The Berkeley Sockets Interface is the de facto standard application program-
ming interface (API) for developing networking applications, spanning a wide range
of operating systems. Windows Sockets (WinSock) is based on the Berkeley speci-
fication. The Sockets API provides generic access to interprocess communications
services. Thus, the sockets capability is ideally suited for students to learn the prin-
ciples of protocols and distributed applications by hands-on program development.

The Socket

Recall that each TCP and UDP header includes Source Port and Destination Port
fields (Figure 2.6). These port values identify the respective users (applications) of
the two TCP or UDP entities. Also, each IPv4 and IPv6 header includes Source
Address and Destination Address fields (Figure 2.7); these IP addresses identify
the respective host systems. The concatenation of a port value and an IP address
forms a socket, which is unique throughout the Internet. Thus, in Figure 2.4, the
combination of the IP address for host B and the port number for application X
uniquely identifies the socket location of application X in host B. As the figure
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indicates, an application may have multiple socket addresses, one for each port into
the application.

The socket is used to define an API, which is a generic communication inter-
face for writing programs that use TCP or UDP. In practice, when used as an API,
a socket is identified by the triple (protocol, local address, local process). The local
address is an IP address and the local process is a port number. Because port num-
bers are unique within a system, the port number implies the protocol (TCP or
UDP). However, for clarity and ease of implementation, sockets used for an API
include the protocol as well as the IP address and port number in defining a unique
socket.

Corresponding to the two protocols, the Sockets API recognizes two types of
sockets: stream sockets and datagram sockets. Stream sockets make use of TCP,
which provides a connection-oriented reliable data transfer. Therefore, with stream
sockets, all blocks of data sent between a pair of sockets are guaranteed for delivery
and arrive in the order that they were sent. Datagram sockets make use of UDP,
which does not provide the connection-oriented features of TCP. Therefore, with
datagram sockets, delivery is not guaranteed, nor is order necessarily preserved.

There is a third type of socket provided by the Sockets API: raw sockets. Raw
sockets allow direct access to lower-layer protocols, such as IP.

Sockets Interface Calls

This subsection summarizes the key system calls. Table 2.4 lists the core Socket
functions.

Sockets SETup  The first step in using Sockets is to create a new socket using the
socket () command. This command includes three parameters. The domain
parameter refers to the area where the communicating processes exist. Commonly
used domains include:

e AF_UNIX for communication between processes on one system;

e AF_INET for communication between processes using the IPv4 Internet
Protocol;

e AF_INET6 for communication between processes using the [Pv6 Internet
Protocol.

Type specifies whether this is a stream or datagram socket, and protocol
specifies either TCP or UDP. The reason that both type and protocol need to be
specified is to allow additional transport-level protocols to be included in a future
implementation. Thus, there might be more than one datagram-style transport pro-
tocol or more than one connection-oriented transport protocol. The socket ()
command returns an integer result that identifies this socket; it is similar to a UNIX
file descriptor. The exact socket data structure depends on the implementation. It
includes the source port and IP address and, if a connection is open or pending, the
destination port and IP address and various options and parameters associated with
the connection.
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Table 2.4 Core Socket Functions

Format Function Parameters
socket ( ) Initialize a socket domain Protocol family of the socket to be created
(AF_UNIX, AF_INET, AF_INET6)
type Type of socket to be opened (stream, datagram, raw)
protocol Protocol to be used on socket (UDP, TCP, ICMP)
bind ( ) Bind a socket to a port sockfd Socket to be bound to the port address
address localaddress Socket address to which the socket is bound
addresslength Length of the socket address structure
listen( ) Listen on a socket for sockfd Socket on which the application is to listen
inbound connections queuesize Number of inbound requests that can be queued
at any time
accept ( ) Accept an inbound sockfd Socket on which the connection is to be accepted
connection remoteaddress Remote socket address from which the con-
nection was initiated
addresslength Length of the socket address structure
connect ( ) Connect outbound to sockfd Socket on which the connection is to be opened
B e remoteaddress Remote socket address to which the con-
nection is to be opened
addresslength Length of the socket address structure
send ( ) Send and receive data sockfd Socket across which the data will be sent or read
recv( ) onl a stream socket data Data to be sent, or buffer into which the read data will
read( ) (either s.,end/recv or be placed
read/write can be used) .
write( ) datalength Length of the data to be written, or amount of
data to be read
sendto ( ) Send and receive data sockfd Socket across which the data will be sent or read
recvfrom( ) on a datagram socket data Data to be sent, or buffer into which the read data will
be placed
datalength Length of the data to be written, or amount of
data to be read
close( ) Close a socket sockfd Socket which is to be closed

After a socket is created, it must have an address to listen to. The bind ()

function binds a socket to a socket address. The address has the structure:

struct sockaddr in {

short int sin family;
unsigned short int sin port;
struct in addr sin addr;
unsigned char sin zero(8];

//Address family
// Port number
// Internet address

(TCP/IP)

// Padding to make structure same
//size as struct sockaddr
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SockeTs CoNNECTION For a stream socket, once the socket is created, a connec-
tion must be set up to a remote socket. One side functions as a client and requests a
connection to the other side, which acts as a server.

The server side of a connection setup requires two steps. First, a server applica-
tion issues a listen (), indicating that the given socket is ready to accept incoming
connections. The parameter backlog is the number of connections allowed on the
incoming queue. Each incoming connection is placed in this queue until a matching
accept () is issued by the server side. Next, the accept () call is used to remove
one request from the queue. If the queue is empty, the accept () blocks the pro-
cess until a connection request arrives. If there is a waiting call, then accept ()
returns a new file descriptor for the connection. This creates a new socket, which
has the IP address and port number of the remote party, the IP address of this sys-
tem, and a new port number. The reason that a new socket with a new port number
is assigned is that this enables the local application to continue to listen for more
requests. As a result, an application may have multiple connections active at any
time, each with a different local port number. This new port number is returned
across the TCP connection to the requesting system.

A client application issues a connect () that specifies both a local socket
and the address of a remote socket. If the connection attempt is unsuccessful
connect () returns the value —1. If the attempt is successful, connect () returns
a 0 and fills in the file descriptor parameter to include the IP address and port num-
ber of the local and foreign sockets. Recall that the remote port number may differ
from that specified in the foreignAddress parameter because the port number is
changed on the remote host.

Once a connection is set up, getpeername () can be used to find out who is
on the other end of the connected stream socket. The function returns a value in the
sockfd parameter.

SockETS CoMMUNICATION For stream communication, the functions send () and
recv () are used to send or receive data over the connection identified by the
sockfd parameter. In the send () call, the *msg parameter points to the block
of data to be sent and the 1len parameter specifies the number of bytes to be sent.
The flags parameter contains control flags, typically set to 0. The send () call
returns the number of bytes sent, which may be less than the number specified in
the len parameter. In the recv () call, the *buf parameter points to the buffer
for storing incoming data, with an upper limit on the number of bytes set by the
len parameter.

At any time, either side can close the connection with the close () call, which
prevents further sends and receives. The shutdown () call allows the caller to ter-
minate sending or receiving or both.

Figure 2.12 shows the interaction of the clients and server sides in setting up,
using, and terminating a connection.

For datagram communication, the functions sendto () and recvfrom()
are used. The sendto () call includes all the parameters of the send () call plus
a specification of the destination address (IP address and port). Similarly, the
recvirom() call includes an address parameter, which is filled in when data are
received.
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Example

In this section, we give an example of a simple client and server implemented in
C, and communicating using stream sockets over the Internet. The two programs
are shown in Figures 2.13 and 2.14. Before reading the following discussion, the
reader is advised to compile and execute the two programs to understand their
operation.’

#include <stdio.h>

#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>

B w N

void error (char *msg)
{

perror (msg) ;

exit (1) ;

©O 00 J o !

}

10 int main(int argc, char *argvl[])

11 |

12 int sockfd, newsockfd, portno, clilen;

13 char buffer[256];

14 struct sockaddr in serv_addr, cli addr;

15 int n;

16 if (argc < 2) {

17 fprintf (stderr, "ERROR, no port provided\n");
18 exit (1)

19 }

20 sockfd = socket (AF _INET, SOCK STREAM, O0);

21 if (sockfd < 0)

22 error ("ERROR opening socket");

23 bzero((char *) &serv addr, sizeof (serv_addr));
24 portno = atoi (argv[1l]):;

25 serv_addr.sin_family = AF_INET;

26 serv_addr.sin port = htons(portno);

27 serv_addr.sin addr.s addr = INADDR ANY;

28 if (bind(sockfd, (struct sockaddr *) &serv_addr,
29 sizeof (serv_addr)) < 0)

30 error ("ERROR on binding");

31 listen(sockfd,5);

32 clilen = sizeof(cli_addr);

33 newsockfd = accept (sockfd, (struct sockaddr *) &cli addr, &clilen);
34 if (newsockfd < 0)

35 error ("ERROR on accept");

36 bzero (buffer, 256) ;

37 n = read(newsockfd,buffer,255);

38 if (n < 0) error ("ERROR reading from socket");
39 printf ("Here is the message: %s\n",buffer);

40 n = write (newsockfd,"I got your message",18);
41 if (n < 0) error ("ERROR writing to socket");
42 return O;

43 1}

Figure 2.13 Sockets Server

3The two programs, without the line numbers, are available at box.com/dccl0e.
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1 #include <stdio.h>

2 #include <sys/types.h>
3 #include <sys/socket.h>
4  #include <netinet/in.h>
5 #include <netdb.h>

6 void error(char *msg)

7 A

8 perror (msg) ;

9 exit (0);

10 }

11 int main(int argc, char *argvl[])

12 {

13 int sockfd, portno, n;

14 struct sockaddr in serv addr;
15 struct hostent *server;

16 char buffer[256];
17 if (argc < 3) {

18 fprintf (stderr, "usage %$s hostname port\n", argv[0]);
19 exit (0);

20 }

21 portno = atoi(argv[2]);

22 sockfd = socket (AF_INET, SOCK_STREAM, 0);
23 if (sockfd < 0)

24 error ("ERROR opening socket") ;

25 server = gethostbyname (argv[1l]);

26 if (server == NULL) {

27 fprintf (stderr, "ERROR, no such host\n");
28 exit (0);

29 }

30 bzero((char *) &serv_addr, sizeof (serv_addr));
31 serv_addr.sin_ family = AF_INET;
32 bcopy ((char *)server->h_ addr,

33 (char *)é&serv _addr.sin addr.s addr,

34 server->h length);

35 serv_addr.sin _port = htons(portno);

36 if (connect (sockfd, (struct sockaddr *)é&serv addr,sizeof (serv_addr)) < 0)
37 error ("ERROR connecting") ;

38 printf ("Please enter the message: ");

39 bzero (buffer, 256) ;

40 fgets (buffer,255,stdin) ;

41 n = write(sockfd,buffer,strlen (buffer));
42 if (n < 0)

43 error ("ERROR writing to socket");
44 bzero (buffer, 256) ;

45 n = read(sockfd,buffer,255);

46 if (n < 0)

47 error ("ERROR reading from socket");
48 printf ("$s\n",buffer);

49 return 0;

50 }

Figure 2.14 Sockets Client

1. Download the client and server programs into files called server.c and
client.c and compile them into two executables called server and
client. The commands would look something like this:

gcc server.c -0 server
gcc client.c -o client
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Ideally, you should run the client and server on separate hosts on the Internet.
You can, if necessary, run the server in one window and the client in another on
the same machine.

2. Start the server first by issuing a command to the server with a port number as
the argument. This is the port on which the server will listen. Choose a number
between 2000 and 65535. If the port is in use, the server will return a message.
In that case, pick another number and try again. A typical command line is the
following:

server 62828

3. Issue a command to start the client, with two arguments: the name of the host
on which the server is running and the port number on which the server is
listening. So, if the server is on host X, the command line would be:

client X 62828

If client and server are on the same machine, then the first argument is localhost.

4. The client will prompt you to enter a message. Subsequently, if there are no
errors, the server will display the message on stdout, send an acknowledgment
message to the client and terminate. The client then prints the acknowledg-
ment message and terminates.

SERVER PrOGrRAM Now that you see what the two programs do, we can examine the
code, starting with the server (Figure 2.13). Lines 1-4 define header files: stdio.h
contains declarations used in most input and output operations; types .h defines
a number of data types used in system calls; socket . h defines a number of struc-
tures needed for sockets; and netinet/in.h contains constants and structures
needed for Internet domain addresses.

When a system call fails, the error program void, which contains the func-
tion perror, displays an error message on stderr and then aborts the program
(lines 5-9).

Line 10 begins the definition of the main program. The first two integer
variables, sockfd and newsockfd, are array subscripts into the file descriptor
table. They store the values returned by the socket system call and the accept
system call. portno stores the port number on which the server accepts connec-
tions. clilen stores the size of the address of the client, which is needed for the
accept system call. The server reads characters from the socket connection into
the buffer char.

Line 14 defines the client and server address structures, using the sockaddr
in Internet address structure. This structure is defined in netinet/in.h. The
variable n designates the number of characters read or written by the read () and
write () calls.

Lines 16-19 check that the user has provided a port number argument and
displays an error message if the argument is not present.

Lines 20-22 deal with creating a new socket. The first parameter of the
socket () call specifies the IPv4 domain. The second parameter specifies that
a stream socket is requested. The third parameter, which defines the protocol to
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be used, is set to zero. The zero value indicates that the default protocol should
be used, which is TCP for a stream socket. The socket () call returns an entry
into the file descriptor table, which defines the socket. If the call fails, it returns the
value —1. The 1f statement in the code then displays the error message.

The function bzero () sets all values in a buffer to zero (line 23). It takes two
arguments, the first is a pointer to the buffer and the second is the size of the buffer.
Thus, this line initializes serv_addr to zeros.

Line 24 retrieves the port number that was supplied as an argument to the
server program. This statement uses the atoi () function to convert the parameter
from a string of digits to an integer stored in portno.

Lines 25-27 assign values to the variable serv_addr, which is a structure
of type struct sockaddr_ in. As shown earlier in this section, sockaddr in
has four fields, of which the first three must be assigned values. serv_addr.sin
family is set to AF_INET, for IPv4 communication. serv_addr.sin port is
derived from the port number argument. However, instead of simply copying the
port number to this field, it is necessary to convert this to network byte order using
the function htons (), which converts a port number in host byte order to a port
number in network byte order. The field serv_addr.sin addr.s_addr is
assigned the Internet IPv4 address of the server, which is obtained from the sym-
bolic constant INADDR_ANY.

Lines 28-30 include the bind () function, which, as mentioned earlier, binds
a socket to a socket address. Its three arguments are the socket file descriptor, the
address to which the socket is bound, and the size of the address. The second argu-
ment is a pointer to a structure of type sockaddr, but what is passed in is a struc-
ture of type sockaddr_in, and so this must be cast to the correct type. This can
fail for a number of reasons, the most obvious being that this socket is already in use
on this machine.

If the bind () operation succeeds, the server is now ready to listen on this
socket. The listen () on line 31 takes as arguments the file descriptor for the
socket and the size of the backlog queue, which is the number of connections that
can be waiting while the process is handling a particular connection. Typically, the
queue size is set to 5.

Lines 32-35 deal with the accept () system call, which causes the process
to block until a client connects to the server. Thus, it wakes up the process when
a connection from a client has been successfully established. It returns a new file
descriptor, and all communication on this connection should be done using the
new file descriptor. The second argument is a reference pointer to the address of
the client on the other end of the connection, and the third argument is the size of
this structure.

After a client has successfully connected to the server, lines 36-39 are exe-
cuted. The variable buffer is set to all zeroes. Then, the read () function is invoked
to read up to 255 bytes into buffer. The read call uses the new file descriptor, which
was returned by accept (), not the original file descriptor returned by socket ().
In addition to filling the buffer, read () returns the number of character read. Note
also that the read () will block until there is something for it to read in the socket,
that is, after the client has executed a write (). The read operation concludes when
the server displays the message received over the connection.
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After a successful read, the server writes a message that will be delivered over
the socket connection to the client (lines 40-41). The parameters for the write ()
function are the socket file descriptor, the message, and a character count of the
message.

Lines 42-43 terminate main and thus the program. Since main was declared
to be of type int, many compilers complain if it does not return anything.

CrLIENT ProGraM  The client program is shown in Figure 2.14. Lines 1-4 are the
same header files as for the server. Line 5 adds the header file netdb.h, which
defines the structure hostent, which is used in the client program.

In lines 6-14, the error () function is the same as for the server, as are the
variables sockfd, portno, and n. The variable serv_addr will be assigned the
address of the server to which the client wants to connect.

Line 15 defines the variable server as a pointer to a structure of type hostent,
defined in netdb . h. The structure includes the following fields: *h _name, the name
of the host; **h aliases, a list of alternate names for the host; h_addrtype,
currently always AF_INET; h length, the length in bytes of the address; and
**h addr_ list, apointer to a list of network addresses for the named host.

Lines 16-24 are almost the same as that in the server.

In lines 25-29, the client attempts to get the hostent structure for the server.
argv [1] is the first argument in the call to the client program and contains the
name of the desired server host. The function *gethostbyname (char, *name)
is defined in netdb.h as struct hostent. It takes a name as an argument and
returns a pointer to a hostent structure for the named host. If the name is not
known locally, the client machine uses the Domain Name System, described in a
subsequent chapter.

Lines 30-35 set the fields in serv_addr, similar to what is done in the server
program. However, because the field server->h addr is a character string, we
use the function void bcopy (char *sl, char *s2, int length), which
copies length bytes from s1 to s2.

The client is now ready to make a request for a connection to the server, on
lines 36-37. The function connect () takes three arguments: the client’s socket file
descriptor, the address of the requested host, and the size of this address. The func-
tion returns 0 on success and —1 on failure.

The remaining code, lines 38-50, should be fairly clear. It prompts the user to
enter a message, uses fgets to read the message from stdin, writes the message
to the socket, reads the reply from the socket, and displays this reply.

2.8 RECOMMENDED READING AND ANIMATION

For the reader interested in greater detail on TCP/IP, there are two three-volume
works that are more than adequate. The works by Comer and Stevens have become
classics and are considered definitive [COME14, COME99, COMEO1]. The works
by Stevens, Wright, and Fall are equally worthwhile and more detailed with respect
to protocol operation [FALL12, STEV96, WRIGY95]. A more compact and very
useful reference work is [PARZ06], which covers the spectrum of TCP/IP-related
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protocols in a technically concise but thorough fashion, including coverage of some
protocols not found in the other two works.

[GREES0] is a good tutorial overview of the concept of a layered protocol
architecture. Two early papers that provide good discussions of the design philoso-
phy of the TCP/IP protocol suite are [LEIN85] and [CLARSS].

Although somewhat dated, [FURH94] remains a good overview of multime-
dia topics. [VOGED95] is a good introduction to QoS considerations for multime-
dia. [HELLO1] is a lengthy and worthwhile theoretical treatment of multimedia. An
excellent concise introduction to using sockets is [DONAO1]; another good over-
view is [HALLO1].
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2001.
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Animations

Animations that illustrate protocol encapsulation, data flow through a pro-
tocol stack, and TFTP are available at the Premium Web site. The reader is
encouraged to view these animations to reinforce concepts from this chapter.

2.9 KEY TERMS, REVIEW QUESTIONS, AND PROBLEMS

datagram sockets

encapsulation

File Transfer Protocol
(FTP)

frame check sequence

header
image

host-to-host layer
inelastic traffic
Internet

Internet layer
Internet Protocol (IP)
Internetworking

Interconnection (OSI)
packet
peer layer
physical layer
port
protocol
protocol architecture
protocol data unit (PDU)
quality of service (QoS)
raw sockets
router
segments
semantics

Key Terms
application programming IP datagram service access point (SAP)
interface (API) multimedia Simple Mail Transfer
application layer network access protocol Protocol (SMTP)
audio (NAP) socket
checksum network access layer socket programming
datagram communication Open Systems SSH (Secure Shell)

stream communication

stream sockets

subnetwork

syntax

TCP segment

text

timing

Transmission Control
Protocol (TCP)

transport layer

User Datagram Protocol
(UDP)

video

Review Questions

2.1.  What is the major function of the network access layer?

2.2.  What tasks are performed by the transport layer?

2.3. What is a protocol?
2.4. What is a protocol data unit (PDU)?
2.5. What is a protocol architecture?

2.6. Whatis TCP/IP?

2.7. What are some advantages to layering as seen in the TCP/IP architecture?

2.8. Whatis a router?
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2.9. Which version of IP is the most prevalent today?
2.10. Does all traffic running on the Internet use TCP?
2.11. Compare the address space between IPv4 and IPv6. How many bits are used in each?
Problems

2.1. Using the layer models in Figure 2.15, describe the ordering and delivery of a pizza,

indicating the interactions at each level.

2.2. a. The French and Chinese prime ministers need to come to an agreement by tele-
phone, but neither speaks the other’s language. Further, neither has on hand a
translator that can translate to the language of the other. However, both prime
ministers have English translators on their staffs. Draw a diagram similar to
Figure 2.15 to depict the situation, and describe the interaction at each level.

b. Now suppose that the Chinese prime minister’s translator can translate only into
Japanese and that the French prime minister has a German translator available.
A translator between German and Japanese is available in Germany. Draw a
new diagram that reflects this arrangement and describe the hypothetical phone
conversation.

2.3. List the major disadvantages with the layered approach to protocols.

2.4. Two blue armies are each poised on opposite hills preparing to attack a single red

army in the valley. The red army can defeat either of the blue armies separately but
will fail to defeat both blue armies if they attack simultaneously. The blue armies com-
municate via an unreliable communications system (a foot soldier). The commander
with one of the blue armies would like to attack at noon. His problem is this: If he

Figure 2.15 Architecture for Problem 2.1
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sends a message to the other blue army, ordering the attack, he cannot be sure it will
get through. He could ask for acknowledgment, but that might not get through. Is
there a protocol that the two blue armies can use to avoid defeat?

A broadcast network is one in which a transmission from any one attached station is
received by all other attached stations over a shared medium. Examples are a bus-
topology local area network, such as Ethernet, and a wireless radio network. Discuss
the need or lack of need for a network layer (OSI layer 3) in a broadcast network.

In Figure 2.5, exactly one protocol data unit (PDU) in layer N is encapsulated in a
PDU at layer (N — 1). It is also possible to break one N-level PDU into multiple
(N — 1)-level PDUs (segmentation) or to group multiple N-level PDUs into one
(N — 1)-level PDU (blocking).

a. In the case of segmentation, is it necessary that each (N — 1)-level segment con-
tain a copy of the N-level header?

b. In the case of blocking, is it necessary that each N-level PDU retain its own
header, or can the data be consolidated into a single N-level PDU with a single
N-level header?

A TCP segment consisting of 1500 bits of data and 160 bits of header is sent to the IP

layer, which appends another 160 bits of header. This is then transmitted through two

networks, each of which uses a 24-bit packet header. The destination network has a

maximum packet size of 800 bits. How many bits, including headers, are delivered to

the network layer protocol at the destination?

Why is UDP needed? Why can’t a user program directly access IP?

IP, TCP, and UDP all discard a packet that arrives with a checksum error and do not
attempt to notify the source. Why?

Why does the TCP header have a header length field while the UDP header does
not?

The previous version of the TFTP specification, RFC 783, included the following
statement:

All packets other than those used for termination are acknowledged individually
unless a timeout occurs.

The RFC 1350 specification revises this to say:

All packets other than duplicate ACK’s and those used for termination are
acknowledged unless a timeout occurs.

The change was made to fix a problem referred to as the “Sorcerer’s Apprentice.”
Deduce and explain the problem.

What is the limiting factor in the time required to transfer a file using TFTP?

A user on a UNIX host wants to transfer a 4000-byte text file to a Microsoft Windows
host. In order to do this, he transfers the file by means of TFTP, using the netascii
transfer mode. Even though the transfer was reported as being performed success-
fully, the Windows host reports the resulting file size is 4050 bytes, rather than the
original 4000 bytes. Does this difference in the file size imply an error in the data
transfer? Why or why not?

The TFTP specification (RFC 1350) states that the transfer identifiers (TIDs) for a
connection should be randomly chosen, so that the probability that the same number
is chosen twice in immediate succession is very low. What would be the problem of
using the same TIDs twice in immediate succession?

In order to be able to retransmit lost packets, TFTP must keep a copy of the data
it sends. How many packets of data must TFTP keep at a time to implement this
retransmission mechanism?

TFTP, like most protocols, will never send an error packet in response to an error
packet it receives. Why?
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2.17.

2.18.

2.19.

We have seen that in order to deal with lost packets, TFTP implements a timeout-
and-retransmit scheme, by setting a retransmission timer when it transmits a packet
to the remote host. Most TFTP implementations set this timer to a fixed value of
about 5 seconds. Discuss the advantages and the disadvantages of using a fixed value
for the retransmission timer.

TFTP’s timeout-and-retransmission scheme implies that all data packets will
eventually be received by the destination host. Will these data also be received uncor-
rupted? Why or why not?

This problem concerns material in Appendix E. Based on the principles enunciated
in Table E.1.

a. Design an architecture with eight layers and make a case for it.

b. Design one with six layers and make a case for that.

2.10 SOCKETS PROGRAMMING ASSIGNMENTS

2.1.

2.2.
2.3.

24.

2.5.

2.6.

Determining a local machine’s IP address is useful when you are handling network
communication tasks. Write code to find the IP address of a local machine. Hint: You
may use some public DNS, for example, Google public DNS is 8.8.8.8.

Write a sockets program to get a host name for a given IP address.

How to broadcast a message on the Internet? Two questions need to be answered:
What address should be used as the broadcast address. How to send data to the
broadcast address? A broadcast address is the subnet’s network number with all one-
bits set for the host portion of the address. For instance, if a network IP address
is 192.168.1.0, and the netmask is 255.255.255.0, the last byte of the address is the
host number (because the first three bytes, according to the netmask, correspond
to the network number). So the broadcast address is 192.168.1.255. Under Unix, the
ifconfig command will actually give you all this information.

a. Determine the broadcast address of your local machine;

b. Send a broadcast packet to your broadcast address. Write a code to implement
this task.

Write a stream-based echo server and a client sending messages to it, and receiv-

ing back each message in turn. Hint: Modify the stream-based TCP client and server

programs in this chapter or similar programs to transfer multiple messages back and

forth (until the client terminates the connection).

Modify the server program from Exercise 2.4 to set the TCP window size for the

server socket. Hint: Set the SO_RCVBUEF size through a call to setsockopt (). Be

aware that setting the TCP window size in this way would not guarantee the size for

the entire life of the socket because of the inherent TCP window flow control. This

exercise solely intends to demonstrate the use of setsockopt () and getsock-

opt () calls.

Use poll () function and socket programming to receive out-of-band data. Out-of-

band data is also called urgent data in TCP, and is often received with first priority via

a separate data stream. Hint: Check events and select POLLPRI.

APPENDIX 2A THE TRIVIAL FILE TRANSFER PROTOCOL

This appendix provides an overview of the Internet standard Trivial File Transfer Protocol
(TFTP), defined in RFC 1350. Our purpose is to give the reader some flavor for the elements
of a protocol. TFTP is simple enough to provide a concise example, but includes most of the
significant elements found in other, more complex, protocols.
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Introduction to TFTP

TFTP is far simpler than the Internet standard FTP (RFC 959). There are no provisions for
access control or user identification, so TFTP is only suitable for public access file directories.
Because of its simplicity, TFTP is easily and compactly implemented. For example, some
diskless devices use TFTP to download their firmware at boot time.

TFTP runs on top of UDP. The TFTP entity that initiates the transfer does so by send-
ing a read or write request in a UDP segment with a destination port of 69 to the target sys-
tem. This port is recognized by the target UDP module as the identifier of the TFTP module.
For the duration of the transfer, each side uses a transfer identifier (TID) as its port number.

TFTP Packets

TFTP entities exchange commands, responses, and file data in the form of packets, each
of which is carried in the body of a UDP segment. TFTP supports five types of packets
(Figure 2.16); the first two bytes contain an opcode that identifies the packet type:

¢ RRQ: The read request packet requests permission to transfer a file from the other
system. The packet includes a file name, which is a sequence of ASCII* bytes termi-
nated by a zero byte. The zero byte is the means by which the receiving TFTP entity
knows when the file name is terminated. The packet also includes a mode field, which
indicates whether the data file is to be interpreted as a string of ASCII bytes (netascii
mode) or as raw 8-bit bytes (octet mode) of data. In netascii mode, the file is trans-
ferred as lines of characters, each terminated by a carriage return, line feed. Each
system must translate between its own format for character files and the TFTP format.

2 bytes n bytes 1 byte n bytes 1 byte
RRQ and q
WRQ packets Opcode Filename 0 Mode 0
2 bytes 2 bytes 0 to 512 bytes
Block
Data packet Opcode number Data
2 bytes 2 bytes
Block
ACK packet Opcode number
2 bytes 2 bytes n bytes 1 byte
Error
Error packet Opcode code ErrMsg 0

Figure 2.16 TFTP Packet Formats

*ASCII is the American Standard Code for Information Interchange, a standard of the American
National Standards Institute. It designates a unique 7-bit pattern for each letter, with an eighth bit
used for parity. ASCII is equivalent to the International Reference Alphabet (IRA), defined in ITU-T
Recommendation T.50. See Appendix F for a discussion.
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Table 2.5 TFTP Error Codes

Value Meaning
0 Not defined, see error message (if any)
1 File not found
2 Access violation
3 Disk full or allocation exceeded
4 Illegal TFTP operation
5 Unknown transfer ID
6 File already exists
7 No such user

e WRAQ: The write request packet requests permission to transfer a file to the other
system.

e Data: The block numbers on data packets begin with one and increase by one for each
new block of data. This convention enables the program to use a single number to dis-
criminate between new packets and duplicates. The data field is from zero to 512 bytes
long. If it is 512 bytes long, the block is not the last block of data; if it is from zero to 511
bytes long, it signals the end of the transfer.

e ACK: This packet is used to acknowledge receipt of a data packet or a WRQ packet.
An ACK of a data packet contains the block number of the data packet being acknowl-
edged. An ACK of a WRQ contains a block number of zero.

¢ Error: An error packet can be the acknowledgment of any other type of packet. The
error code is an integer indicating the nature of the error (Table 2.5). The error mes-
sage is intended for human consumption and should be in ASCII. Like all other strings,
it is terminated with a zero byte.

All packets other than duplicate ACKs (explained subsequently) and those used for
termination are to be acknowledged. Any packet can be acknowledged by an error packet.
If there are no errors, then the following conventions apply. A WRQ or a data packet is ac-
knowledged by an ACK packet. When a RRQ is sent, the other side responds (in the absence
of error) by beginning to transfer the file; thus, the first data block serves as an acknowledg-
ment of the RRQ packet. Unless a file transfer is complete, each ACK packet from one side
is followed by a data packet from the other, so that the data packet functions as an acknowl-
edgment. An error packet can be acknowledged by any other kind of packet, depending on
the circumstance.

Figure 2.17 shows a TFTP data packet in context. When such a packet is handed down
to UDP, UDP adds a header to form a UDP segment. This is then passed to IP, which adds
an IP header to form an IP datagram.

Overview of a Transfer

The example illustrated in Figure 2.18 is of a simple file transfer operation from A to B. No
errors occur and the details of the option specification are not explored.

The operation begins when the TFTP module in system A sends a write request
(WRQ) to the TFTP module in system B. The WRQ packet is carried as the body of a UDP
segment. The write request includes the name of the file (in this case, XXX) and a mode of
octet, or raw data. In the UDP header, the destination port number is 69, which alerts the
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Figure 2.17 A TFTP Packet in Context

receiving UDP entity that this message is intended for the TFTP application. The source port
number is a TID selected by A, in this case 1511. System B is prepared to accept the file and
so responds with an ACK with a block number of 0. In the UDP header, the destination port
is 1511, which enables the UDP entity at A to route the incoming packet to the TFTP mod-
ule, which can match this TID with the TID in the WRQ. The source port is a TID selected
by B for this file transfer, in this case 1660.

Following this initial exchange, the file transfer proceeds. The transfer consists of one
or more data packets from A, each of which is acknowledged by B. The final data packet
contains less than 512 bytes of data, which signals the end of the transfer.

Errors and Delays

If TFTP operates over a network or internet (as opposed to a direct data link), it is possible
for packets to be lost. Because TFTP operates over UDP, which does not provide a reliable
delivery service, there needs to be some mechanism in TFTP to deal with lost packets. TFTP
uses the common technique of a timeout mechanism. Suppose that A sends a packet to B that
requires an acknowledgment (i.e., any packet other than duplicate ACKs and those used for
termination). When A has transmitted the packet, it starts a timer. If the timer expires before
the acknowledgment is received from B, A retransmits the same packet. If in fact the original
packet was lost, then the retransmission will be the first copy of this packet received by B. If
the original packet was not lost but the acknowledgment from B was lost, then B will receive
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Figure 2.18 Example TFTP Operation

two copies of the same packet from A and simply acknowledges both copies. Because of the
use of block numbers, this causes no confusion. The only exception to this rule is for dupli-
cate ACK packets. The second ACK is ignored.

Syntax, Semantics, and Timing

In Section 2.1, it was mentioned that the key features of a protocol can be classified as syntax,
semantics, and timing. These categories are easily seen in TFTP. The formats of the various
TFTP packets form the syntax of the protocol. The semantics of the protocol are shown in
the definitions of each of the packet types and the error codes. Finally, the sequence in which
packets are exchanged, the use of block numbers, and the use of timers are all aspects of the
timing of TFTP.
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LEARNING OBJECTIVES

After studying this chapter, you should be able to:

¢ Distinguish between digital and analog information sources.

¢ Explain the various ways in which audio, data, image, and video can be
represented by electromagnetic signals.

¢ Discuss the characteristics of analog and digital waveforms.

¢ Discuss the various transmission impairments that affect signal quality
and information transfer over communication media.

¢ Identify the factors that affect channel capacity.

The successful transmission of data depends principally on two factors: the
quality of the signal being transmitted and the characteristics of the trans-
mission medium. The objective of this chapter and the next is to provide the
reader with an intuitive feeling for the nature of these two factors.

The first section presents some concepts and terms from the field of elec-
trical engineering. This should provide sufficient background to deal with the
remainder of the chapter. Section 3.2 clarifies the use of the terms analog and
digital. Either analog or digital data may be transmitted using either analog or
digital signals. Furthermore, it is common for intermediate processing to be
performed between source and destination, and this processing has either an
analog or digital character.

Section 3.3 looks at the various impairments that may introduce errors
into the data during transmission. The chief impairments are attenuation,
attenuation distortion, delay distortion, and the various forms of noise. Finally,
we look at the important concept of channel capacity.

3.1 CONCEPTS AND TERMINOLOGY

In this section, we introduce some concepts and terms that will be referred to
throughout the rest of the chapter and, indeed, throughout Part Two.

Transmission Terminology

Data transmission occurs between transmitter and receiver over some transmis-
sion medium. Transmission media may be classified as guided or unguided. In both
cases, communication is in the form of electromagnetic waves. With guided media,
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the waves are guided along a physical path; examples of guided media are twisted
pair, coaxial cable, and optical fiber. Unguided media, also called wireless, provide
a means for transmitting electromagnetic waves but do not guide them; examples
are propagation through air, vacuum, and seawater.

The term direct link is used to refer to the transmission path between two
devices in which signals propagate directly from transmitter to receiver with no
intermediate devices, other than amplifiers or repeaters used to increase signal
strength. Note that this term can apply to both guided and unguided media.

A guided transmission medium is point to point if it provides a direct link
between two devices and those are the only two devices sharing the medium. In a
multipoint guided configuration, more than two devices share the same medium.

A transmission may be simplex, half duplex, or full duplex. In simplex trans-
mission, signals are transmitted in only one direction; one station is transmitter and
the other is receiver. In half-duplex operation, both stations may transmit, but only
one at a time. In full-duplex operation, both stations may transmit simultaneously.
In the latter case, the medium is carrying signals in both directions at the same time.
We should note that the definitions just given are the ones in common use in the
United States (ANSI definitions). Elsewhere (ITU-T definitions), the term simplex
is used to correspond to half duplex, and duplex is used to correspond to full duplex
as just defined.

Frequency, Spectrum, and Bandwidth

In this book, we are concerned with electromagnetic signals used as a means to
transmit data. At point 3 in Figure 1.5, a signal is generated by the transmitter
and transmitted over a medium. The signal is a function of time, but it can also be
expressed as a function of frequency; that is, the signal consists of components of
different frequencies. It turns out that the frequency domain view of a signal is more
important to an understanding of data transmission than a time domain view. Both
views are introduced here.

Tmve DomAIN ConcerTs  Viewed as a function of time, an electromagnetic signal
can be either analog or digital. An analog signal is one in which the signal intensity
varies in a smooth, or continuous, fashion over time. In other words, there are no
breaks or discontinuities in the signal.! A digital signal is one in which the signal
intensity maintains a constant level for some period of time and then abruptly
changes to another constant level, in a discrete fashion.? Figure 3.1 shows an exam-
ple of each kind of signal. The analog signal might represent speech, and the digital
signal might represent binary 1s and 0s.

' A mathematical definition: a signal s(7) is continuous if }ilr}xs(t) = s(a) for all a.

’This is an idealized definition. In fact, the transition from one voltage level to another will not be instan-
taneous, but there will be a small transition period. Nevertheless, an actual digital signal approximates
closely the ideal model of constant voltage levels with instantaneous transitions.
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Figure 3.1 Analog and Digital Waveforms

The simplest sort of signal is a periodic signal, in which the same signal pattern
repeats over time. Figure 3.2 shows an example of a periodic continuous signal (sine
wave) and a periodic discrete signal (square wave). Mathematically, a signal s(¢) is
defined to be periodic if and only if

s(t+ T) =s(2) —0 < < oo

where the constant 7 is the period of the signal (7 is the smallest value that
satisfies the equation). Otherwise, a signal is aperiodic.

The sine wave is the fundamental periodic signal. A general sine wave can be
represented by three parameters: peak amplitude (A), frequency (f), and phase ().
The peak amplitude is the maximum value or strength of the signal over time; typi-
cally, this value is measured in volts. The frequency is the rate [in cycles per second,
or hertz (Hz)] at which the signal repeats. An equivalent parameter is the period
(T) of a signal, which is the amount of time it takes for one repetition; therefore,
T =1/f. Phase is a measure of the relative position in time within a single period of a
signal, as is illustrated subsequently. More formally, for a periodic signal f{¢), phase
is the fractional part #/T of the period T through which ¢ has advanced relative to
an arbitrary origin. The origin is usually taken as the last previous passage through
zero from the negative to the positive direction.

The general sine wave can be written

s(t) = Asin(2wft + ¢)

A function with the form of the preceding equation is known as a sinusoid.
Figure 3.3 shows the effect of varying each of the three parameters. In part (a) of



3.1 / CONCEPTS AND TERMINOLOGY 75

Amplitude (volts)
=

Time
Period =T =1/ |
(a) Sine wave

A
2 _
=
z
D
= 0
£ Time
=
£
< —

Period =T = 1/f
(b) Square wave

Figure 3.2 Examples of Periodic Signals

the figure, the frequency is 1 Hz; thus the period is 7= 1 second. Part (b) has the
same frequency and phase but a peak amplitude of 0.5. In part (c) we have f= 2,
which is equivalent to 7'= 0.5. Finally, part (d) shows the effect of a phase shift of
7/4 radians, which is 45 degrees (27 radians = 360° = 1 period).

In Figure 3.3, the horizontal axis is time; the graphs display the value of a signal at
a given point in space as a function of time. These same graphs, with a change of scale,
can apply with horizontal axes in space. In this case, the graphs display the value of a
signal at a given point in time as a function of distance. For example, for a sinusoidal
transmission (e.g., an electromagnetic radio wave some distance from a radio antenna,
or sound some distance from a loudspeaker), at a particular instant of time, the inten-
sity of the signal varies in a sinusoidal way as a function of distance from the source.’

There is a simple relationship between the two sine waves, one in time and
one in space. The wavelength (A) of a signal is the distance occupied by a single

3An electromagnetic signal attenuates as it propagates, as a function of distance from the source of the
signal. This effect is ignored in Figure 3.3.
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cycle, or, put another way, the distance between two points of corresponding phase
of two consecutive cycles. Assume that the signal is traveling with a velocity v. Then
the wavelength is related to the period as follows: A = vT. Equivalently, Af = v. Of
particular relevance to this discussion is the case where v = ¢, the speed of light in
free space, which is approximately 3 X 108 m/s.

EXAMPLE 3.1 In the United States, ordinary household current is typically
supplied at a frequency of 60 Hz with a peak voltage of about 170 V. Thus the
power line voltage can be expressed as

170sin (27 X 60 X 1)

The period of this current is 1/60 = 0.0167 s = 16.7 ms. A typical velocity of

propagation is about 0.9 c, so the wavelength of the currentis A = vT = 0.9 X 3
X 10° X 0.0167 = 4.5 X 10°m = 4500km.

Household voltage is normally stated as being 120 V. This is what is known

as the root mean square (square the voltage to make everything positive, find

the average, take the square root) value. For a sine wave, the value is calculated

as V (A> — 0)/2 = 0.707A. In this case, 0.707 X 170 = 120.
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FrReEQUENCY DomAIN ConcerTs In practice, an electromagnetic signal will be made
up of many frequencies. For example, the signal

s(t) = (4/m) X [sin(27ft) + (1/3)sin(27(3f)1)]

is shown in Figure 3.4c. The components of this signal are just sine waves of fre-
quencies fand 3f: parts (a) and (b) of the figure show these individual components.*
There are two interesting points that can be made about this figure:

e The second frequency is an integer multiple of the first frequency. When all of
the frequency components of a signal are integer multiples of one frequency,
the latter frequency is referred to as the fundamental frequency. Each mul-
tiple of the fundamental frequency is referred to as a harmonic frequency of
the signal.

e The period of the total signal is equal to the period of the fundamental fre-
quency. The period of the component sin(27ft) is T = 1/f, and the period of
s(?) is also T, as can be seen from Figure 3.4c.

It can be shown, using a discipline known as Fourier analysis, that any signal
is made up of components at various frequencies, in which each component is a
sinusoid. By adding together enough sinusoidal signals, each with the appropriate
amplitude, frequency, and phase, any electromagnetic signal can be constructed.
Put another way, any electromagnetic signal can be shown to consist of a collec-
tion of periodic analog signals (sine waves) at different amplitudes, frequencies, and
phases. The importance of being able to look at a signal from the frequency per-
spective (frequency domain) rather than a time perspective (time domain) should
become clear as the discussion proceeds. For the interested reader, the subject of
Fourier analysis is introduced in Appendix A.

So we can say that for each signal, there is a time domain function s(¢) that
specifies the amplitude of the signal at each instant in time. Similarly, there is a
frequency domain function S(f) that specifies the peak amplitude of the constitu-
ent frequencies of the signal. Figure 3.5a shows the frequency domain function
for the signal of Figure 3.4c. Note that, in this case, S(f) is discrete. Figure 3.5b
shows the frequency domain function for a single square pulse that has the value
1 between —X/2 and X/2, and is 0 elsewhere.’ Note that in this case S(f) is con-
tinuous and that it has nonzero values indefinitely, although the magnitude of the
frequency components rapidly shrinks for larger f. These characteristics are com-
mon for real signals.

The spectrum of a signal is the range of frequencies that it contains. For the
signal of Figure 3.4c, the spectrum extends from f to 3f. The absolute bandwidth
of a signal is the width of the spectrum. In the case of Figure 3.4c, the bandwidth is
3f — f = 2f Many signals, such as that of Figure 3.5b, have an infinite bandwidth.
However, most of the energy in the signal is contained in a relatively narrow band
of frequencies. This band is referred to as the effective bandwidth, or just bandwidth.

*The scaling factor of 4/7 is used to produce a wave whose peak amplitude is close to 1.

3In fact, the function S(f) for this case is symmetric around f = 0 and so has values for negative frequen-
cies. The presence of negative frequencies is a mathematical artifact whose explanation is beyond the
scope of this book.
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One final term to define is dc component. If a signal includes a component
of zero frequency, that component is a direct current (dc) or constant component.
For example, Figure 3.6 shows the result of adding a dc component to the signal of
Figure 3.4c. With no dc component, a signal has an average amplitude of zero, as
seen in the time domain. With a dc component, it has a frequency term at f = 0 and

(¢) (4/7r) [sinQ2mft) + (1/3)sin(277(3/) 1))
Figure 3.4 Addition of Frequency Components (7 = 1/f)
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Figure 3.5 Frequency Domain Representations

RELATIONSHIP BETWEEN DATA RATE AND BANDWIDTH We have said that effec-
tive bandwidth is the band within which most of the signal energy is concentrated.
The meaning of the term most in this context is somewhat arbitrary. The impor-
tant issue here is that, although a given waveform may contain frequencies over a
very broad range, as a practical matter any transmission system (transmitter plus
medium plus receiver) will be able to accommodate only a limited band of fre-
quencies. This, in turn, limits the data rate that can be carried on the transmission
medium.

To try to explain these relationships, consider the square wave of Figure 3.2b.
Suppose that we let a positive pulse represent binary 0 and a negative pulse
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represent binary 1. Then the waveform represents the repetitive binary stream
0101....The duration of each pulse is 1/(2f); thus the data rate is 2f bits per second
(bps). What are the frequency components of this signal? To answer this question,
consider again Figure 3.4. By adding together sine waves at frequencies f and 3f, we
get a waveform that begins to resemble the original square wave. Let us continue
this process by adding a sine wave of frequency 5f, as shown in Figure 3.7a, and
then adding a sine wave of frequency 7f, as shown in Figure 3.7b. As we add addi-
tional odd multiples of f, suitably scaled, the resulting waveform approaches that of

a square wave more and more closely.

Indeed, it can be shown that the frequency components of the square wave

2
S(f)

with amplitudes A and —A can be expressed as follows:

4
s(t) =AX — X

kodd, k=1

[

k

sin (2mkft

)
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Figure 3.7 Frequency Components of Square Wave (7 = 1/f)

Thus, this waveform has an infinite number of frequency components and
hence an infinite bandwidth. However, the peak amplitude of the kth frequency
component, kf, is only 1/k, so most of the energy in this waveform is in the first few
frequency components. What happens if we limit the bandwidth to just the first
three frequency components? We have already seen the answer in Figure 3.7a. As
we can see, the shape of the resulting waveform is reasonably close to that of the
original square wave.
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EXAMPLE 3.2 We can use Figures 3.4 and 3.7 to illustrate the relationship
between data rate and bandwidth. Suppose that we are using a digital transmis-
sion system that is capable of transmitting signals with a bandwidth of 4 MHz.
Let us attempt to transmit a sequence of alternating 1s and Os as the square wave
of Figure 3.7c. What data rate can be achieved? We look at three cases.

Case I. Let us approximate our square wave with the waveform of Figure 3.7a,
which consists of the fundamental frequency and two harmonics. Although this
waveform is a “distorted” square wave, it is sufficiently close to the square wave
that a receiver should be able to discriminate between a binary 0 and a binary 1.
If we let f=10° cycles/second = 1 MHz, then the bandwidth of the signal

s(t) = % X |sin( (27 X 10°)1) + %sin((Zw X 3 X 10°)¢)

+ %sin( (27 X 5 X 10°)¢)

is (5 x 10°) — 10° = 4 MHz. Note that for f = 1 MHz, the period of the funda-
mental frequency is 7 = 1/10° = 107 = 1 us. If we treat this waveform as a bit
string of 1s and 0s, 1 bit occurs every 0.5 us, for a data rate of 2 X 10° = 2 Mbps.
Thus, for a bandwidth of 4 MHz, a data rate of 2 Mbps is achieved.

Case II. Now suppose that we have a bandwidth of 8 MHz. Let us look again
at Figure 3.7a, but now with f = 2 MHz. Using the same line of reasoning as
before, the bandwidth of the signal is (5 X 2 X 10%) — (2 X 10°) = 8 MHz.
But in this case T = 1/f = 0.5 us. As aresult, 1 bit occurs every 0.25 us for a data
rate of 4 Mbps. Thus, other things being equal, by doubling the bandwidth, we
double the potential data rate.

Case III. Now suppose that the waveform of Figure 3.4c is considered adequate
for approximating a square wave. That is, the difference between a positive and
negative pulse in Figure 3.4c is sufficiently distinct that the waveform can be
successfully used to represent a sequence of 1s and 0s. Assume as in Case II that
f=2MHz and T = 1/f = 0.5us, so that 1 bit occurs every 0.25 us for a data
rate of 4 Mbps. Using the waveform of Figure 3.4c, the bandwidth of the signal
is (3 X2 x 10%) — (2 X 10°) = 4MHz. Thus, a given bandwidth can support
various data rates depending on the ability of the receiver to discern the differ-
ence between 0 and 1 in the presence of noise and other impairments.
To summarize,

Case I: Bandwidth = 4 MHz;data rate = 2 Mbps

Case II: Bandwidth = 8 MHz;data rate = 4 Mbps
Case III: Bandwidth = 4 MHz;data rate = 4 Mbps

We can draw the following conclusions from the preceding example. In gen-
eral, any digital waveform will have infinite bandwidth. If we attempt to transmit
this waveform as a signal over any medium, the transmission system will limit the
bandwidth that can be transmitted. Furthermore, for any given medium, the greater
the bandwidth transmitted, the greater the cost. Thus, on the one hand, economic
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Figure 3.8 Effect of Bandwidth on a Digital Signal

and practical reasons dictate that digital information be approximated by a signal of
limited bandwidth. On the other hand, limiting the bandwidth creates distortions,
which makes the task of interpreting the received signal more difficult. The more
limited the bandwidth, the greater the distortion, and the greater the potential for
error by the receiver.

One more illustration should serve to reinforce these concepts. Figure 3.8
shows a digital bit stream with a data rate of 2000 bits per second. With a bandwidth
of 2500 Hz, or even 1700 Hz, the representation is quite good. Furthermore, we can
generalize these results. If the data rate of the digital signal is W bps, then a very
good representation can be achieved with a bandwidth of 2W Hz. However, unless
noise is very severe, the bit pattern can be recovered with less bandwidth than this
(see the discussion of channel capacity in Section 3.4).

Thus, there is a direct relationship between data rate and bandwidth: The
higher the datarate of a signal, the greater is the bandwidth required for transmission.
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Another way of stating this is that the greater the bandwidth of a transmission sys-
tem, the higher the data rate that can be transmitted over that system.

Another observation worth making is this: If we think of the bandwidth of a
signal as being centered about some frequency, referred to as the center frequency,
then the higher the center frequency, the higher the potential bandwidth and there-
fore the higher the potential data rate. For example, if a signal is centered at 2 MHz,
its maximum potential bandwidth is 4 MHz.

We return to a discussion of the relationship between bandwidth and data rate
in Section 3.4, after a consideration of transmission impairments.

ANALOG AND DIGITAL DATA TRANSMISSION

The terms analog and digital correspond, roughly, to continuous and discrete, respec-
tively. These two terms are used frequently in data communications in at least three
contexts: data, signaling, and transmission.

Briefly, we define data as entities that convey meaning, or information. Signals
are electric or electromagnetic representations of data. Signaling is the physical
propagation of the signal along a suitable medium. Transmission is the communica-
tion of data by the propagation and processing of signals. In what follows, we try
to make these abstract concepts clear by discussing the terms analog and digital as
applied to data, signals, and transmission.

Analog and Digital Data

The concepts of analog and digital data are simple enough. Analog data take on
continuous values in some interval. For example, voice and video are continuously
varying patterns of intensity. Most data collected by sensors, such as temperature
and pressure, are continuous valued. Digital data take on discrete values; examples
are text and integers.

The most familiar example of analog data is audio, which, in the form of
acoustic sound waves, can be perceived directly by human beings. Figure 3.9 shows
the acoustic spectrum for human speech and for music.® Frequency components of
typical speech may be found between approximately 100 Hz and 7 kHz. Although
much of the energy in speech is concentrated at the lower frequencies, tests have
shown that frequencies below 600 or 700 Hz add very little to the intelligibility of
speech to the human ear. Typical speech has a dynamic range of about 25 dB;’ that
is, the power produced by the loudest shout may be as much as 300 times greater
than the least whisper.

A familiar example of digital data is text or character strings. While textual
data are most convenient for human beings, they cannot, in character form, be eas-
ily stored or transmitted by data processing and communications systems. Such

%Note the use of a log scale for the x-axis. Because the y-axis is in units of decibels, it is effectively a
log scale also. A basic review of log scales is in the math refresher document at the Computer Science
Student Resource Site at http:/www.computersciencestudent.com

"The concept of decibels is explained in Appendix 3A.
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Figure 3.9 Acoustic Spectrum of Speech and Music [CARN99]

systems are designed for binary data. Thus a number of codes have been devised
by which characters are represented by a sequence of bits. Perhaps the earliest
common example of this is the Morse code. Today, the most commonly used text
code is the International Reference Alphabet (IRA).2 Each character in this code
is represented by a unique 7-bit pattern; thus 128 different characters can be repre-
sented. This is a larger number than is necessary, and some of the patterns represent
invisible control characters. IRA-encoded characters are almost always stored and
transmitted using 8 bits per character. The eighth bit is a parity bit used for error
detection. This bit is set such that the total number of binary 1s in each octet is
always odd (odd parity) or always even (even parity). Thus a transmission error that
changes a single bit, or any odd number of bits, can be detected.

Video transmission carries sequences of pictures in time. In essence, video
makes use of a sequence of raster-scan images. Here it is easier to characterize the
data in terms of the viewer’s (destination’s) television or computer display monitor
rather than the original scene (source) that is recorded by the video camera.

Video can be captured by either analog or digital video recorders. The video
that is captured can be transmitted using continuous (analog) or discrete (digital)
signals, can be received by either analog or digital display devices, and can be stored
in either analog or digital file formats.

The first televisions and computer monitors used cathode-ray-tube (CRT)
technology. CRT monitors are inherently analog devices that use an electron gun to

8IRA is defined in ITU-T Recommendation T.50 and was formerly known as International Alphabet
Number 5 (IAS). The U.S. national version of IRA is referred to as the American Standard Code for
Information Interchange (ASCII). Appendix F provides a description and table of the IRA code.
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“paint” pictures on the screen. The gun emits an electron beam that scans across the
surface of the screen from left to right and top to bottom. For black-and-white tele-
vision, the amount of illumination produced (on a scale from black to white) at any
point is proportional to the intensity of the beam as it passes that point. Thus at any
instant in time the beam takes on an analog value of intensity to produce the desired
brightness at that point on the screen. Further, as the beam scans, the analog value
changes. Thus the video image can be thought of as a time-varying analog signal.

The term digital video refers to the capture, manipulation, and storage of
video in digital formats. Digital video cameras capture moving images digitally. In
essence, this is done by taking a series of digital photographs, at a rate of at least
30 frames per second.

Analog and Digital Signals

In a communications system, data are propagated from one point to another by
means of electromagnetic signals. An analog signal is a continuously varying elec-
tromagnetic wave that may be propagated over a variety of media, depending on
spectrum; examples are wire media, such as twisted pair and coaxial cable; fiber
optic cable; and unguided media, such as atmosphere or space propagation. A digital
signal is a sequence of voltage pulses that may be transmitted over a wire medium;
for example, a constant positive voltage level may represent binary 0 and a constant
negative voltage level may represent binary 1.

The principal advantages of digital signaling are that it is generally cheaper
than analog signaling and is less susceptible to noise interference. The principal dis-
advantage is that digital signals suffer more from attenuation than do analog signals.
Figure 3.10 shows a sequence of voltage pulses, generated by a source using two
voltage levels, and the received voltage some distance down a conducting medium.
Because of the attenuation, or reduction, of signal strength at higher frequencies,
the pulses become rounded and smaller. It should be clear that this attenuation can
lead rather quickly to the loss of the information contained in the propagated signal.

In what follows, we first look at some specific examples of signal types and
then discuss the relationship between data and signals.

ExamprLEs Let us return to the three examples in the preceding subsection. For
each example, we will describe the signal and estimate its bandwidth.

First, we consider audio, or acoustic, information. One form of acoustic infor-
mation, of course, is human speech. This form of information is easily converted to
an electromagnetic signal for transmission (Figure 3.11). In essence, all of the sound
frequencies, whose amplitude is measured in terms of loudness, are converted into
electromagnetic frequencies, whose amplitude is measured in volts. The telephone
handset contains a simple mechanism for making such a conversion.

Voltage at
transmitting end
Voltage at M
receiving end

Figure 3.10 Attenuation of Digital Signals
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Figure 3.11 Conversion of Voice Input to Analog Signal

In the case of acoustic data (voice), the data can be represented directly by
an electromagnetic signal occupying the same spectrum. However, there is a need
to compromise between the fidelity of the sound as transmitted electrically and the
cost of transmission, which increases with increasing bandwidth. As mentioned, the
spectrum of speech is approximately 100 Hz to 7 kHz, although a much narrower
bandwidth will produce acceptable voice reproduction. The standard spectrum
for a voice channel is 300 to 3400 Hz. This is adequate for speech transmission,
minimizes required transmission capacity, and allows the use of rather inexpen-
sive telephone sets. The telephone transmitter converts the incoming acoustic voice
signal into an electromagnetic signal over the range 300 to 3400 Hz. This signal is
then transmitted through the telephone system to a receiver, which reproduces it
as acoustic sound.

Now let us look at the video signal. To produce a video signal, a TV camera,
which performs similar functions to the TV receiver, is used. One component of the
camera is a photosensitive plate, upon which a scene is optically focused. An elec-
tron beam sweeps across the plate from left to right and top to bottom. As the beam
sweeps, an analog electric signal is developed proportional to the brightness of the
scene at a particular spot. We mentioned that a total of 483 lines are scanned at a
rate of 30 complete scans per second. This is an approximate number taking into
account the time lost during the vertical retrace interval. The actual U.S. standard
is 525 lines, but of these about 42 are lost during vertical retrace. Thus the horizon-
tal scanning frequency is (525 lines) X (30 scan/s) = 15,750 lines per second, or
63.5 us/line. Of the 63.5 us, about 11 us are allowed for horizontal retrace, leaving a
total of 52.5 us per video line.

Now we are in a position to estimate the bandwidth required for the video
signal. To do this we must estimate the upper (maximum) and lower (minimum)
frequency of the band. We use the following reasoning to arrive at the maximum fre-
quency: The maximum frequency would occur during the horizontal scan if the scene
were alternating between black and white as rapidly as possible. We can estimate
this maximum value by considering the resolution of the video image. In the vertical
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dimension, there are 483 lines, so the maximum vertical resolution would be 483.
Experiments have shown that the actual subjective resolution is about 70% of that
number, or about 338 lines. In the interest of a balanced picture, the horizontal and
vertical resolutions should be about the same. Because the ratio of width to height
of a TV screen is 4 : 3, the horizontal resolution should be about 4/3 X 338 = 450
lines. As a worst case, a scanning line would be made up of 450 elements alternating
black and white. The scan would result in a wave, with each cycle of the wave con-
sisting of one higher (black) and one lower (white) voltage level. Thus, there would
be 450/2 = 225 cycles of the wave in 52.5 us, for a maximum frequency of about 4.2
MHz. This rough reasoning, in fact, is fairly accurate. The lower limit is a dc or zero
frequency, where the dc component corresponds to the average illumination of the
scene (the average value by which the brightness exceeds the reference black level).
Thus the bandwidth of the video signal is approximately 4 MHz — 0 = 4 MHz.

The foregoing discussion did not consider color or audio components of the
signal. It turns out that, with these included, the bandwidth remains about 4 MHz.

Finally, the third example described is the general case of binary data. Binary
data is generated by terminals, computers, and other data processing equipment
and then converted into digital voltage pulses for transmission, as illustrated in
Figure 3.12. A commonly used signal for such data uses two constant (dc) voltage
levels: one level for binary 1 and one level for binary 0. (In Chapter 5, we shall see
that this is but one alternative, referred to as nonreturn to zero (NRZ).) Again, we
are interested in the bandwidth of such a signal. This will depend, in any specific
case, on the exact shape of the waveform and the sequence of 1s and 0s. We can
obtain some understanding by considering Figure 3.8 (compare with Figure 3.7). As
can be seen, the greater the bandwidth of the signal, the more faithfully it approxi-
mates a digital pulse stream.

Data anDp SigNars In the foregoing discussion, we have looked at analog sig-
nals, used to represent analog data, and digital signals, used to represent digital
data. Generally, analog data are a function of time and occupy a limited frequency

— +5 volts

-5 volts

-~

0.02 msec

User input at a PC is converted into a stream of binary

digits (1s and 0s). In this graph of a typical digital signal,

binary one is represented by —5 volts and binary zero is

represented by +5 volts. The signal for each bit has a duration

of 0.02 msec, giving a data rate of 50,000 bits per second (50 kbps).

Figure 3.12 Conversion of PC Input to Digital Signal
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spectrum; such data can be represented by an electromagnetic signal occupying the
same spectrum. Digital data can be represented by digital signals, with a different
voltage level for each of the two binary digits.

As Figure 3.13 illustrates, these are not the only possibilities. Digital data can
also be represented by analog signals by use of a modem (modulator/demodula-
tor). The modem converts a series of binary (two-valued) voltage pulses into an
analog signal by encoding the digital data onto a carrier frequency. The resulting
signal occupies a certain spectrum of frequency centered about the carrier and
may be propagated across a medium suitable for that carrier. The most common
modems represent digital data in the voice spectrum and hence allow those data to
be propagated over ordinary voice-grade telephone lines. At the other end of the
line, another modem demodulates the signal to recover the original data.

In an operation very similar to that performed by a modem, analog data can
be represented by digital signals. The device that performs this function for voice
data is a codec (coder-decoder). In essence, the codec takes an analog signal that
directly represents the voice data and approximates that signal by a bit stream. At
the receiving end, the bit stream is used to reconstruct the analog data.

Analog signals: Represent data with continuously
varying electromagnetic wave

Analog data <——)>» Analog signal
(voice sound waves)
Telephone

Digital d @

igital data >4 Analog signal

5 > 2 44— 2 SIg
(binary voltage pulses) \IV (modulated on

Modem carrier frequency)

Digital signals: Represent data with sequence
of voltage pulses

Analog data <——> @ <«——> Digital signal

Codec
Digital data €————» «—> Digital signal
Digital
transceiver

Figure 3.13 Analog and Digital Signaling of Analog and Digital Data
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Thus, Figure 3.13 suggests that data may be encoded into signals in a variety of
ways. We return to this topic in Chapter 5.

Analog and Digital Transmission

Both analog and digital signals may be transmitted on suitable transmission media.
The way these signals are treated is a function of the transmission system. Table 3.1
summarizes the methods of data transmission. Analog transmission is a means of
transmitting analog signals without regard to their content; the signals may rep-
resent analog data (e.g., voice) or digital data (e.g., binary data that pass through
a modem). In either case, the analog signal will become weaker (attenuate) after
a certain distance. To achieve longer distances, the analog transmission system
includes amplifiers that boost the energy in the signal. Unfortunately, the amplifier
also boosts the noise components. With amplifiers cascaded to achieve long dis-
tances, the signal becomes more and more distorted. For analog data, such as voice,
quite a bit of distortion can be tolerated and the data remain intelligible. However,
for digital data, cascaded amplifiers will introduce errors.

Digital transmission, by contrast, assumes a binary content to the signal.
A digital signal can be transmitted only to a limited distance before attenuation,
noise, and other impairments endanger the integrity of the data. To achieve greater

Table 3.1 Analog and Digital Transmission
(a) Data and Signals
Analog Signal Digital Signal
Analog Data Two alternatives: (1) signal Analog data are encoded using a codec to produce
occupies the same spectrum as a digital bit stream.
the analog data; (2) analog data
are encoded to occupy a different
portion of spectrum.
Digital Data Digital data are encoded using a Two alternatives: (1) signal consists of two voltage
modem to produce analog signal. levels to represent the two binary values; (2) digital
data are encoded to produce a digital signal with
desired properties.
(b) Treatment of Signals
Analog Transmission Digital Transmission
Analog Signal Is propagated through amplifiers; Assumes that the analog signal represents digital
same treatment whether signal is data. Signal is propagated through repeaters; at
used to represent analog data or each repeater, digital data are recovered from
digital data. inbound signal and used to generate a new analog
outbound signal.

Digital Signal Not used Digital signal represents a stream of 1s and Os,
which may represent digital data or may be an
encoding of analog data. Signal is propagated
through repeaters; at each repeater, stream of 1s
and Os is recovered from inbound signal and used to
generate a new digital outbound signal.
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distances, repeaters are used. A repeater receives the digital signal, recovers the
pattern of 1s and Os, and retransmits a new signal. Thus the attenuation is overcome.

The same technique may be used with an analog signal if it is assumed that
the signal carries digital data. At appropriately spaced points, the transmission sys-
tem has repeaters rather than amplifiers. The repeater recovers the digital data
from the analog signal and generates a new, clean analog signal. Thus noise is not
cumulative.

The question naturally arises as to which is the preferred method of transmis-
sion. The answer being supplied by the telecommunications industry and its cus-
tomers is digital. Both long-haul telecommunications facilities and intrabuilding
services have moved to digital transmission and, where possible, digital signaling
techniques. The most important reasons are the following:

¢ Digital technology: The advent of large-scale integration (LSI) and very-large-
scale integration (VLSI) technology has caused a continuing drop in the cost
and size of digital circuitry. Analog equipment has not shown a similar drop.

e Data integrity: With the use of repeaters rather than amplifiers, the effects of
noise and other signal impairments are not cumulative. Thus, it is possible to
transmit data longer distances and over lower quality lines by digital means
while maintaining the integrity of the data.

e Capacity utilization: It has become economical to build transmission links of
very high bandwidth, including satellite channels and optical fiber. A high
degree of multiplexing is needed to utilize such capacity effectively, and this
is more easily and cheaply achieved with digital (time division) rather than
analog (frequency division) techniques. This is explored in Chapter 8.

e Security and privacy: Encryption techniques can be readily applied to digital
data and to analog data that have been digitized.

e Integration: By treating both analog and digital data digitally, all signals have
the same form and can be treated similarly. Thus economies of scale and con-
venience can be achieved by integrating voice, video, and digital data.

Asynchronous and Synchronous Transmission

The reception of digital data involves sampling the incoming signal once per bit
time to determine the binary value. One of the difficulties encountered in such a
process is that various transmission impairments will corrupt the signal so that occa-
sional errors will occur. This problem is compounded by a timing difficulty: In order
for the receiver to sample the incoming bits properly, it must know the arrival time
and duration of each bit that it receives.

Suppose that the sender simply transmits a stream of data bits. The sender has
a clock that governs the timing of the transmitted bits. For example, if data are to
be transmitted at 1 million bits per second (1 Mbps), then one bit will be transmit-
ted every 1/10° = 1 microsecond (us), as measured by the sender’s clock. Typically,
the receiver will attempt to sample the medium at the center of each bit time. The
receiver will time its samples at intervals of one bit time. In our example, the sam-
pling would occur once every 1 ps. If the receiver times its samples based on its own
clock, then there will be a problem if the transmitter’s and receiver’s clocks are not
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precisely aligned. If there is a drift of 1% (the receiver’s clock is 1% faster or slower
than the transmitter’s clock), then the first sampling will be 0.01 of a bit time (0.01
us) away from the center of the bit (center of bit is 0.5 ps from beginning and end of
bit). After 50 or more samples, the receiver may be in error because it is sampling in
the wrong bit time (50".01 = 0.5 us). For smaller timing differences, the error would
occur later, but eventually the receiver will be out of step with the transmitter if the
transmitter sends a sufficiently long stream of bits and if no steps are taken to syn-
chronize the transmitter and receiver.

Two approaches are common for achieving the desired synchronization. The
first is called, oddly enough, asynchronous transmission. The strategy with this
scheme is to avoid the timing problem by not sending long, uninterrupted streams
of bits. Instead, data are transmitted one character at a time, where each character
is 5 to 8 bits in length. Timing or synchronization must only be maintained within
each character; the receiver has the opportunity to resynchronize at the beginning
of each new character.

With synchronous transmission, a block of bits is transmitted in a steady stream
without start and stop codes. The block may be many bits in length. To prevent timing
drift between transmitter and receiver, their clocks must somehow be synchronized.
One possibility is to provide a separate clock line between transmitter and receiver.
One side (transmitter or receiver) pulses the line regularly with one short pulse per
bit time. The other side uses these regular pulses as a clock. This technique works
well over short distances, but over longer distances the clock pulses are subject to the
same impairments as the data signal, and timing errors can occur. The other alterna-
tive is to embed the clocking information in the data signal. For digital signals, this
can be accomplished with Manchester or differential Manchester encoding. For ana-
log signals, a number of techniques can be used; for example, the carrier frequency
itself can be used to synchronize the receiver based on the phase of the carrier.

With synchronous transmission, there is another level of synchronization
required to allow the receiver to determine the beginning and end of a block of
data. To achieve this, each block begins with a preamble bit pattern and generally
ends with a postamble bit pattern. In addition, other bits are added to the block that
conveys control information used in the data link control procedures. The data plus
preamble, postamble, and control information are called a frame. The exact format
of the frame depends on which data link control procedure is being used.

Appendix D contains more detail on this topic.

3.3 TRANSMISSION IMPAIRMENTS

With any communications system, the signal that is received may differ from the
signal that is transmitted, due to various transmission impairments. For analog sig-
nals, these impairments introduce various random modifications that degrade the
signal quality. For digital signals, bit errors may be introduced, such that a binary 1
is transformed into a binary 0 or vice versa. In this section, we examine the various
impairments and how they may affect the information-carrying capacity of a com-
munication link; Chapter 5 looks at measures that can be taken to compensate for
these impairments.
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The most significant impairments are

e Attenuation and attenuation distortion
e Delay distortion
e Noise

Attenuation

The strength of a signal falls off with distance over any transmission medium. For
guided media (e.g., twisted-pair wire, optical fiber), this reduction in strength, or
attenuation, is generally exponential and thus is typically expressed as a constant
number of decibels per unit distance.” For unguided media (wireless transmis-
sion), attenuation is a more complex function of distance and the makeup of the
atmosphere. Attenuation introduces three considerations for the transmission
engineer.

1. A received signal must have sufficient strength so that the electronic circuitry
in the receiver can detect and interpret the signal.

2. The signal must maintain a level sufficiently higher than noise to be received
without error.

3. Attenuation is greater at higher frequencies, and this causes distortion.

The first and second considerations are dealt with by attention to signal
strength and the use of amplifiers or repeaters. For a point-to-point link, the sig-
nal strength of the transmitter must be strong enough to be received intelligibly,
but not so strong as to overload the circuitry of the transmitter or receiver, which
would cause distortion. Beyond a certain distance, the attenuation becomes so great
that repeaters or amplifiers must be installed at regular intervals to boost the sig-
nal. These problems are more complex for multipoint lines where the distance from
transmitter to receiver is variable.

The third consideration, known as attenuation distortion, is particularly
noticeable for analog signals. Because attenuation is different for different frequen-
cies, and the signal is made up of a number of components at different frequencies,
the received signal is not only reduced in strength but is also distorted. To overcome
this problem, techniques are available for equalizing attenuation across a band of
frequencies. This is commonly done for voice-grade telephone lines by using load-
ing coils that change the electrical properties of the line; the result is to smooth out
attenuation effects. Another approach is to use amplifiers that amplify high fre-
quencies more than lower frequencies.

An example is provided in Figure 3.14a, which shows attenuation as a function
of frequency for a typical leased line. In the figure, attenuation is measured relative
to the attenuation at 1000 Hz. Positive values on the y-axis represent attenuation
greater than that at 1000 Hz. A 1000-Hz tone of a given power level is applied to the

“Standards documents generally use the term insertion loss when referring to losses associated with
cabling, because it is more descriptive of a loss caused by the insertion of a link between transmitter and
receiver. Because it remains a more familiar term, we generally use attenuation in this book.
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input, and the power, Py, is measured at the output. For any other frequency f,
the procedure is repeated and the relative attenuation in decibels is'

N = ~10logiy !
= —10log, ——
! %10 Prono

The solid line in Figure 3.14a shows attenuation without equalization. As can
be seen, frequency components at the upper end of the voice band are attenuated
much more than those at lower frequencies. It should be clear that this will result
in a distortion of the received speech signal. The dashed line shows the effect of
equalization. The flattened response curve improves the quality of voice signals. It
also allows higher data rates to be used for digital data that are passed through a
modem.

Attenuation distortion can present less of a problem with digital signals.
As we have seen, the strength of a digital signal falls off rapidly with frequency
(Figure 3.5b); most of the content is concentrated near the fundamental frequency
or bit rate of the signal.

Delay Distortion

Delay distortion is a phenomenon that occurs in transmission cables (such as twisted
pair, coaxial cable, and optical fiber); it does not occur when signals are transmitted
through the air by means of antennas. Delay distortion is caused by the fact that the
velocity of propagation of a signal through a cable is different for different frequen-
cies. For a signal with a given bandwidth, the velocity tends to be highest near the
center frequency of the signal and to fall off toward the two edges of the band. Thus,
various components of a signal will arrive at the receiver at different times.

This effect is referred to as delay distortion because the received signal is
distorted due to varying delays experienced at its constituent frequencies. Delay
distortion is particularly critical for digital data. Consider that a sequence of bits is
being transmitted, using either analog or digital signals. Because of delay distortion,
some of the signal components of 1 bit position will spill over into other bit posi-
tions, causing intersymbol interference, which is a major limitation to maximum bit
rate over a transmission channel.

Equalizing techniques can also be used for delay distortion. Again using a
leased telephone line as an example, Figure 3.14b shows the effect of equalization
on delay as a function of frequency.

Noise

For any data transmission event, the received signal will consist of the transmitted
signal, modified by the various distortions imposed by the transmission system, plus
additional unwanted signals that are inserted somewhere between transmission and
reception. The latter, undesired signals are referred to as noise. Noise is the major
limiting factor in communications system performance.

191 the remainder of this book, unless otherwise indicated, we use log(x) to mean log;o(x).
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Noise may be divided into four categories:

e Thermal noise

e Intermodulation noise
e Crosstalk

e Impulse noise

Thermal noise is due to thermal agitation of electrons. It is present in all elec-
tronic devices and transmission media and is a function of temperature. Thermal
noise is uniformly distributed across the bandwidths typically used in communica-
tions systems and hence is often referred to as white noise. Thermal noise cannot
be eliminated and therefore places an upper bound on communications system per-
formance. Because of the weakness of the signal received by satellite earth stations,
thermal noise is particularly significant for satellite communication.

The amount of thermal noise to be found in a bandwidth of 1 Hz in any device
or conductor is

N, = kT(W/Hz)

wherel!

Ny = noise power density in watts per 1 Hz of bandwidth
k = Boltzmann's constant = 1.38 X 1072 J/K
T = temperature,in kelvins ( absolute temperature ) where the
symbol K is used to represent 1 kelvin

EXAMPLE 3.3 Room temperature is usually specified as 7 = 17°C, or 290 K.
At this temperature, the thermal noise power density is

Ny = (1.38 X 1072) X 290 = 4 X 10 2!W/H, = —204dBW/H,

where dBW is the decibel-watt, defined in Appendix 3A.

The noise is assumed to be independent of frequency. Thus the thermal noise
in watts present in a bandwidth of B hertz can be expressed as

N = kTB
or, in decibel-watts,

N = 10logk + 10log T + 10log B
—228.6dBW + 10log7T + 10logB

A joule (J) is the International System (SI) unit of electrical, mechanical, and thermal energy. A watt
is the SI unit of power, equal to one joule per second. The kelvin (K) is the SI unit of thermodynamic
temperature. For a temperature in kelvins of 7, the corresponding temperature in degrees Celsius is
equal to 7—273.15.
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EXAMPLE 3.4 Given a receiver with an effective noise temperature of 294 K
and a 10-MHz bandwidth, the thermal noise level at the receiver’s output is
N = —228.6dBW + 10log (294) + 10log10’
= —228.6 +24.7 + 70
= —133.9dBW

When signals at different frequencies share the same transmission medium,
the result may be intermodulation noise. The effect of intermodulation noise is
to produce signals at a frequency that is the sum or difference of the two original
frequencies or multiples of those frequencies. For example, if two signals, one
at 4000 Hz and one at 8000 Hz, share the same transmission facility, they might
produce energy at 12,000 Hz. This noise could interfere with an intended signal at
12,000 Hz.

Intermodulation noise is produced by nonlinearities in the transmitter,
receiver, and/or intervening transmission medium. Ideally, these components
behave as linear systems; that is, the output is equal to the input times a constant.
However, in any real system, the output is a more complex function of the input.
Excessive nonlinearity can be caused by component malfunction or overload from
excessive signal strength. It is under these circumstances that the sum and differ-
ence frequency terms occur.

Crosstalk has been experienced by anyone who, while using the telephone,
has been able to hear another conversation; it is an unwanted coupling between
signal paths. It can occur by electrical coupling between nearby twisted pairs or,
rarely, coax cable lines carrying multiple signals. Crosstalk can also occur when
microwave antennas pick up unwanted signals; although highly directional antennas
are used, microwave energy does spread during propagation. Typically, crosstalk is
of the same order of magnitude as, or less than, thermal noise.

All of the types of noise discussed so far have reasonably predictable and rela-
tively constant magnitudes. Thus it is possible to engineer a transmission system to
cope with them. Impulse noise, however, is noncontinuous, consisting of irregular
pulses or noise spikes of short duration and of relatively high amplitude. It is gener-
ated from a variety of causes, including external electromagnetic disturbances, such
as lightning, and faults and flaws in the communications system.

Impulse noise is generally only a minor annoyance for analog data. For exam-
ple, voice transmission may be corrupted by short clicks and crackles with no loss
of intelligibility. However, impulse noise is the primary source of error in digital
data communication. For example, a sharp spike of energy of 0.01s duration would
not destroy any voice data but would wash out about 560 bits of digital data being
transmitted at 56 kbps. Figure 3.15 is an example of the effect of noise on a digital
signal. Here the noise consists of a relatively modest level of thermal noise plus
occasional spikes of impulse noise. The digital data can be recovered from the signal
by sampling the received waveform once per bit time. As can be seen, the noise is
occasionally sufficient to changealtoaOora0Otoal.
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Data
transmitted: 1 0 1 0 o0 1 1 0 0 1 1 0 1 0 1

Signal: | | | |

Noise:

Signal plus
noise:

Sampling
tmes: e

Data received: i o 1 06 0 1 0 0 o0 1 1 o0 1 1 1

Original data: 1 0 1 0 o 1 1

0 0 1 1 0 1 0 1
\Bits in error—/

Figure 3.15 Effect of Noise on a Digital Signal

3.4 CHANNEL CAPACITY

We have seen that there are a variety of impairments that distort or corrupt a signal.
For digital data, the question that then arises is to what extent these impairments
limit the data rate that can be achieved. The maximum rate at which data can be
transmitted over a given communication path, or channel, under given conditions, is
referred to as the channel capacity.

sive,

There are four concepts here that we are trying to relate to one another.

Datarate: The rate, in bits per second (bps), at which data can be communicated

Bandwidth: The bandwidth of the transmitted signal as constrained by the
transmitter and the nature of the transmission medium, expressed in cycles
per second, or hertz

Noise: The average level of noise over the communications path

Error rate: The rate at which errors occur, where an error is the reception of a
1 when a 0 was transmitted or the reception of a 0 when a 1 was transmitted

The problem we are addressing is this: Communications facilities are expen-
and, in general, the greater the bandwidth of a facility, the greater the cost.
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Furthermore, all transmission channels of any practical interest are of limited band-
width. The limitations arise from the physical properties of the transmission medium
or from deliberate limitations at the transmitter on the bandwidth to prevent inter-
ference from other sources. Accordingly, we would like to make as efficient use as
possible of a given bandwidth. For digital data, this means that we would like to get
as high a data rate as possible at a particular limit of error rate for a given band-
width. The main constraint on achieving this efficiency is noise.

Nyquist Bandwidth

To begin, let us consider the case of a channel that is noise free. In this environment,
the limitation on data rate is simply the bandwidth of the signal. A formulation of
this limitation, due to Nyquist, states that if the rate of signal transmission is 2B,
then a signal with frequencies no greater than B is sufficient to carry the signal rate.
The converse is also true: Given a bandwidth of B, the highest signal rate that can
be carried is 2B. This limitation is due to the effect of intersymbol interference, such
as is produced by delay distortion. The result is useful in the development of digital-
to-analog encoding schemes and is, in essence, based on the same derivation as that
of the sampling theorem, described in Appendix G.

Note that in the preceding paragraph, we referred to signal rate. If the signals
to be transmitted are binary (two voltage levels), then the data rate that can be sup-
ported by B Hz is 2B bps. However, as we shall see in Chapter 5, signals with more
than two levels can be used; that is, each signal element can represent more than 1
bit. For example, if four possible voltage levels are used as signals, then each sig-
nal element can represent 2 bits. With multilevel signaling, the Nyquist formulation
becomes

C = 2Blog,M

where M is the number of discrete signal or voltage levels.

So, for a given bandwidth, the data rate can be increased by increasing the
number of different signal elements. However, this places an increased burden on
the receiver: Instead of distinguishing one of two possible signal elements during
each signal time, it must distinguish one of M possible signal elements. Noise and
other impairments on the transmission line will limit the practical value of M.

EXAMPLE 3.5 Consider a voice channel being used, via modem, to transmit
digital data. Assume a bandwidth of 3100 Hz. Then the Nyquist capacity, C, of
the channel is 2B = 6200 bps. For M = 8§, a value used with some modems, C
becomes 18,600 bps for a bandwidth of 3100 Hz.

Shannon Capacity Formula

Nyquist’s formula indicates that, all other things being equal, doubling the band-
width doubles the data rate. Now consider the relationship among data rate, noise,
and error rate. The presence of noise can corrupt 1 or more bits. If the data rate is
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increased, then the bits become “shorter” so that more bits are affected by a given
pattern of noise.

Figure 3.15 illustrates this relationship. If the data rate is increased, then more
bits will occur during the interval of a noise spike, and hence more errors will occur.

All of these concepts can be tied together neatly in a formula developed by
the mathematician Claude Shannon [SHAN48]. As we have just illustrated, the
higher the data rate, the more damage that unwanted noise can do. For a given level
of noise, we would expect that a greater signal strength would improve the ability
to receive data correctly in the presence of noise. The key parameter involved in
this reasoning is the signal-to-noise ratio (SNR, or S/N),'? which is the ratio of the
power in a signal to the power contained in the noise that is present at a particular
point in the transmission. Typically, this ratio is measured at a receiver, because it is
at this point that an attempt is made to process the signal and recover the data. For
convenience, this ratio is often reported in decibels:
signal power
SNRdB = 1010g10,7

noise power

This expresses the amount, in decibels, that the intended signal exceeds
the noise level. A high SNR will mean a high-quality signal and a low number of
required intermediate repeaters.

The signal-to-noise ratio is important in the transmission of digital data
because it sets the upper bound on the achievable data rate. Shannon’s result is that
the maximum channel capacity, in bits per second, obeys the equation

C = Blog, (1 + SNR) @3.1)

where C is the capacity of the channel in bits per second and B is the band-
width of the channel in hertz.!®> The Shannon formula represents the theoretical
maximum that can be achieved. In practice, however, only much lower rates are
achieved. One reason for this is that the formula assumes white noise (thermal
noise). Impulse noise is not accounted for, nor are attenuation distortion and delay
distortion. Even in an ideal white noise environment, present technology still can-
not achieve Shannon capacity due to encoding issues, such as coding length and
complexity.

The capacity indicated in the preceding equation is referred to as the error-
free capacity. Shannon proved that if the actual information rate on a channel is less
than the error-free capacity, then it is theoretically possible to use a suitable signal
code to achieve error-free transmission through the channel. Shannon’s theorem
unfortunately does not suggest a means for finding such codes, but it does provide
a yardstick by which the performance of practical communication schemes may be
measured.

1250me of the literature uses SNR; others use S/N. Also, in some cases the dimensionless quantity is
referred to as SNR or S/N and the quantity in decibels is referred to as SNRyg or (S/N)gg. Others use just
SNR or S/N to mean the dB quantity. This text uses SNR and SNR .

13An intuitive proof of Shannon’s equation is contained in a document at box.com/dcc10e.
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Figure 3.16 Spectral Efficiency versus SNR

We define the spectral efficiency, also called bandwidth efficiency, of a digital
transmission as the number of bits per second of data that can be supported by each
hertz of bandwidth. The theoretical maximum spectral efficiency can be expressed
using Equation (3.1) by moving the bandwidth B to the left-hand side, resulting
in C/B = log,(1 + SNR). C/B has the dimensions bps/Hz. Figure 3.16 shows the
results on a log/log scale. At SNR = 1, we have C/B = 1. For SNR < 1 (signal
power is less than noise power), the plot is linear; above SNR = 1, the plot flattens
but continues to increase with increasing SNR.

We can make several observations about Figure 3.16. Below 0 dB SNR, noise
is the dominant factor in the capacity of a channel. Shannon’s theorem shows that
communications is possible in this region, but at a relatively low data rate, a rate
that is reduced in proportion to the SNR (on a log/log scale). In the region of at
least 6 dB above 0 dB SNR, noise is no longer the limiting factor in communications
speed. In this region, there is little ambiguity in a signal’s relative amplitude and
phase, and achieving a high-channel capacity depends on the design of the signal,
including such factors as modulation type and coding.

Several other observations concerning the preceding equation may be instruc-
tive. For a given level of noise, it would appear that the data rate could be increased
by increasing either signal strength or bandwidth. However, as the signal strength
increases, the effects of nonlinearities in the system also increase, leading to an
increase in intermodulation noise. Note also that, because noise is assumed to be
white, the wider the bandwidth, the more noise is admitted to the system. Thus, as
B increases, SNR decreases.
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EXAMPLE 3.6 Let us consider an example that relates the Nyquist and
Shannon formulations. Suppose that the spectrum of a channel is between 3
MHz and 4 MHz and SNR ;5 = 24 dB. Then
B:4MHZ_3MHZ:1MHZ
SNRdB = 24dB = 1010g10(SNR)
SNR = 251

Using Shannon’s formula,
C = 10° X log, (1 + 251) =~ 10° X 8 = 8 Mbps

This is a theoretical limit and, as we have said, is unlikely to be reached. But
assume we can achieve the limit. Based on Nyquist’s formula, how many signal-
ing levels are required? We have

C = 2Blog, M

8 X 10° =2 X (10°) X log, M
4 = log,M
M =16

The Expression E;,/N

Finally, we mention a parameter related to SNR that is more convenient for deter-
mining digital data rates and error rates and that is the standard quality measure
for digital communication system performance. The parameter is the ratio of signal
energy per bit to noise power density per hertz, E,/N,. Consider a signal, digital or
analog, that contains binary digital data transmitted at a certain bit rate R. Recalling
that 1watt = 1J/s, the energy per bit in a signal is given by E, = ST, where S is
the signal power and 7}, is the time required to send 1 bit. The data rate R is just
R = 1/T,. Thus

E, SR _ S
Ny N, kIR

or, in decibel notation,

E
<Nb> = Sgsw — 10 log R — 10 logk — 10log T
0/ dB

= Susw — 10 log R + 228.6 dBW — 10log T

The ratio E,/N, is important because the bit error rate for digital data is a (decreas-
ing) function of this ratio. Given a value of E,/N, needed to achieve a desired error
rate, the parameters in the preceding formula may be selected. Note that as the bit
rate R increases, the transmitted signal power, relative to noise, must increase to
maintain the required E,/N,,.

Let us try to grasp this result intuitively by considering again Figure 3.15. The
signal here is digital, but the reasoning would be the same for an analog signal. In
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several instances, the noise is sufficient to alter the value of a bit. If the data rate
were doubled, the bits would be more tightly packed together, and the same passage
of noise might destroy 2 bits. Thus, for constant signal-to-noise ratio, an increase in
data rate increases the error rate.

The advantage of E,/N, over SNR is that the latter quantity depends on the
bandwidth.

EXAMPLE 3.7 For binary phase-shift keying (defined in Chapter 5),
E,/N, = 8.4dB is required for a bit error rate of 10~* (1 bit error out of every
10,000). If the effective noise temperature is 290 K (room temperature) and the
data rate is 2400 bps, what received signal level is required?

We have

8.4 = S(dBW) — 10 log 2400 + 228.6 dBW — 10 log 290
S(dBW) — (10)(3.38) + 228.6 — (10)(2.46)
S = —161.8 dBW

We can relate E,/N; to SNR as follows. We have

B _ S
Ny NoR
The parameter N, is the noise power density in watts/hertz. Hence, the noise in a
signal with bandwidth B is N = N, B. Substituting, we have
E, SB
— = —— 3.2
No NR 3.2)

Another equation of interest relates £b/N; to spectral efficiency. Shannon’s
result (Equation 3.1) can be rewritten as:

£:2C/B_1

N
Using Equation (3.2), and equating R with C, we have

E_E C/IB _
NO—C(z 1)

This is a useful formula that relates the achievable spectral efficiency C/B to E}/N,.

EXAMPLE3.8 Suppose we wanttofind the minimum Eb/Nyrequiredtoachievea
spectralefficiency of 6bps/Hz. Then E,/N, = (1/6) (2° — 1) = 10.5 = 10.21dB.
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3.5 RECOMMENDED READING

There are many books that cover the fundamentals of analog and digital transmis-
sion. [COUC13] is quite thorough. Other good reference works are [FREEOQS], which

includes some of the examples used in this chapter, and [HAYKO09].

COUC13 Couch, L. Digital and Analog Communication Systems. Upper Saddle River,
NIJ: Pearson, 2013.

FREEO5 Freeman, R. Fundamentals of Telecommunications. New York: Wiley, 2005.
HAYKO09 Haykin, S. Communication Systems. New York: Wiley, 2009.

3.6 KEY TERMS, REVIEW QUESTIONS, AND PROBLEMS

Key Terms

absolute bandwidth
analog data

analog signal

analog transmission
aperiodic
asynchronous transmission
attenuation
attenuation distortion
audio

bandwidth
bandwidth efficiency
binary data

center frequency
channel capacity
continuous

crosstalk

data

dc component
decibel (dB)

delay distortion
digital data

digital signal

digital transmission
direct link

discrete

effective bandwidth
error-free capacity
frame

frequency

frequency domain

full duplex
fundamental frequency
gain

guided media

half duplex

harmonic frequency
impulse noise
intermodulation noise
intersymbol interference
loss

multipoint link

noise

Nyquist bandwidth
peak amplitude

period

periodic signal
point-to-point link
phase

signal
signal-to-noise ratio (SNR)
signaling

simplex

sinusoid

spectral efficiency
spectrum
synchronous transmission
text

thermal noise
time domain
transmission
unguided media
video

wavelength

white noise
wireless

Review Questions

3.1. Differentiate between guided media and unguided media.
3.2. Differentiate between an analog and a digital electromagnetic signal.
3.3. What are three important characteristics of a periodic signal?
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How many radians are there in a complete circle of 360 degrees?

34.
3.5. What is the relationship between the wavelength and frequency of a sine wave?
3.6. Define fundamental frequency.
3.7. What is the relationship between a signal’s spectrum and its bandwidth?
3.8. What is attenuation?
3.9. Define channel capacity.
3.10. What key factors affect channel capacity?
Problems
3.1. a. For multipoint configuration, only one device at a time can transmit. Why?
b. There are two methods of enforcing the rule that only one device can transmit. In
the centralized method, one station is in control and can either transmit or allow
a specified other station to transmit. In the decentralized method, the stations
jointly cooperate in taking turns. What do you see as the advantages and disad-
vantages of the two methods?
3.2. A signal has a fundamental frequency of 1000 Hz. What is its period?
3.3. Express the following in their simplest form:
a. sin(2w@ft — ) + sin(27@ft + 7)
b. sin(2mft) + sin(27ft — )

3.4. Sound may be modeled as sinusoidal functions. Compare the relative frequency and
wavelength of musical notes. Use 330 m/s as the speed of sound and the following
frequencies for the musical scale.

Note C D E F G A B C

Frequency 264 297 330 352 396 440 495 528
3.5. If the solid curve in Figure 3.17 represents sin(27¢), what does the dotted curve repre-

sent? That is, the dotted curve can be written in the form A sin(27ft + ¢); what are

3.6.

3.7.
3.8.

A, f,and ¢?

Decompose the signal (1 + 0.1 cos 5¢) cos 100z into a linear combination of sinusoidal
functions, and find the amplitude, frequency, and phase of each component. Hint:
Use the identity for cos a cos b.

Find the period of the function f(f) = (10 cos £)%
Consider two periodic functions f;(¢) and f5(¢), with periods T and 75, respectively. Is

it always the case that the function f(t) = fi(z) + f(¢) is periodic? If so, demonstrate
this fact. If not, under what conditions is f(f) periodic?

2.0 —

1.0 v

1.0 : !

-2.0
0.5

-0.5
Figure 3.17 Figure for Problem 3.5
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3.9.

3.10.

3.11.

3.12.

3.13.

3.14.

3.15.

3.16.

3.17.

3.18.

3.19.

3.20.

Figure 3.4 shows the effect of eliminating higher-harmonic components of a square

wave and retaining only a few lower harmonic components. What would the signal

look like in the opposite case —that is, retaining all higher harmonics and eliminating

a few lower harmonics?

Figure 3.5b shows the frequency domain function for a single square pulse. The single

pulse could represent a digital 1 in a communication system. Note that an infinite

number of higher frequencies of decreasing magnitudes is needed to represent the
single pulse. What implication does that have for a real digital transmission system?

IRA is a 7-bit code that allows 128 characters to be defined. In the 1970s, many

newspapers received stories from the wire services in a 6-bit code called TTS. This

code carried upper- and lower case characters as well as many special characters and
formatting commands. The typical TTS character set allowed over 100 characters to
be defined. How do you think this could be accomplished?

Commonly, medical digital radiology ultrasound studies consist of about 25 images

extracted from a full-motion ultrasound examination. Each image consists of 512 by

512 pixels, each with 8 b of intensity information.

a. How many bits are there in the 25 images?

b. Ideally, however, doctors would like to use 512 X 512 8-bit frames at 30 fps
(frames per second). Ignoring possible compression and overhead factors, what is
the minimum channel capacity required to sustain this full-motion ultrasound?

c. Suppose each full-motion study consists of 25 s of frames. How many bytes of
storage would be needed to store a single study in uncompressed form?

a. Suppose that a digitized TV picture is to be transmitted from a source that uses
a matrix of 480 X 500 picture elements (pixels), where each pixel can take on one
of 32 intensity values. Assume that 30 pictures are sent per second. (This digital
source is roughly equivalent to broadcast TV standards that have been adopted.)
Find the source rate R (bps).

b. Assume that the TV picture is to be transmitted over a channel with 4.5-MHz band-
width and a 35-dB signal-to-noise ratio. Find the capacity of the channel (bps).

c. Discuss how the parameters given in part (a) could be modified to allow transmis-
sion of color TV signals without increasing the required value for R.

Given an amplifier with an effective noise temperature of 10,000 K and a 10-MHz

bandwidth, what thermal noise level, in dBW, may we expect at its output?

What is the channel capacity for a teleprinter channel with a 300-Hz bandwidth and a

signal-to-noise ratio of 3 dB, where the noise is white thermal noise?

A digital signaling system is required to operate at 9600 bps.

a. If a signal element encodes a 4-bit word, what is the minimum required band-
width of the channel?

b. Repeat part (a) for the case of 8-bit words.

What is the thermal noise level of a channel with a bandwidth of 10 kHz carrying 1000

watts of power operating at 50°C?

Given the narrow (usable) audio bandwidth of a telephone transmission facility, a

nominal SNR of 56 dB (400,000), and a certain level of distortion

a. What is the theoretical maximum channel capacity (kbps) of traditional telephone
lines?

b. What can we say about the actual maximum channel capacity?

Study the works of Shannon and Nyquist on channel capacity. Each places an upper limit

on the bit rate of a channel based on two different approaches. How are the two related?

Consider a channel with a 1 MHz capacity and an SNR of 63.

a. What is the upper limit to the data rate that the channel can carry?

b. The result of part (a) is the upper limit. However, as a practical matter, better
error performance will be achieved at a lower data rate. Assume we choose a data
rate of 2/3 as the maximum theoretical limit. How many signal levels are needed
to achieve this data rate?
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Given a channel with an intended capacity of 20 Mbps, the bandwidth of the chan-

nel is 3 MHz. Assuming white thermal noise, what signal-to-noise ratio is required to

achieve this capacity?

The square wave of Figure 3.7c, with 7= 1 ms, is passed through a lowpass filter that

passes frequencies up to 8 kHz with no attenuation.

a. Find the power in the output waveform.

b. Assuming that at the filter input there is a thermal noise voltage with
Ny = 0.1 uW/Hz, find the output signal-to-noise ratio in dB.

If the received signal level for a particular digital system is —151 dBW and the receiver

system effective noise temperature is 1500 K, what is Eb/Nj, for a link transmitting

2400 bps?

In a 1939 letter to Vannevar Bush, Claude Shannon said he was working on a theo-

rem, which states that for any transmitter and receiver the length of an arbitrary

message multiplied by its essential spectrum and divided by the distortion of the

system is less than a certain constant times the time of transmission of the message

multiplied by its essential spectrum width or, roughly speaking, it is impossible to

reduce bandwidth times transmission time for a given distortion. Relate the theorem

to Equation (3.1).

Fill in the missing elements in the following table of approximate power ratios for

various dB levels.

Decibels 1 2 3 4 5 6 7 8 9 10
Losses 0.5 0.1
Gains 2 10

If an amplifier has a 30-dB voltage gain, what voltage ratio does the gain represent?
An amplifier has an output of 20 W. What is its output in dBW?

APPENDIX 3A DECIBELS AND SIGNAL STRENGTH

An important parameter in any transmission system is the signal strength. As a signal propa-
gates along a transmission medium, there will be a loss, or attenuation, of signal strength. To
compensate, amplifiers may be inserted at various points to impart a gain in signal strength.

It is customary to express gains, losses, and relative levels in decibels because

e Signal strength often falls off exponentially, so loss is easily expressed in terms of the

decibel, which is a logarithmic unit.

® The net gain or loss in a cascaded transmission path can be calculated with simple addi-

tion and subtraction.

The decibel is a measure of the ratio between two signal levels. The decibel gain is

given by:

POUI
Gag = 101 —
dB 0g10 P

mn

where

Ggg = gain,in decibels
= input power level
output power level

fias]
=1
|

Pout
log,y = logarithm to the base 10
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Table 3.2 Decibel Values

Power Ratio dB Power Ratio dB

1 0 0.5 -3.01

2 3.01 107! —10
10! 10 1072 —20
10? 20 103 —30
10° 30 107 —40
10* 40 107 —50
10° 50 1070 —60

Table 3.2 shows the relationship between decibel values and powers of 10. The table
also includes the decibel values for 2 and 1/2.

There is some inconsistency in the literature over the use of the terms gain and loss.
If the value of Gy is positive, this represents an actual gain in power. For example, a gain
of 3 dB means that the power has approximately doubled. If the value of Ggg is negative,
this represents an actual loss in power. For example, a gain of —3 dB means that the power
has approximately halved, and this is a loss of power. Normally, this is expressed by saying
there is a loss of 3 dB. However, some of the literature would say that this is a loss of —3 dB.
It makes more sense to say that a negative gain corresponds to a positive loss. Therefore, we
define a decibel loss as:

Pout Pin
LdB = _1010g10 Pi = 1010g]0 Pi (3.3)
n out

EXAMPLE 3.9 If a signal with a power level of 10 mW is inserted onto a trans-
mission line and the measured power some distance away is S mW, the loss can
be expressed as

Lgg = 101og (10/5) = 10(0.301) = 3.01dB.

Note that the decibel is a measure of relative, not absolute, difference. A loss from 1000 mW
to 500 mW is also a loss of approximately 3 dB.

The decibel is also used to measure the difference in voltage, taking into account that
power is proportional to the square of the voltage:

V2
P=—
R
where
P = power dissipated across resistance R
V' = voltage across resistance R
Thus,
L 1010g 2 = 101 h 20 log 2
dB = 0g 5 = 0g = ogy,
i P, out (z)ul V"Ut
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EXAMPLE 3.10 Decibels are useful in determining the gain or loss over a series
of transmission elements. Consider a series in which the input is at a power level
of 4 mW, the first element is a transmission line with a 12-dB loss (—12-dB gain),
the second element is an amplifier with a 35-dB gain, and the third element is a
transmission line with a 10-dB loss. The net gain is (—12 + 35 — 10) = 13 dB. To
calculate the output power P :

Ggg = 13 = 10log( P, /4 mW)
Py = 4 X 103 mW = 79.8 mW

Decibel values refer to relative magnitudes or changes in magnitude, not to an absolute
level. It is convenient to be able to refer to an absolute level of power or voltage in deci-
bels so that gains and losses with reference to an initial signal level may be calculated easily.
The dBW (decibel-watt) is used extensively in microwave applications. The value of 1 W is
selected as a reference and defined to be 0 dBW. The absolute decibel level of power in dBW
is defined as:

Powery
1w

Powerggw = 10log

EXAMPLE 3.11 A power of 1000 W is 30 dBW, and a power of 1 mW is —30
dBW.

Another common unit is the dBm (decibel-milliwatt), which uses 1 mW as the refer-
ence. Thus 0 dBm =1 mW. The formula is:

Power,w

Powergg, = 10 log T mW

Note the following relationships:
+ 30dBm = 0 dBW
0dBm = —30dBW

A unit in common use in cable television and broadband LAN applications is the
dBmYV (decibel-millivolt). This is an absolute unit with 0 dBmV equivalent to 1 mV. Thus,

Voltage v

Voltage gy = 20log TmV

In this case, the voltage levels are assumed to be across a 75-() resistance.
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LEARNING OBJECTIVES

After studying this chapter, you should be able to:

L 2

Discuss the physical characteristics of twisted pair, coaxial cable, and
optical fiber.

Explain how frequency is determined from wavelength for optical fiber
transmission.

Understand the principle of operation of a parabolic antenna.
Explain the difference between optical and radio line of sight.

List and explain the factors that affect line-of-sight transmission.

In a data transmission system, the transmission medium is the physical path
between transmitter and receiver. Recall from Chapter 3 that for guided
media, electromagnetic waves are guided along a solid medium, such as
copper twisted pair, copper coaxial cable, and optical fiber. For unguided
media, wireless transmission occurs through the atmosphere, outer space,
or water.

The characteristics and quality of a data transmission are determined
both by the characteristics of the medium and by the characteristics of the
signal. In the case of guided media, the medium itself is more important in
determining the limitations of transmission.

For unguided media, the bandwidth of the signal produced by the
transmitting antenna is more important than the medium in determining
transmission characteristics. One key property of signals transmitted by
antenna is directionality. In general, signals at lower frequencies are omni-
directional; that is, the signal propagates in all directions from the antenna.
At higher frequencies, it is possible to focus the signal into a directional
beam.

Data rate and distance are the key considerations in data transmission
system design, with emphasis placed on achieving the highest data rates over
the longest distances. A number of design factors relating to the transmission
medium and the signal determine the data rate and distance:

e Bandwidth: All other factors remaining constant, the greater the band-
width of a signal, the higher the data rate that can be achieved.

e Transmission impairments: Impairments, such as attenuation, limit the
distance. For guided media, twisted pair generally suffers more impair-
ment than coaxial cable, which in turn suffers more than optical fiber.

111
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e Interference: Interference from competing signals in overlapping
frequency bands can distort or cancel out a signal. Interference is of par-
ticular concern for unguided media, but is also a problem with guided
media. For guided media, interference can be caused by emanations from
nearby cables (alien crosstalk) or adjacent conductors under the same
cable sheath (internal crosstalk). For example, twisted pairs are often
bundled together and conduits often carry multiple cables. Interference
can also be caused by electromagnetic coupling from unguided transmis-
sions. Proper shielding of a guided medium can minimize this problem.

* Number of receivers: A guided medium can be used to construct a point-
to-point link or a shared link with multiple attachments. In the latter case,
each attachment introduces some attenuation and distortion on the line,
limiting distance and/or data rate.

Figure 4.1 depicts the electromagnetic spectrum and indicates the frequen-
cies at which various guided media and unguided transmission techniques operate.
In this chapter, we examine these guided and unguided alternatives. In all cases,
we describe the systems physically, briefly discuss applications, and summarize key
transmission characteristics.

4.1 GUIDED TRANSMISSION MEDIA

For guided transmission media, the transmission capacity, in terms of either data
rate or bandwidth, depends critically on the distance and on whether the medium
is point-to-point or multipoint. Table 4.1 indicates the characteristics typical for the
common guided media for long-distance point-to-point applications; we defer a dis-
cussion of the use of these media for local area networks (LANs) to Part Four.

The three guided media commonly used for data transmission are twisted pair,
coaxial cable, and optical fiber (Figure 4.2). We examine each of these in turn.

Twisted Pair

The least expensive and most widely used guided transmission medium is
twisted pair.

PrysicAaL DEscripTION A twisted pair consists of two insulated copper wires
arranged in a regular spiral pattern. A wire pair acts as a single communication link.
Typically, a number of these pairs are bundled together into a cable by wrapping
them in a tough protective sheath, or jacket. Over longer distances, cables may
contain hundreds of pairs. The twisting tends to decrease the crosstalk interference
between adjacent pairs in a cable. Neighboring pairs in a bundle typically have
somewhat different twist lengths to reduce the crosstalk interference. On long-
distance links, the twist length typically varies from 5 to 15 cm. The wires in a pair
have thicknesses of from 0.4 to 0.9 mm.

Aprprications By far the most common guided transmission medium for both
analog and digital signals is twisted pair. It is the most commonly used medium in
the telephone network and is the workhorse for communications within buildings.
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Table 4.1 Point-to-Point Transmission Characteristics of Guided Media

Frequency Range | Typical Attenuation | Typical Delay | Repeater Spacing

Twisted pair (with 0to3.5 kHz 0.2 dB/km @ 1 kHz 50 ps/km 2 km
loading)
Twisted pairs 0to1MHz 0.7 dB/km @ 1 kHz 5 ps/km 2km
(multipair cables)
Coaxial cable 0 to 500 MHz 7 dB/km @ 10 MHz 4 ps/km 1to 9 km
Optical fiber 186 to 370 THz 0.2 to 0.5 dB/km 5 ps/km 40 km
THz = terahertz = 10> Hz

Twist

length

—Separately insulated

—Twisted together

—Often ""bundled" into cables

—Usually installed in building
during construction

e a a”
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—Covered by padding

(b) Coacxial cable
Buffer
coating

Core Cladding

NN

A\

\

—Glass or plastic core
—Laser or light-emitting diode
—Small size and weight

N

Light at less than
critical angle is
absorbed in buffer coating

(c) Optical fiber

Figure 4.2 Guided Transmission Media

Angle of
incidence

Angle of
reflection




4.1 / GUIDED TRANSMISSION MEDIA 115

In the telephone system, individual residential telephone sets are connected
to the local telephone exchange, or “end office,” by twisted-pair wire. These are
referred to as subscriber loops. Within an office building, each telephone is also con-
nected to a twisted pair, which goes to the in-house private branch exchange (PBX)
system or to a Centrex facility at the end office. These twisted-pair installations were
designed to support voice traffic using analog signaling. However, by means of a
modem, these facilities can handle digital data traffic at modest data rates.

Twisted pair is also the most common medium used for digital signaling. For
connections to a digital data switch or digital PBX within a building, a data rate of
64 kbps is common. Ethernet operating over twisted-pair cabling is commonly used
within a building for LANs supporting personal computers. Data rates for Ethernet
products are typically in the neighborhood of 100 Mbps to 1 Gbps. Emerging
twisted-pair cabling Ethernet technology can support data rates of 10 Gbps. For
long-distance applications, twisted pair can be used at data rates of 4 Mbps or more.

Twisted pair is much less expensive than the other commonly used guided
transmission media (coaxial cable, optical fiber) and is easier to work with.

TRANSMISSION CHARACTERISTICS Twisted pair may be used to transmit both analog
and digital transmission. For analog signals, amplifiers are required for about every
5 to 6 km. For digital transmission (using either analog or digital signals), repeaters
are required every 2 or 3 km.

Compared to other commonly used guided transmission media, twisted pair is
limited in distance, bandwidth, and data rate. As Figure 4.3a shows, the attenuation
for twisted pair is a very strong function of frequency. Twisted-pair cabling is also
susceptible to signal reflections, or return loss, caused by impedance mismatches
along the length of the transmission line and crosstalk from adjacent twisted-
pairs or twisted-pair cables. Due to the well-controlled geometry of the twisted
pair itself (pairs are manufactured with a unique and precise twist rate that varies
from pair to pair within a cable) and the media’s differential mode transmission
scheme (discussed in Chapter 5), twisted-pair cabling used for data transmission
is highly immune to interference from low frequency (i.e., 60 Hz) disturbers. Note
that twisted-pair cabling is usually run separately from cables transmitting ac power
in order to comply with local safety codes, which protect low-voltage telecommuni-
cations installers from high-voltage applications. The possibility of electromagnetic
interference from high frequency (i.e., greater than 30 MHz) disturbers such as
walkie-talkies and other wireless transmitters can be alleviated by using shielded
twisted-pair cabling.

For point-to-point analog signaling, a bandwidth of up to about 1 MHz is
possible. This accommodates a number of voice channels. For long-distance digital
point-to-point signaling, data rates of up to a few Mbps are possible. Ethernet data
rates of up to 10 Gbps can be achieved over 100 m of twisted-pair cabling.

UNSHIELDED AND SHIELDED TwisTED Pair  Twisted pair comes in two variet-
ies: unshielded and shielded. As the name implies, unshielded twisted pair (UTP)
consists of one or more twisted-pair cables, typically enclosed within an over-
all thermoplastic jacket, which provides no electromagnetic shielding. The most
common form of UTP is ordinary voice-grade telephone wire, which is pre-wired
in residential and office buildings. For data transmission purposes, UTP may vary
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from voice-grade to very high-speed cable for LANs. For high-speed LANs, UTP
typically has four pairs of wires inside the jacket, with each pair twisted with a
different number of twists per centimeter to help eliminate interference between
adjacent pairs. The tighter the twisting, the higher the supported transmission rate,
and the greater the cost per meter.

Unshielded twisted pair is subject to external electromagnetic interference,
including interference from nearby twisted pair and from noise generated in the
environment. In an environment with a number of sources of potential interference
(e.g., electric motors, wireless devices, and RF transmitters), shielded twisted pair
(STP) may be a preferred solution. Shielded twisted pair cable is manufactured in
three different configurations:

1. Each pair of wires is individually shielded with metallic foil, generally referred
to as foil twisted pair (FTP).

2. There is a foil or braid shield inside the jacket covering all wires (as a group).
This configuration is sometimes designated as screened twisted pair (F/UTP).

3. There is a shield around each individual pair, as well as around the entire
group of wires. This is referred to as fully shielded twisted pair or shielded/foil
twisted pair (S/FTP).

The shielding reduces interference and provides better performance at higher
data rates. However, it may be more expensive and installers familiar with UTP
technology may be reluctant to work with a new media type.

CATEGORIES OF TwWISTED PAIR FOR DATA TrANsmissioN In 1991, the Electronic
Industries Association published standard ANSI/EIA/TIA-568, Commercial
Building Telecommunications Cabling Standard, which specifies the use of voice-
and data-grade UTP and F/UTP cabling for in-building data applications. At that
time, the specification was felt to be adequate for the range of frequencies and data
rates found in office environments. With continuing advances in cable and connec-
tor design and test methods, this standard has undergone a number of iterations
to provide support for higher data rates using higher-quality cable and connec-
tors. The current version is the responsibility of the Telecommunications Industry
Association, and was issued in 2009 as four American National Standards Institute
(ANSI) standards:

* ANSI/TIA-568-C.0 Generic Telecommunications Cabling for Customer
Premises: Enables the planning and installation of a structured cabling system
for all types of customer premises.

e ANSI/TIA-568-C.1 Commercial Building Telecommunications Cabling
Standard: Enables the planning and installation of a structured cabling system
for commercial buildings.

o ANSI/TIA-568-C.2 Balanced Twisted-Pair Telecommunications Cabling
and Components Standards: Specifies minimum requirements for balanced
twisted-pair telecommunications cabling (e.g., channels and permanent links)
and components (e.g., cable, connectors, connecting hardware, patch cords,
equipment cords, work area cords, and jumpers) that are used up to and
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including the telecommunications outlet/connector and between buildings in
a campus environment. This standard also specifies field test procedures and
applicable laboratory reference measurement procedures for all transmission
parameters.

ANSI/TIA-568-C.3 Optical Fiber Cabling Components Standard: Specifies
cable and component transmission performance requirements for premises
optical fiber cabling.

The 568-C standards identify a number of categories of cabling and associated

components that can be used for premises and campus-wide data distribution. An
overlapping standard, jointly issued by the International Standards Organization
and the International Electrotechnical Commission (IEC), known as ISO/IEC
11801, second edition, identifies a number of classes of cabling and associated com-
ponents, which correspond to the 568-C categories.

Table 4.2 summarizes key characteristics of the various categories and classes

recognized in the current standards. The categories listed in the table are the
following:

e Category 5e/Class D: This specification was first published in 2000 in order

to address the transmission performance characterization required by appli-
cations such as 1-Gbps Ethernet that utilize bidirectional and full four-pair
transmission schemes (described in Chapter 12).

Category 6/Class E: In recent years, the majority of structured cabling specified
for new buildings has been category 6/class E. This category provides a greater
performance margin (also called performance headroom) than category Se to
ensure that the cabling plant could withstand the rigors of the cabling environ-
ment and still support 1-Gbps Ethernet when it was time for an application
upgrade from 100-Mbps Ethernet. This category was published in 2002, with
a targeted lifetime of 10 years, so its use is likely to decline rapidly in new
installations.

Category 6A/Class E: This specification is targeted at 10-Gbps Ethernet
applications.

Table 4.2 Twisted Pair Categories and Classes

Category Se | Category 6 Category 6A Category 7 | Category 7
Class D Class E Class E Class F Class F
Bandwidth 100 MHz 250 MHz 500 MHz 600 MHz 1,000 MHz
Cable type UTP UTP/FTP UTP/FTP S/FTP S/FTP
Insertion loss (dB) 24 21.3 20.9 20.8 20.3
NEXT loss (dB) 30.1 39.9 39.9 62.9 65
ACR (dB) 6.1 18.6 19 42.1 44.1

UTP = Unshielded twisted pair
FTP = Foil twisted pair
S/FTP = Shielded/foil twisted pair
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e Category 7/Class F: This specification uses fully shielded twisted pair (i.e.,
cabling with an overall shield and individually shielded pairs). The advantage
of this category over lower grades of cabling is that the use of both an overall
shield and a foil shield around individual pairs dramatically decreases internal
pair-to-pair crosstalk and external alien crosstalk. This class is targeted for
support of next-generation applications beyond 10-Gbps Ethernet.

e Category 7A/Class F,: The requirements for this class are based on class
F cabling requirements. The main enhancement is to extend the frequency
bandwidth to 1 GHz. This enhancement enables support of all channels
of broadband video (e.g., CATV) that operate up to 862 MHz. It is likely
that all fully shielded cabling solutions specified in the near future will be
class Fp.

Table 4.2 includes three key performance parameters. Insertion loss in this
context refers to the amount of attenuation across the link from the transmitting
system to the receiving system. Thus, lower dB values are better. The table shows
the amount of attenuation at a frequency of 100 MHz. This is the standard frequency
used in tables comparing various classes of twisted pair. However, attenuation is
an increasing function of frequency, and the 568 standards specify the attenuation
at various frequencies. In accordance with ANSI/TIA-568-C.2 and ISO/IEC 11801
second edition, all transmission characteristics are specified as a worst-case value
for a 100 m length. While cabling lengths may be less than 100 m, no provisions are
provided in the standards for the scaling of the specified limits. Attenuation in deci-
bels is a linear function of distance, so attenuation for shorter or longer distances
is easily calculated. In practice, as is shown in Chapter 12, distances much less than
100 m are typical for Ethernet at data rates of 1 GB and above.

Near-end crosstalk (NEXT) loss as it applies to twisted-pair wiring systems is
the coupling of the signal from one pair of conductors to another pair. These con-
ductors may be the metal pins in a connector or wire pairs in a cable. The near end
refers to coupling that takes place when the transmit signal entering the link couples
back to the receive conductor pair at that same end of the link (i.e., the near-end
transmitted signal is picked up by the near-receive pair). We can think of this as
noise introduced into the system, so higher dB loss values are better; that is, greater
NEXT loss magnitudes are associated with less crosstalk noise. Figure 4.4 illustrates
the relationship between NEXT loss and insertion loss at system A. A transmitted
signal from system B, with a transmitted signal power of P, is received at A with a
reduced signal power of P,. At the same time, system A is transmitting to B, and
we assume that the transmission is at the same transmit signal power of P,. Due to
crosstalk, a certain level of signal from A’s transmitter is induced on the receive wire
pair at A with a power level of P,; this is the crosstalk signal. Clearly, we need to
have P,> P, to be able to intelligibly receive the intended signal, and the greater the
difference between P, and P, the better. Unlike insertion loss, NEXT loss does not
vary as a function of the length of the link, because, as Figure 4.4 indicates, NEXT
loss is an end phenomenon. NEXT loss varies as a function of frequency, with losses
increasing as a function of frequency. That is, the amount of signal power from the
near-end transmitter that couples over to an adjacent transmission line increases as
a function of frequency.



120 CHAPTER 4 / TRANSMISSION MEDIA

Received Transmitted
signal signal
(power P,) (power P))
-~ -~
e T a e
NEXT
System A (power P,) System B

Tx -— e s e
e

Transmitted
signal
(power P))

Figure 4.4 Signal Power Relationships (from System A Viewpoint)

For Table 4.2, insertion loss and NEXT loss are defined using the same form
as Equation (3.3):

P, P,
AdB = 1010g107 NEXTdB = 1010g107
P P.

Note that NEXT loss is defined in terms of the amount of signal loss between
the local transmitter and the local receiver. Thus, smaller values of NEXT loss cor-
respond to increasing amount of crosstalk.

Another important parameter used in the ISO/IEC 11801, second edition specifica-
tion, is the attenuation-to-crosstalk ratio (ACR), which is defined as ACR;g = NEX Ty
— Agg- ACR is a measure of how much larger the received signal strength is compared to
the crosstalk on the same pair. A positive value is required for successful operation. To see
that this is so, consider the following derivation. We want NEX Tz > Agg. This implies

1010gloE > 1010g10i
P. P
log 0P, — logipPe > logoP; — logioP;
logoP. > logoP.
P.>P.

which is the desired condition.

EXAMPLE 4.1 Figure 4.5 shows attenuation (insertion loss) and NEXT loss as
a function of frequency for category 6A twisted pair. As usual, a link of 100 m
is assumed. The figure suggests that above a frequency of about 250 MHz, com-
munication is impractical. Yet Table 4.2 indicates that category 6A is specified to
operate up to 500 MHz. The explanation is that the 10-Gbps application employs
crosstalk cancellation, which effectively provides a positive ACR margin out to
500 MHz. The standard indicates a worst-case situation, and engineering practices,
such as crosstalk cancellation, are used to overcome the worst-case limitations.
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Coaxial Cable

Prysicar DescripTioN  Coaxial cable, like twisted pair, consists of two conductors,
but is constructed differently to permit it to operate over a wider range of frequen-
cies. It consists of a hollow outer cylindrical conductor that surrounds a single inner
wire conductor (Figure 4.2b). The inner conductor is held in place by either regu-
larly spaced insulating rings or a solid dielectric material. The outer conductor is
covered with a jacket or shield. A single coaxial cable has a diameter of from 1 to
2.5 cm. Coaxial cable can be used over longer distances and support more stations
on a shared line than twisted pair.

AppricatioNs Coaxial cable is a versatile transmission medium, used in a wide
variety of applications. The most important of these are:

e Television distribution
¢ Long-distance telephone transmission
e Short-run computer system links

e Local area networks

Coaxial cable is widely used as a means of distributing TV signals to individual
homes—cable TV. From its modest beginnings as Community Antenna Television
(CATYV), designed to provide service to remote areas, cable TV reaches almost as
many homes and offices as the telephone. A cable TV system can carry dozens or
even hundreds of TV channels at ranges up to a few tens of kilometers.

Coaxial cable has traditionally been an important part of the long-distance
telephone network. Today, it faces increasing competition from optical fiber,
terrestrial microwave, and satellite. Using frequency division multiplexing (FDM,
see Chapter 8), a coaxial cable can carry over 10,000 voice channels simultaneously.
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Coaxial cable is also commonly used for short-range connections between
devices. Using digital signaling, coaxial cable can be used to provide high-speed I/O
channels on computer systems.

TrANsmIsSION CHARACTERIsTICS Coaxial cable is used to transmit both analog and
digital signals. As can be seen from Figure 4.3b, coaxial cable has frequency charac-
teristics that are superior to those of twisted pair and can hence be used effectively
at higher frequencies and data rates. Because of its shielded, concentric construc-
tion, coaxial cable is much less susceptible to interference and crosstalk than twisted
pair. The principal constraints on performance are attenuation, thermal noise, and
intermodulation noise. The latter is present only when several channels (FDM) or
frequency bands are in use on the cable.

For long-distance transmission of analog signals, amplifiers are needed
every few kilometers, with closer spacing required if higher frequencies are used.
The usable spectrum for analog signaling extends to about 500 MHz. For digital
signaling, repeaters are needed every kilometer or so, with closer spacing needed
for higher data rates.

Optical Fiber

PHysicAL DEscrIPTION An optical fiber is a thin, flexible medium capable of
guiding an optical ray. Various glasses and plastics can be used to make optical
fibers. The lowest losses have been obtained using fibers of ultrapure fused silica.
Ultrapure fiber is difficult to manufacture; higher-loss multicomponent glass fibers
are more economical and still provide good performance. Plastic fiber is even less
costly and can be used for short-haul links, for which moderately high losses are
acceptable.

An optical fiber strand (also called an optical waveguide) has a cylindrical
shape and consists of three concentric sections: the core, the cladding, and the
buffer coating (Figure 4.2c). The core is the innermost section and consists of
thin strands made of glass or plastic; the core has a diameter in the range of 8 to
62.5 um. The core is surrounded by a cladding, which is a glass or plastic coat-
ing that has optical properties different from those of the core and a diameter of
125 pm. The interface between the core and cladding acts as a reflector to con-
fine light that would otherwise escape the core. The outermost layer is the buffer
coating, which is a hard plastic coating that protects the glass from moisture and
physical damage.

Fiber optic cable provides protection to the fiber from stress during installa-
tion and from the environment once it is installed. Cables may contain from only
one to hundreds of fibers inside. The outermost layer of the cable, surrounding one
or a bundle of fibers, is the jacket. The jacket is composed of plastic and other
materials, layered to protect against moisture, abrasion, crushing, and other envi-
ronmental dangers.

Arprrications Optical fiber already enjoys considerable use in long-distance
telecommunications, and its use in military applications is growing. The continu-
ing improvements in performance and decline in prices, together with the inherent
advantages of optical fiber, have made it increasingly attractive for local area
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networking. The following characteristics distinguish optical fiber from twisted pair
or coaxial cable:

Greater capacity: The potential bandwidth, and hence data rate, of optical
fiber is immense; data rates of hundreds of Gbps over tens of kilometers have
been demonstrated. Compare this to the practical maximum of hundreds of
Mbps over about 1 km for coaxial cable and just a few Mbps over 1 km or up
to 100 Mbps to 10 Gbps over a few tens of meters for twisted pair.

Smaller size and lighter weight: Optical fibers are considerably thinner than
coaxial cable or bundled twisted-pair cable—at least an order of magnitude
thinner for comparable information transmission capacity. For cramped con-
duits in buildings and underground along public rights-of-way, the advantage
of small size is considerable. The corresponding reduction in weight reduces
structural support requirements.

Lower attenuation: Attenuation is significantly lower for optical fiber than for
coaxial cable or twisted pair (Figure 4.3¢c) and is constant over a wide range.

Electromagnetic isolation: Optical fiber systems are not affected by exter-
nal electromagnetic fields. Thus the system is not vulnerable to interference,
impulse noise, or crosstalk. By the same token, fibers do not radiate energy, so
there is little interference with other equipment and there is a high degree of
security from eavesdropping. In addition, fiber is inherently difficult to tap.

Greater repeater spacing: Fewer repeaters mean lower cost and fewer sources
of error. The performance of optical fiber systems from this point of view has
been steadily improving. Repeater spacing in the tens of kilometers for opti-
cal fiber is common, and repeater spacings of hundreds of kilometers have
been demonstrated. Coaxial and twisted-pair systems generally have repeat-
ers every few kilometers.

Five basic categories of application have become important for optical fiber:

Long-haul trunks
Metropolitan trunks
Rural exchange trunks
Subscriber loops
Local area networks

Telephone networks were the first major users of fiber optics. Fiber optic links

were used to replace copper or digital radio links between telephone switches, begin-
ning with long-distance links, called long lines or long haul, where fiber’s distance
and bandwidth capabilities made fiber significantly more cost-effective. Optical
fiber is used to connect all central offices and long-distance switches because it has
thousands of times the bandwidth of copper wire and can carry signals hundreds
of times further before needing a repeater, making the cost of a phone connec-
tion over fiber only a few percent of the cost of the same connection on copper.
Long-haul routes average about 1500 km in length and offer high capacity (typically
20,000 to 60,000 voice channels). Undersea optical fiber cables have also enjoyed
increasing use.
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Metropolitan trunking circuits have an average length of 12 km and may have
as many as 100,000 voice channels in a trunk group. Most facilities are installed in
underground conduits and are repeaterless, joining telephone exchanges in a met-
ropolitan or city area. Included in this category are routes that link long-haul micro-
wave facilities that terminate at a city perimeter to the main telephone exchange
building downtown.

Rural exchange trunks have circuit lengths ranging from 40 to 160 km that
link towns and villages. In the United States, they often connect the exchanges of
different telephone companies. Most of these systems have fewer than 5000 voice
channels. With the exception of some rugged or remote locations, the entire tele-
phone backbone is now optical fiber. Cables on the land are run underground or
aerially, depending on the geography and local regulations. Connections around
the world are run primarily on undersea cables, which now link every continent and
most island nations with the exception of Antarctica.

Subscriber loop circuits are fibers that run directly from the central exchange
to a subscriber. These facilities are beginning to displace twisted pair and coaxial
cable links as the telephone networks evolve into full-service networks capable of
handling not only voice and data, but also image and video. The initial penetration
of optical fiber in this application has been for the business subscriber, but fiber
transmission into the home is now a significant presence in many areas.

A final important application of optical fiber is for local area networks.
Standards have been developed and products introduced for optical fiber networks
that have a total capacity of up to 100 Gbps and can support thousands of stations in
a large office building or a complex of buildings.

TRANSMISSION CHARACTERISTICS Figure 4.6 shows the general structure of a fiber
optic link, which consists of a transmitter on one end of a fiber and a receiver on
the other end. Most systems operate by transmitting in one direction on one fiber
and in the reverse direction on another fiber for full duplex operation. The trans-
mitter takes as input a digital electrical signal. This signal feeds into a LED or laser
light source through an electronic interface. The light source produces a series of
lightwave pulses that encode the digital data from the electrical input. The receiver
includes a light sensor that detects the incoming light signal and converts it back to
a digital electrical signal.

Optical fiber transmits a signal-encoded beam of light by means of total inter-
nal reflection. Total internal reflection can occur in any transparent medium that
has a higher index of refraction than the surrounding medium. In effect, the optical

Electrical LED or Detector Electrical
digital Electronic laser Lightwave (light  Electronic  digital
signal interface light source pulses sensor) interface signal

—D_@] Optical fiber m
E/O Conversion O/E Conversion

Figure 4.6 Optical Communication
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Figure 4.7 Optical Fiber Transmission Modes

fiber acts as a waveguide for frequencies in the range of about 10'* to 10" Hz; this
covers portions of the infrared and visible spectra.

Figure 4.7 shows the principle of optical fiber transmission. Light from a source
enters the cylindrical glass or plastic core. Rays at shallow angles are reflected and
propagated along the fiber; other rays are absorbed by the surrounding material.
This form of propagation is called step-index multimode, referring to the variety of
angles that reflect. With multimode transmission, multiple propagation paths exist,
each with a different path length and hence time to traverse the fiber. This causes
signal elements (light pulses) to spread out in time, which limits the rate at which
data can be accurately received. Put another way, the need to leave spacing between
the pulses limits data rate. This type of fiber is best suited for transmission over very
short distances. When the fiber core radius is reduced, fewer angles will reflect. By
reducing the radius of the core to the order of a wavelength, only a single angle or
mode can pass: the axial ray. This single-mode propagation provides superior per-
formance for the following reason. Because there is a single transmission path with
single-mode transmission, the distortion found in multimode cannot occur. Single
mode is typically used for long-distance applications, including telephone and cable
television. Finally, by varying the index of refraction of the core, a third type of
transmission, known as graded-index multimode, is possible. This type is intermedi-
ate between the other two in characteristics. The higher refractive index (discussed
subsequently) at the center makes the light rays moving down the axis advance
more slowly than those near the cladding. Rather than zig-zagging off the cladding,
light in the core curves helically because of the graded index, reducing its travel dis-
tance. The shortened path and higher speed allows light at the periphery to arrive at
a receiver at about the same time as the straight rays in the core axis. Graded-index
fibers are often used in LANSs.

Two different types of light source are used in fiber optic systems: the light-
emitting diode (LED) and the injection laser diode (ILD). Both are semiconductor
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Table 4.3 Frequency Utilization for Fiber Applications

Wavelength Frequency Range Band Label Fiber Type Application
(in vacuum) range (nm) (THz)

820 to 900 366 to 333 Multimode LAN
1280 to 1350 234 to 222 S Single mode Various
1528 to 1561 196 to 192 © Single mode WDM
1561 to 1620 192 to 185 IL, Single mode WDM

WDM = wavelength division multiplexing (see Chapter 8)

devices that emit a beam of light when a voltage is applied. The LED is less costly,
operates over a greater temperature range, and has a longer operational life. The
ILD, which operates on the laser principle, is more efficient and can sustain greater
data rates.

There is a relationship among the wavelength employed, the type of transmis-
sion, and the achievable data rate. Both single mode and multimode can support
several different wavelengths of light and can employ laser or LED light sources. In
optical fiber, based on the attenuation characteristics of the medium and on proper-
ties of light sources and receivers, four transmission windows are appropriate, as
shown in Table 4.3.

Note the tremendous bandwidths available. For the four windows, the respec-
tive bandwidths are 33, 12, and 7 THz.! This is several orders of magnitude greater
than the bandwidth available in the radio-frequency spectrum.

One confusing aspect of reported attenuation figures for fiber optic transmis-
sion is that, invariably, fiber optic performance is specified in terms of wavelength
rather than frequency. The wavelengths that appear in graphs and tables are the
wavelengths corresponding to transmission in a vacuum. However, on the fiber, the
velocity of propagation is less than c, the speed of light in a vacuum; the result is that
although the frequency of the signal is unchanged, the wavelength is changed.

EXAMPLE 4.2 For a wavelength in vacuum of 1550 nm, the corresponding fre-
quency is f = c¢/A = (3 X 108)/(1550 X 107°) = 193.4 X 10'> = 193.4THz.
For a typical single-mode fiber, the velocity of propagation is approximately
v = 2.04 X 108 In this case, a frequency of 193.4 THz corresponds to a wave-
length of A = v/if = (2.04 x 10%)/(193.4 X 10'?) = 1055nm. Therefore, on
this fiber, when a wavelength of 1550 nm is cited, the actual wavelength on the
fiber is 1055 nm.

The four transmission windows are in the infrared portion of the frequency
spectrum, below the visible-light portion, which is 400 to 700 nm. The loss is lower
at higher wavelengths, allowing greater data rates over longer distances. Many
local applications today use 850-nm LED light sources. Although this combination

1 THz = 10"? Hz. For a definition of numerical prefixes in common use, see the supporting document at
box.com/dccl0e.
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is relatively inexpensive, it is generally limited to data rates under 100 Mbps and
distances of a few kilometers. To achieve higher data rates and longer distances, a
1300-nm LED or laser source is needed. The highest data rates and longest distances
require 1500-nm laser sources.

Figure 4.3c shows attenuation versus wavelength for a typical optical fiber.
The unusual shape of the curve is due to the combination of a variety of factors
that contribute to attenuation. The two most important of these are absorption and
scattering. In this context, the term scattering refers to the change in direction of
light rays after they strike small particles or impurities in the medium.

4.2 WIRELESS TRANSMISSION

Three general ranges of frequencies are of interest in our discussion of wireless
transmission. Frequencies in the range of about 1 GHz (gigahertz = 10° hertz) to
40 GHz are referred to as microwave frequencies. At these frequencies, highly
directional beams are possible, and microwave is quite suitable for point-to-point
transmission. Microwave is also used for satellite communications. Frequencies in
the range of 30 MHz to 1 GHz are suitable for omnidirectional applications. We
refer to this range as the radio range.

Another important frequency range, for local applications, is the infra-
red portion of the spectrum. This covers, roughly, from 3 X 10'! to 2 X 10'*Hz.
Infrared is useful to local point-to-point and multipoint applications within confined
areas, such as a single room.

For unguided media, transmission and reception are achieved by means of an
antenna. Before looking at specific categories of wireless transmission, we provide a
brief introduction to antennas.

Antennas

An antenna can be defined as an electrical conductor or system of conductors used
either for radiating electromagnetic energy or for collecting electromagnetic energy.
For transmission of a signal, radio-frequency electrical energy from the transmit-
ter is converted into electromagnetic energy by the antenna and radiated into the
surrounding environment (atmosphere, space, water). Reception occurs when the
electromagnetic signal intersects the antenna, where the electromagnetic energy is
converted into radio-frequency electrical energy and fed into the receiver.

In two-way communication, the same antenna can be and often is used for both
transmission and reception. This is possible because any antenna transfers energy
from the surrounding environment to its input receiver terminals with the same
efficiency that it transfers energy from the output transmitter terminals into the
surrounding environment, assuming that the same frequency is used in both direc-
tions. Put another way, antenna characteristics are essentially the same whether an
antenna is sending or receiving electromagnetic energy.

An antenna radiates power in all directions but, typically, does not perform
equally well in all directions. A common way to characterize the performance
of an antenna is the radiation pattern, which is a graphical representation of the
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radiation properties of an antenna as a function of space coordinates. The simplest
pattern is produced by an idealized antenna known as the isotropic antenna. An
isotropic antenna, also called an omnidirectional antenna, is a point in space that
radiates power in all directions equally. The actual radiation pattern for the isotro-
pic antenna is a sphere with the antenna at the center.

PARABOLIC REFLECTIVE ANTENNA An important type of antenna is the parabolic
reflective antenna, which is used in terrestrial microwave and satellite applications.
A parabola is the locus of all points equidistant from a fixed line and a fixed point
not on the line. The fixed point is called the focus and the fixed line is called the
directrix (Figure 4.8a). If a parabola is revolved about its axis, the surface generated
is called a paraboloid. A cross section through the paraboloid parallel to its axis
forms a parabola and a cross section perpendicular to the axis forms a circle. Such
surfaces are used in automobile headlights, optical and radio telescopes, and micro-
wave antennas because of the following property: If a source of electromagnetic
energy (or sound) is placed at the focus of the paraboloid, and if the paraboloid
is a reflecting surface, then the wave bounces back in lines parallel to the axis of
the paraboloid; Figure 4.8b shows this effect in cross section. In theory, this effect
creates a parallel beam without dispersion. In practice, there is some dispersion,
because the source of energy must occupy more than one point. The larger the
diameter of the antenna, the more tightly directional is the beam. On reception, if
incoming waves are parallel to the axis of the reflecting paraboloid, the resulting
signal is concentrated at the focus.

ANTENNA GAIN Antenna gain is a measure of the directionality of an antenna.
Antenna gain is defined as the power output, in a particular direction, compared
to that produced in any direction by a perfect omnidirectional antenna (isotropic
antenna). Specifically, Ggg = 10 log (P,/P;), where G is the antenna gain, Py is the

Transmitting

4
P waves

Directrix

Focus *

N
Source of
electromagnetic
energy

(a) Parabola (b) Cross section of parabolic antenna
showing reflective property

Figure 4.8 Parabolic Reflective Antenna
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radiated power of the directional antenna, and P, is the radiated power from the
reference antenna. For example, if an antenna has a gain of 3 dB, that antenna
improves upon the isotropic antenna in that direction by 3 dB, or a factor of 2. The
increased power radiated in a given direction is at the expense of other directions.
In effect, increased power is radiated in one direction by reducing the power radi-
ated in other directions. It is important to note that antenna gain does not refer to
obtaining more output power than input power but rather to directionality.

EXAMPLE 4.3 Consider a directional antenna that has a gain of 6 dB over a
reference antenna and that radiates 700 W. How much power must the reference
antenna radiate to provide the same signal power in the preferred direction? To
solve, we have
6 = 10 log(P/700)
P,/700 = 10%6 = 3.98
P, = 2786 W

A concept related to that of antenna gain is the effective area of an antenna.
The effective area of an antenna is related to the physical size of the antenna and to
its shape. The relationship between antenna gain and effective area is:

_AmA,  4mfA,

¢ pe c?

@.1)

where
G = antenna gain (dimensionless number or ratio)
A, = effective area (m?)
f = carrier frequency (Hz)
c=speed of light (=3 X 10%m/s)
A = carrier wavelength (m)

Expressed in decibels, we have Ggg =10 log G

For example, the effective area of an ideal isotropic antenna is X/4r, with a
power gain of 1; the effective area of a parabolic antenna with a face area of A is
0.56A, with a power gain of 7A/X%.

EXAMPLE 4.4 For a parabolic reflective antenna with a diameter of 2 m, oper-
ating at 12 GHz, what are the effective area and the antenna gain? We have an
area of A X 7r? = 7 and an effective area of A, = 0.5677. The wavelength is
A =clf = (3 x 10%)/(12 X 10°) = 0.025m. Then

G = (TA)/I¥ = (7 X m)/(0.025)% = 35,186
Ggs = 10 log 35,186 = 45.46dB
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Terrestrial Microwave

Prysicar DescripTioN  The most common type of microwave antenna is the para-
bolic “dish.” A typical size is about 3 m in diameter. The antenna is fixed rigidly
and focuses a narrow beam to achieve line-of-sight transmission to the receiving
antenna. Microwave antennas are usually located at substantial heights above
ground level to extend the range between antennas and to be able to transmit over
intervening obstacles. To achieve long-distance transmission, a series of microwave
relay towers is used, with point-to-point microwave links strung together over the
desired distance.

Aprrications The primary use for terrestrial microwave systems is in long-haul
telecommunications service, as an alternative to coaxial cable or optical fiber. The
microwave facility requires far fewer amplifiers or repeaters than coaxial cable over
the same distance, but requires line-of-sight transmission. Microwave is commonly
used for both voice and television transmission.

Another increasingly common use of microwave is for short point-to-point
links between buildings. This can be used for closed-circuit TV or as a data link
between LANSs. Short-haul microwave can also be used for the so-called bypass
application. A business can establish a microwave link to a long-distance telecom-
munications facility in the same city, bypassing the local telephone company.

Another important use of microwave is in cellular systems, examined in
Chapter 10.

TRANSMISSION CHARACTERISTICS Microwave transmission covers a substantial
portion of the electromagnetic spectrum. Common frequencies used for transmis-
sion are in the range 1 to 40 GHz. The higher the frequency used, the higher the
potential bandwidth, and therefore the higher the potential data rate. Table 4.4
indicates bandwidth and data rate for some typical systems.

As with any transmission system, a main source of loss is attenuation. For
microwave (and radio frequencies), the loss can be expressed as

2
L =10 1og(47;d) dB 4.2)

where d is the distance and A is the wavelength, in the same units. Thus, loss varies as
the square of the distance. By contrast, for twisted pair and coaxial cable, loss varies
exponentially with distance (linear in decibels). Thus repeaters or amplifiers may be
placed farther apart for microwave systems—10 to 100 km is typical. Attenuation

Table 4.4 Typical Digital Microwave Performance

Band (GHz) Bandwidth (MHz) Data Rate (Mbps)

2 7 12
6 30 90
11 40 135

18 220 274
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is increased with rainfall. The effects of rainfall become especially noticeable above
10 GHz. Another source of impairment is interference. With the growing popularity
of microwave, transmission areas overlap and interference is always a danger. Thus
the assignment of frequency bands is strictly regulated.

The most common bands for long-haul telecommunications are the 4-GHz to
6-GHz bands. With increasing congestion at these frequencies, the 11-GHz band
is now coming into use. The 12-GHz band is used as a component of cable TV
systems. Microwave links are used to provide TV signals to local CATYV installa-
tions; the signals are then distributed to individual subscribers via coaxial cable.
Higher-frequency microwave is being used for short point-to-point links between
buildings; typically, the 22-GHz band is used. The higher microwave frequencies
are less useful for longer distances because of increased attenuation but are quite
adequate for shorter distances. In addition, at the higher frequencies, the antennas
are smaller and cheaper.

Satellite Microwave

PHysicAL DEsCRIPTION A communication satellite is, in effect, a microwave relay
station. It is used to link two or more ground-based microwave transmitter/receivers,
known as earth stations, or ground stations. The satellite receives transmissions on one
frequency band (uplink), amplifies or repeats the signal, and transmits it on another
frequency (downlink). A single orbiting satellite will operate on a number of frequency
bands, called transponder channels, or simply transponders.

Figure 4.9 depicts in a general way two common configurations for satellite
communication. In the first, the satellite is being used to provide a point-to-point
link between two distant ground-based antennas. In the second, the satellite pro-
vides communications between one ground-based transmitter and a number of
ground-based receivers.

For a communication satellite to function effectively, it is generally required
that it remain stationary with respect to its position over the Earth. Otherwise, it
would not be within the line of sight of its earth stations at all times. To remain
stationary, the satellite must have a period of rotation equal to the Earth’s period of
rotation. This match occurs at a height of 35,863 km at the equator.

Two satellites using the same frequency band, if close enough together, inter-
fere with each other. To avoid this, current standards require a 4° spacing (angular
displacement as measured from the Earth) in the 4/6-GHz band and a 3° spacing at
12/14 GHz. Thus the number of possible satellites is quite limited.

Arrrications The following are the most important applications for satellites:

e Television distribution
¢ Long-distance telephone transmission
e Private business networks
¢ Global positioning
Because of their broadcast nature, satellites are well suited to television dis-

tribution and are being used extensively in the United States and throughout the
world for this purpose. In its traditional use, a network provides programming from
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Figure 4.9 Satellite Communication Configurations

a central location. Programs are transmitted to the satellite and then broadcast
down to a number of stations, which then distribute the programs to individual view-
ers. One network, the Public Broadcasting Service (PBS), distributes its television
programming almost exclusively by the use of satellite channels. Other commer-
cial networks also make substantial use of satellite, with cable television systems
receiving an ever-increasing proportion of their programming from satellites. The
most recent application of satellite technology to television distribution is direct
broadcast satellite (DBS), in which satellite video signals are transmitted directly to
the home user. The decreasing cost and size of receiving antennas have made DBS
economically feasible.

Satellite transmission is also used for point-to-point trunks between tele-
phone exchange offices in public telephone networks. It is the optimum medium for
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high-usage international trunks and is competitive with terrestrial systems for many
long-distance intranational links.

There are a number of business data applications for satellite. The satellite
provider can divide the total capacity into a number of channels and lease these
channels to individual business users. A user equipped with the antennas at a
number of sites can use a satellite channel for a private network. Traditionally,
such applications have been quite expensive and limited to larger organizations
with high-volume requirements. A recent development is the very small aperture
terminal (VSAT) system, which provides a low-cost alternative. Figure 4.10 depicts
a typical VSAT configuration. A number of subscriber stations are equipped
with low-cost VSAT antennas. Using some discipline, these stations share a satel-
lite transmission capacity for transmission to a hub station. The hub station can
exchange messages with each of the subscribers and can relay messages between
subscribers.

A final application of satellites, which has become pervasive, is worthy of
note. The Navstar Global Positioning System, or GPS for short, consists of three
segments or components:

e A constellation of satellites (currently 27) orbiting about 20,000 km above
the Earth’s surface, which transmits ranging signals on two frequencies in the
microwave part of the radio spectrum

* A control segment which maintains GPS through a system of ground monitor
stations and satellite upload facilities

e The user receivers—both civil and military

Each satellite transmits a unique digital code sequence of 1s and Os, precisely
timed by an atomic clock, which is picked up by a GPS receiver’s antenna and
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Figure 4.10 Typical VSAT Configuration
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matched with the same code sequence generated inside the receiver. By lining up
or matching the signals, the receiver determines how long it takes the signals to
travel from the satellite to the receiver. These timing measurements are converted
to distances using the speed of light. Measuring distances to four or more satellites
simultaneously and knowing the exact locations of the satellites (included in the sig-
nals transmitted by the satellites), the receiver can determine its latitude, longitude,
and height while also synchronizing its clock with the GPS time standard which also
makes the receiver a precise time piece.

TrRANSMISSION CHARACTERISTICS The optimum frequency range for satellite trans-
mission is in the range 1 to 10 GHz. Below 1 GHz, there is significant noise from
natural sources, including galactic, solar, and atmospheric noise, and human-made
interference from various electronic devices. Above 10 GHz, the signal is severely
attenuated by atmospheric absorption and precipitation.

Most satellites providing point-to-point service today use a frequency band-
width in the range 5.925 to 6.425 GHz for transmission from Earth to satellite
(uplink) and a bandwidth in the range 3.7 to 4.2 GHz for transmission from satellite
to Earth (downlink). This combination is referred to as the 4/6-GHz band. Note
that the uplink and downlink frequencies differ. For continuous operation without
interference, a satellite cannot transmit and receive on the same frequency. Thus
signals received from a ground station on one frequency must be transmitted back
on another.

The 4/6 GHz band is within the optimum zone of 1 to 10 GHz but has
become saturated. Other frequencies in that range are unavailable because of
sources of interference operating at those frequencies, usually terrestrial micro-
wave. Therefore, the 12/14-GHz band has been developed (uplink: 14 to 14.5 GHz;
downlink: 11.7 to 12.2 GHz). At this frequency band, attenuation problems must be
overcome. However, smaller and cheaper earth-station receivers can be used. It is
anticipated that this band will also saturate, and use is projected for the 20/30-GHz
band (uplink: 27.5 to 30.0 GHz; downlink: 17.7 to 20.2 GHz). This band experiences
even greater attenuation problems but will allow greater bandwidth (2500 MHz
versus 500 MHz) and even smaller and cheaper receivers.

Several properties of satellite communication should be noted. First, because
of the long distances involved, there is a propagation delay of about a quarter
second from transmission from one earth station to reception by another earth sta-
tion. This delay is noticeable in ordinary telephone conversations. It also introduces
problems in the areas of error control and flow control, which we discuss in later
chapters. Second, satellite microwave is inherently a broadcast facility. Many sta-
tions can transmit to the satellite, and a transmission from a satellite can be received
by many stations.

Broadcast Radio

Prysicar DescriptioNn  The principal difference between broadcast radio and
microwave is that the former is omnidirectional and the latter is directional. Thus
broadcast radio does not require dish-shaped antennas, and the antennas need not
be rigidly mounted to a precise alignment.
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Arprrications Radio is a general term used to encompass frequencies in the range
of 3 kHz to 300 GHz. We are using the informal term broadcast radio to cover the
VHF and part of the UHF band: 30 MHz to 1 GHz. This range covers FM radio and
UHF and VHF television. This range is also used for a number of data networking
applications.

TrANsMISSION CHARACTERISTICS The range 30 MHz to 1 GHz is an effective one
for broadcast communications. Unlike the case for lower-frequency electromag-
netic waves, the ionosphere is transparent to radio waves above 30 MHz. Thus
transmission is limited to the line of sight, and distant transmitters will not interfere
with each other due to reflection from the atmosphere. Unlike the higher frequen-
cies of the microwave region, broadcast radio waves are less sensitive to attenuation
from rainfall.

As with microwave, the amount of attenuation due to distance obeys
Equation (4.2), namely 10 log(%)de. Because of the longer wavelength, radio
waves suffer relatively less attenuation.

A prime source of impairment for broadcast radio waves is multipath interfer-
ence. Reflection from land, water, and natural or human-made objects can create
multiple paths between antennas.

Infrared

Infrared communications is achieved using transmitters/receivers (transceivers)
that modulate noncoherent infrared light. Transceivers must be within the line of
sight of each other either directly or via reflection from a light-colored surface such
as the ceiling of a room.

One important difference between infrared and microwave transmission is
that the former does not penetrate walls. Thus the security and interference prob-
lems encountered in microwave systems are not present. Furthermore, there is no
frequency allocation issue with infrared, because no licensing is required.

4.3 WIRELESS PROPAGATION

A signal radiated from an antenna travels along one of three routes: ground wave,
sky wave, or line of sight (LOS). Table 4.5 shows in which frequency range each
predominates. In this book, we are almost exclusively concerned with LOS commu-
nication, but a short overview of each mode is given in this section.

Ground Wave Propagation

Ground wave propagation (Figure 4.11a) more or less follows the contour of the
Earth and can propagate considerable distances, well over the visual horizon. This
effect is found in frequencies up to about 2 MHz. Several factors account for the
tendency of electromagnetic wave in this frequency band to follow the Earth’s cur-
vature. One factor is that the electromagnetic wave induces a current in the Earth’s
surface, the result of which is to slow the wavefront near the Earth, causing the
wavefront to tilt downward and hence follow the Earth’s curvature. Another factor
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Table 4.5 Frequency Bands

Band Frequency Range | Free-Space Propagation Characteristics Typical Use
Wavelength Range
ELF (extremely low 30 to 300 Hz 10,000 to 1000 km GW Power line frequencies; used by
frequency) some home control systems
VF (voice frequency) 300 to 3000 Hz 1000 to 100 km GW Used by the telephone system for
analog subscriber lines
VLEF (very low frequency) 3 to 30 kHz 100 to 10 km GW; low attenuation day and Long-range navigation; submarine
night; high atmospheric noise level | communication
LF (low frequency) 30 to 300 kHz 10to 1 km GW; slightly less reliable than Long-range navigation; marine
VLF; absorption in daytime communication radio beacons
MF (medium frequency) 300 to 3000 kHz 1,000 to 100 m GW and night SW; attenuation Maritime radio; direction finding;
low at night, high in day; AM broadcasting
atmospheric noise
HF (high frequency) 3 to 30 MHz 100 to 10 m SW; quality varies with time of Amateur radio; military
day, season, and frequency communication
VHEF (very high frequency) 30 to 300 MHz 10to1m LOS; scattering because of VHEF television; FM broadcast
temperature inversion; cosmic and two-way radio, AM aircraft
noise communication; aircraft
navigational aids
UHEF (ultra high frequency) 300 to 3000 MHz 100 to 10 cm LOS; cosmic noise UHF television; cellular telephone;
radar; microwave links; personal
communications systems
SHF (super high frequency) | 3 to 30 GHz 10 to 1 cm LOS; rainfall attenuation above 10 | Satellite communication; radar;
GHz; atmospheric attenuation due | terrestrial microwave links; wireless
to oxygen and water vapor local loop
EHF (extremely high 30 to 300 GHz 10 to 1 mm LOS; atmospheric attenuation due | Experimental; wireless local loop;
frequency) to oxygen and water vapor radio astronomy
Infrared 300 GHz to 400 THz 1 mm to 770 nm LOS Infrared LANS; consumer electronic
applications
Visible light 400 to 900 THz 770 to 330 nm LOS Optical communication
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Figure 4.11 Wireless Propagation Modes

is diffraction, which is a phenomenon having to do with the behavior of electromag-
netic waves in the presence of obstacles. Electromagnetic waves in this frequency
range are scattered by the atmosphere in such a way that they do not penetrate the
upper atmosphere.

The best-known example of ground wave communication is AM radio.
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Sky Wave Propagation

Sky wave propagation is used for amateur radio and international broadcasts
such as BBC and Voice of America. With sky wave propagation, a signal from an
earth-based antenna is reflected from the ionized layer of the upper atmosphere
(ionosphere) back down to Earth. Although it appears the wave is reflected from
the ionosphere as if the ionosphere were a hard reflecting surface, the effect is in
fact caused by refraction. Refraction is described subsequently.

A sky wave signal can travel through a number of hops, bouncing back and
forth between the ionosphere and the Earth’s surface (Figure 4.11b). With this
propagation mode, a signal can be picked up thousands of kilometers from the
transmitter.

Line-of-Sight Propagation

Above 30 MHz, neither ground wave nor sky wave propagation modes operate,
and communication must be by line of sight (Figure 4.11c). For satellite commu-
nication, a signal above 30 MHz is not reflected by the ionosphere and therefore
a signal can be transmitted between an earth station and a satellite overhead that
is not beyond the horizon. For ground-based communication, the transmitting and
receiving antennas must be within an effective line of sight of each other. The term
effective is used because microwaves are bent or refracted by the atmosphere. The
amount and even the direction of the bend depend on conditions, but generally
microwaves are bent with the curvature of the Earth and will therefore propagate
farther than the optical line of sight.

RerracTioN Before proceeding, a brief discussion of refraction is warranted.
Refraction occurs because the velocity of an electromagnetic wave is a function
of the density of the medium through which it travels. In a vacuum, an electro-
magnetic wave (such as light or a radio wave) travels at approximately 3 x 108 m/s.
This is the constant, ¢, commonly referred to as the speed of light, but actually refer-
ring to the speed of light in a vacuum.? In air, water, glass, and other transparent or
partially transparent media, electromagnetic waves travel at speeds less than c.

When an electromagnetic wave moves from a medium of one density to a
medium of another density, its speed changes. The effect is to cause a one-time bend-
ing of the direction of the wave at the boundary between the two media. Moving
from a less dense to a more dense medium, the wave bends toward the more dense
medium. This phenomenon is easily observed by partially immersing a stick in water.

The index of refraction, or refractive index, of one medium relative to another
is the sine of the angle of incidence divided by the sine of the angle of refraction.
The index of refraction is also equal to the ratio of the respective velocities in the
two media. The absolute index of refraction of a medium is calculated in comparison
with that of a vacuum. Refractive index varies with wavelength, so that refractive
effects differ for signals with different wavelengths.

Although an abrupt, one-time change in direction occurs as a signal moves
from one medium to another, a continuous, gradual bending of a signal occurs if it is

2The exact value is 299,792,458 m/s.
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moving through a medium in which the index of refraction gradually changes. Under
normal propagation conditions, the refractive index of the atmosphere decreases
with height so that radio waves travel more slowly near the ground than at higher
altitudes. The result is a slight bending of the radio waves toward the Earth.

Oprt1IicAL AND RapIo LINE oF SicHT The term optical line of sight refers to the
straight-line propagation of light waves; the term radio line of sight, or effective line
of sight, refers to the propagation of radio waves bent by the curvature of the earth.
With no intervening obstacles, the optical LOS can be expressed as

d =3.57Vh

where d is the distance between an antenna and the horizon in kilometers and / is the
antenna height in meters. The radio LOS to the horizon is expressed as (Figure 4.12)

d = 3.57TVKh

where K is an adjustment factor to account for the refraction. A good rule of thumb
is K =4/3. Thus, the maximum distance between two antennas for LOS propagation
is 3.57VKhy + VKh,, where h; and h, are the heights of the two antennas.

EXAMPLE 4.5 The maximum distance between two antennas for LOS trans-
mission if one antenna is 100 m high and the other is at ground level is:

d = 3.57VKh = 3.57V133 = 41km

Now suppose that the receiving antenna is 10 m high. To achieve the same
distance, how high must the transmitting antenna be? The result is:

41 = 3.57(VKh; + V133)

41
VK =357

hy = 7.84%/1.33 = 462m

— V133 = 7.84

This is a savings of over 50 m in the height of the transmitting antenna. This
example illustrates the benefit of raising receiving antennas above ground level
to reduce the necessary height of the transmitter.
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4.4 LINE-OF-SIGHT TRANSMISSION

Section 3.3 discusses various transmission impairments common to both guided and
wireless transmission. In this section, we extend the discussion to examine some
impairments specific to wireless line-of-sight transmission.

Free Space Loss

For any type of wireless communication the signal disperses with distance.
Therefore, an antenna with a fixed area receives less signal power the farther it is
from the transmitting antenna. For satellite communication this is the primary mode
of signal loss. Even if no other sources of attenuation or impairment are assumed, a
transmitted signal attenuates over distance because the signal is being spread over
a larger and larger area. This form of attenuation is known as free space loss, which
can be expressed in terms of the ratio of the radiated power P; to the power P,
received by the antenna or, in decibels, by taking 10 times the log of that ratio. For
the ideal isotropic antenna, free space loss is

P (4md)®  (4mfd)’

R 4.3)

where

= signal power at the transmitting antenna
= signal power at the receiving antenna

= carrier wavelength

= propagation distance between antennas
= speed of light (3 X 10%m/s)

o &>137:U

where d and X are in the same units (e.g., meters).
This can be recast as:>

P, 4rd’\? 4mrd
Lqg =10 logFt =10 10g<;> =20 log<7; )substituting from Equation (4.3)

Lgg = —20 log(A) + 20 log(d) + 21.98dB

r

And using Af = c.

4arfd
Ly =20 log( —— ) = 20 log(f) + 20 log(d) — 147.56dB 4.4)

Figure 4.13 illustrates the free space loss equation.

3As was mentioned in Appendix 3A, there is some inconsistency in the literature over the use of the
terms gain and loss. Equation (4.4) follows the convention of Equation (3.3).
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Figure 4.13 Free Space Loss

For other antennas, we must take into account the gain of the antenna, which
yields the following free space loss equation:
P, (4m)(d’ (M) (ed)

P, GGX  AA fAA

where
G, = gain of the transmitting antenna

G, = gain of the receiving antenna

2
I

effective area of the transmitting antenna
A, = effective area of the receiving antenna
The third fraction is derived from the second fraction using the relationship
between antenna gain and effective area defined in Equation (4.1). We can recast
the loss equation as:
Lgg = 20 log(A) + 20 log(d) — 10 log(AA,)
=20 log(f) + 20 log(d) — 10 log(A,A,) + 169.54 dB 4.5)
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Thus, for the same antenna dimensions and separation, the longer the carrier wave-
length (lower the carrier frequency f), the higher is the free space path loss. It is
interesting to compare Equations (4.4) and (4.5). Equation (4.4) indicates that as
the frequency increases, the free space loss also increases, which would suggest that
at higher frequencies, losses become more burdensome. However, Equation (4.5)
shows that we can easily compensate for this increased loss with antenna gains.
In fact other factors remaining constant, there is a net gain at higher frequencies.
Equation (4.4) shows that at a fixed distance an increase in frequency results in an
increased loss measured by 20 log(f). However, if we take into account antenna gain
and fix antenna area, then the change in loss is measured by —20 log(f); that is, there
is actually a decrease in loss at higher frequencies.

EXAMPLE 4.6 Determine the isotropic free space loss at 4 GHz for the
shortest path to a synchronous satellite from Earth (35,863 km). At 4 GHz, the
wavelength is (3 x 108)/(4 x 10°) = 0.075 m. Then, using Equation (4.4)

Lagg = 201log(4 X 10%) + 2010g(35.853 X 10°) — 147.56 = 195.6dB

Now consider the antenna gain of both the satellite- and ground-based antennas.
Typical values are 44 dB and 48 dB, respectively. The free space loss is

Lgg = 195.6 — 44 — 48 = 103.6dB

Now assume a transmit power of 250 W at the earth station. What is the power
received at the satellite antenna? A power of 250 W translates into 24 dBW, so
the power at the receiving antenna is 24 — 103.6 = —79.6dBW.

Atmospheric Absorption

An additional loss between the transmitting and receiving antennas is atmo-
spheric absorption. Water vapor and oxygen contribute most to attenuation.
A peak attenuation occurs in the vicinity of 22 GHz due to water vapor. At fre-
quencies below 15 GHz, the attenuation is less. The presence of oxygen results in
an absorption peak in the vicinity of 60 GHz but contributes less at frequencies
below 30 GHz. Rain and fog (suspended water droplets) cause scattering of radio
waves that results in attenuation. In this context, the term scattering refers to the
production of waves of changed direction or frequency when radio waves encoun-
ter matter. This can be a major cause of signal loss. Thus, in areas of significant
precipitation, either path lengths have to be kept short or lower-frequency bands
should be used.

Multipath

For wireless facilities where there is a relatively free choice of where antennas are
to be located, they can be placed so that if there are no nearby interfering obstacles,



4.4 / LINE-OF-SIGHT TRANSMISSION 143

there is a direct line-of-sight path from transmitter to receiver. This is generally
the case for many satellite facilities and for point-to-point microwave. In other
cases, such as mobile telephony, there are obstacles in abundance. The signal can be
reflected by such obstacles so that multiple copies of the signal with varying delays
can be received. In fact, in extreme cases, there may be no direct signal. Depending
on the differences in the path lengths of the direct and reflected waves, the com-
posite signal can be either larger or smaller than the direct signal. Reinforcement
and cancellation of the signal resulting from the signal following multiple paths can
be controlled for communication between fixed, well-sited antennas, and between
satellites and fixed ground stations. One exception is when the path goes across
water, where the wind keeps the reflective surface of the water in motion. For
mobile telephony and communication to antennas that are not well sited, multipath
considerations can be paramount.

Figure 4.14 illustrates in general terms the types of multipath interference
typical in terrestrial, fixed microwave and in mobile communications. For fixed
microwave, in addition to the direct line of sight, the signal may follow a curved
path through the atmosphere due to refraction and the signal may also reflect from
the ground. For mobile communications, structures and topographic features pro-
vide reflection surfaces.

(a) Microwave line of sight

A
A
L~ L~
o ~d
al —
— "
L —
] —

/
:

(b) Mobile radio
Figure 4.14 Examples of Multipath Interference
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Refraction

Radio waves are refracted (or bent) when they propagate through the atmosphere.
The refraction is caused by changes in the speed of the signal with altitude or by
other spatial changes in the atmospheric conditions. Normally, the speed of the
signal increases with altitude, causing radio waves to bend downward. However, on
occasion, weather conditions may lead to variations in speed with height that differ
significantly from the typical variations. This may result in a situation in which only
a fraction or no part of the line-of-sight wave reaches the receiving antenna.

4.5 RECOMMENDED READING

Detailed descriptions of the transmission characteristics of the transmission media
discussed in this chapter can be found in [FREE98b]. A less technical but excellent
resource is [OLIV(09]. [BOREY7] is a thorough treatment of optical fiber trans-
mission components. Another good paper on the subject is [WILL97]. [RAMAO06]
surveys optical network technologies. [FREEQ2] is a detailed technical reference on
optical fiber. [STALOO] discusses the characteristics of transmission media for LANs
in greater detail.

For a more thorough treatment on wireless transmission and propagation, see
[STALOS] and [RAPP02]. [FREEOQ7] is an excellent detailed technical reference on
wireless topics.
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4.6 KEY TERMS, REVIEW QUESTIONS, AND PROBLEMS

Key Terms
antenna guided media satellite
antenna gain index of refraction shielded twisted pair
atmospheric absorption infrared (STP)

attenuation

attenuation-to-crosstalk
ratio (ACR)

broadcast radio

buffer coating

cladding

coaxial cable

core

directional antenna

downlink

earth stations

effective area

fiber optic cable

free space loss

global positioning system
(GPS)

graded-index multimode

ground wave propagation

insertion loss

isotropic antenna

jacket

line of sight (LOS)

microwave frequencies

multipath

near-end crosstalk (NEXT)
loss

omnidirectional antenna

optical fiber strand

optical LOS

parabolic reflective antenna

radio

radio LOS

reflection

refraction

refractive index

scattering

single-mode propagation

sky wave propagation

step-index multimode

subscriber loops

terrestrial microwave

total internal reflection

transmission medium

transponder channels

transponders

twisted pair

unguided media

unshielded twisted pair
(UTP)

uplink

wavelength division
multiplexing (WDM)

wireless transmission

Review Questions

4.1. Why are the wires twisted in twisted-pair copper wire?
4.2. What are some major limitations of twisted-pair wire?

4.3. What is the difference between unshielded twisted pair and shielded twisted pair?
4.4. Describe the components of optical fiber cable.
4.5. What are some major advantages and disadvantages of microwave transmission?
4.6. What is direct broadcast satellite (DBS)?
4.7. Why must a satellite have distinct uplink and downlink frequencies?
4.8. Indicate some significant differences between broadcast radio and microwave.
4.9. What two functions are performed by an antenna?

4.10. What is an isotropic antenna?

4.11. What is the advantage of a parabolic reflective antenna?

4.12. What factors determine antenna gain?

4.13. What is the primary cause of signal loss in satellite communications?

4.14. What is refraction?

4.15. What is the difference between diffraction and scattering?
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Problems

4.1.

4.2.

4.3.

4.4.

4.5.

4.6.

4.7.

4.8.

4.9.

4.10.

4.11.

Suppose that data are stored on 8.54-Gbyte single-sided, double-layer DVDs that
weigh 15 g each. Suppose that an Eurostar rail service train, London to Paris via
Chunnel, carries 10* kg of these DVDs. The great circle distance of the line is 640 km
and the traveling time is 2 hours, 15 minutes. What is the data transmission rate in bits
per second of this system?

A telephone line is known to have a loss of 20 dB. The input signal power is measured
as 0.5 W, and the output noise level is measured as 4.5 uW. Using this information,
calculate the output signal-to-noise ratio in dB.

Given a 100-watt power source, what is the maximum allowable length for the follow-
ing transmission media if a signal of 1 watt is to be received?

a. 24-gauge (0.5 mm) twisted pair operating at 300 kHz

b. 24-gauge (0.5 mm) twisted pair operating at 1 MHz

¢. 0.375-inch (9.5 mm) coaxial cable operating at 1 MHz

d. 0.375-inch (9.5 mm) coaxial cable operating at 25 MHz

e. optical fiber operating at its optimal frequency

Coaxial cable is a two-wire transmission system. What is the advantage of connecting
the outer conductor to ground?

Show that doubling the transmission frequency or doubling the distance between
transmitting antenna and receiving antenna attenuates the power received by 6 dB.

It turns out that the depth in the ocean to which airborne electromagnetic signals can
be detected grows with the wavelength. Therefore, the military got the idea of using
very long wavelengths corresponding to about 30 Hz to communicate with subma-
rines throughout the world. It is desirable to have an antenna that is about one-half
wavelength long. How long would that be?

The audio power of the human voice is concentrated at about 300 Hz. Antennas of

the appropriate size for this frequency are impracticably large, so that to send voice

by radio the voice signal must be used to modulate a higher (carrier) frequency for
which the natural antenna size is smaller.

a. What is the length of an antenna one-half wavelength long for sending radio at
300 Hz?

b. An alternative is to use a modulation scheme, as described in Chapter 5, for trans-
mitting the voice signal by modulating a carrier frequency, so that the bandwidth
of the signal is a narrow band centered on the carrier frequency. Suppose we
would like a half-wave antenna to have a length of 1 m. What carrier frequency
would we use?

Stories abound of people who receive radio signals in fillings in their teeth. Suppose

you have one filling that is 2.5 mm (0.0025 m) long that acts as a radio antenna. That

is, it is equal in length to one-half the wavelength. What frequency do you receive?

You are communicating between two satellites. The transmission obeys the free space

law. The signal is too weak. Your vendor offers you two options. The vendor can use

a higher frequency that is twice the current frequency or can double the effective area

of both of the antennas. Which will offer you more received power or will both offer

the same improvement, all other factors remaining equal? How much improvement
in the received power do you obtain from the best option?

In satellite communications, different frequency bands are used for the uplink and

the downlink. Discuss why this pattern occurs.

For radio transmission in free space, signal power is reduced in proportion to the

square of the distance from the source, whereas in wire transmission, the attenuation

is a fixed number of dB per kilometer. The following table is used to show the dB
reduction relative to some reference for free space radio and uniform wire. Fill in the
missing numbers to complete the table.
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Distance (km) Radio (dB) Wire (dB)
1 -6 -3

2

4

8

16

Section 4.2 states that if a source of electromagnetic energy is placed at the focus of
the paraboloid, and if the paraboloid is a reflecting surface, then the wave will bounce
back in lines parallel to the axis of the paraboloid. To demonstrate this, consider the
parabola y? = 2px shown in Figure 4.15. Let P(x;, y;) be a point on the parabola, and
PF be the line from P to the focus. Construct the line L through P parallel to the
x-axis and the line M tangent to the parabola at P. The angle between L and M is B,
and the angle between PF and M is «. The angle « is the angle at which a ray from F
strikes the parabola at P. Because the angle of incidence equals the angle of reflec-
tion, the ray reflected from P must be at an angle « to M. Thus, if we can show that
a = B, we have demonstrated that rays reflected from the parabola starting at F will
be parallel to the x-axis.

a. First show that tan 8 = (p/y;). Hint: Recall from trigonometry that the slope of a
line is equal to the tangent of the angle the line makes with the positive x-direction.
Also recall that the slope of the line tangent to a curve at a given point is equal to
the derivative of the curve at that point.

b. Now show that tan @ = (p/y;), which demonstrates that « = B. Hint: Recall from
trigonometry that the formula for the tangent of the difference between two
angles ay and a5 is tan(a, — «1) = (tan @, — tan a)/(1 + tan a, X tan ay).

M
y
B
P(xb yl) L
o
0 F(p72, 0 X

Figure 4.15 Parabolic Reflection
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4.13.

4.14.

4.15.

4.16.

4.17.

4.18.

It is often more convenient to express distance in km rather than m and frequency in
MHz rather than Hz. Rewrite Equation (4.4) using these dimensions.

Suppose a transmitter produces 50 W of power.

a. Express the transmit power in units of dBm and dBW.

b. If the transmitter’s power is applied to a unity gain antenna with a 900 MHz carrier
frequency, what is the received power in dBm at a free space distance of 100 m?

c. Repeat (b) for a distance of 10 km.

d. Repeat (c) but assume a receiver antenna gain of 2.

A microwave transmitter has an output of 0.1 W at 2 GHz. Assume that this transmit-

ter is used in a microwave communication system where the transmitting and receiving

antennas are parabolas, each 1.2 m in diameter.

a. What is the gain of each antenna in decibels?

b. Taking into account antenna gain, what is the effective radiated power of the
transmitted signal?

c. If the receiving antenna is located 24 km from the transmitting antenna over a
free space path, find the available signal power out of the receiving antenna in
dBm units.

Section 4.3 states that with no intervening obstacles, the optical line of sight can be
expressed as d = 3.57Vh, where d is the distance between an antenna and the hori-
zon in kilometers and /4 is the antenna height in meters. Using a value for the Earth’s
radius of 6370 km, derive this equation. Hint: Assume that the antenna is perpendicu-
lar to the Earth’s surface, and note that the line from the top of the antenna to the
horizon forms a tangent to the Earth’s surface at the horizon. Draw a picture showing
the antenna, the line of sight, and the Earth’s radius to help visualize the problem.
Determine the height of an antenna for a TV station that must be able to reach
customers up to 80 km away.

Suppose a ray of visible light passes from the atmosphere into water at an angle to
the horizontal of 30°. What is the angle of the ray in the water? Note: At standard
atmospheric conditions at the Earth’s surface, a reasonable value for refractive index
is 1.0003. A typical value of refractive index for water is 4/3.
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LEARNING OBJECTIVES

After studying this chapter, you should be able to:

¢ Understand how both analog and digital information can be encoded as
either analog or digital signals.

¢ Present an overview of the basic methods of encoding digital data into a
digital signal.

¢ Present an overview of the basic methods of encoding digital data into
an analog signal.

¢ Present an overview of the basic methods of encoding analog data into a
digital signal.

In Chapter 3 a distinction was made between analog and digital data, and ana-
log and digital signals. Figure 3.14 suggested that either form of data could be
encoded into either form of signal.

Figure 5.1 is another depiction that emphasizes the process involved.
For digital signaling, a data source g(¢), which may be either digital or analog,
is encoded into a digital signal x(¢). The actual form of x(f) depends on the
encoding technique and is chosen to optimize use of the transmission medium.
For example, the encoding may be chosen to conserve bandwidth or to mini-
mize errors.

The basis for analog signaling is a continuous constant-frequency signal
known as the carrier signal. The frequency of the carrier signal is chosen to be
compatible with the transmission medium being used. Data may be transmit-
ted using a carrier signal by modulation. Modulation is the process of encoding
source data onto a carrier signal with frequency f.. All modulation techniques
involve operation on one or more of the three fundamental carrier signal
parameters: amplitude, frequency, and phase.

The input signal m(7) may be analog or digital and is called the modulat-
ing signal or baseband signal. The result of modulating the carrier signal is
called the modulated signal s(¢). As Figure 5.1b indicates, s(¢) is a bandlimited
(bandpass) signal. The location of the bandwidth on the spectrum is related to
f. and is often centered on f,. Again, the actual form of the encoding is chosen
to optimize some characteristics of the transmission.

Each of the four possible combinations depicted in Figure 5.1 is in wide-
spread use. The reasons for choosing a particular combination for any given
communication task vary. We list here some representative reasons:
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(b) Modulation onto an analog signal

Figure 5.1 Encoding and Modulation Techniques

¢ Digital data, digital signal: In general, the equipment for encoding digital data
into a digital signal is less complex and less expensive than digital-to-analog
modulation equipment.

e Analog data, digital signal: Conversion of analog data to digital form permits
the use of modern digital transmission and switching equipment. The advan-
tages of the digital approach were outlined in Section 3.2.

¢ Digital data, analog signal: Some transmission media, such as optical fiber and
unguided media, will only propagate analog signals.

* Analog data, analog signal: Analog data in electrical form can be transmit-
ted as baseband signals easily and cheaply. This is done with voice trans-
mission over voice-grade lines. One common use of modulation is to shift
the bandwidth of a baseband signal to another portion of the spectrum. In
this way multiple signals, each at a different position on the spectrum, can
share the same transmission medium. This is known as frequency division
multiplexing.

This chapter discusses the encoding for the first three of these combinations.
The case of encoding analog data as analog signals is somewhat more complex
mathematically.

5.1 DIGITAL DATA, DIGITAL SIGNALS

A digital signal is a sequence of discrete, discontinuous voltage pulses. Each pulse is
a signal element. Binary data are transmitted by encoding each data bit into signal
elements. In the simplest case, there is a one-to-one correspondence between bits
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and signal elements. An example is shown in Figure 3.16, in which binary 1 is repre-
sented by a lower voltage level and binary 0 by a higher voltage level. We show in
this section that a variety of other encoding schemes are also used.

First, we define some terms. If the signal elements all have the same algebraic
sign, that is, all positive or negative, then the signal is unipolar. In polar signaling,
one logic state is represented by a positive voltage level and the other by a negative
voltage level. The data signaling rate, or just data rate, of a signal is the rate, in bits
per second, that data are transmitted. The duration or length of a bit is the amount
of time it takes for the transmitter to emit the bit; for a data rate R, the bit dura-
tion is 1/R. The modulation rate, by contrast, is the rate at which the signal level is
changed. This will depend on the nature of the digital encoding, as explained later.
The modulation rate is expressed in baud, which means signal elements per second.
Finally, the terms mark and space, for historical reasons, refer to the binary digits 1
and 0, respectively. Table 5.1 summarizes key terms; these should be clearer when
we see an example later in this section.

The tasks involved in interpreting digital signals at the receiver can be sum-
marized by again referring to Figure 3.16. First, the receiver must know the timing
of each bit; that is, the receiver must know with some accuracy when a bit begins
and ends. Second, the receiver must determine whether the signal level for each bit
position is high (0) or low (1). In Figure 3.16, these tasks are performed by sampling
each bit position in the middle of the interval and comparing the value to a thresh-
old. Because of noise and other impairments, there will be errors, as shown.

What factors determine how successful the receiver will be in interpreting the
incoming signal? We saw in Chapter 3 that three factors are important: the signal-
to-noise ratio (SNR), the data rate, and the bandwidth. With other factors held
constant, the following statements are true:

 Anincrease in data rate increases bit error rate (BER).!
¢ An increase in SNR decreases bit error rate.

e An increase in bandwidth allows an increase in data rate.

Table 5.1 Key Data Transmission Terms

Term Units Definition
Data element Bits A single binary one or zero
Data rate Bits per second (bps) The rate at which data elements are transmitted
Signal element Digital: a voltage pulse of That part of a signal that occupies the shortest
constant amplitude interval of a signaling code
Analog: a pulse of constant
frequency, phase, and amplitude
Signaling rate or Signal elements per second The rate at which signal elements are
modulation rate (baud) transmitted

The BER is the most common measure of error performance on a data circuit and is defined as the
probability that a bit is received in error. It is also called the bit error ratio. This latter term is clearer,
because the term rate typically refers to some quantity that varies with time. Unfortunately, most books
and standards documents refer to the R in BER as rate.
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Table 5.2 Definition of Digital Signal Encoding Formats

Nonreturn to Zero-Level (NRZ-L)

0= high level

1=1low level

Nonreturn to Zero Inverted (NRZI)

0 =no transition at beginning of interval (one bit time)

1 = transition at beginning of interval

Bipolar-AMI

0 =no line signal

1 = positive or negative level, alternating for successive ones
Pseudoternary

0 = positive or negative level, alternating for successive zeros
1 =no line signal

Manchester

0 = transition from high to low in middle of interval

1 = transition from low to high in middle of interval
Differential Manchester

Always a transition in middle of interval

0 = transition at beginning of interval

1 =no transition at beginning of interval

B8ZS

Same as bipolar AMI, except that any string of eight zeros is replaced by a string with two code violations
HDB3

Same as bipolar AMI, except that any string of four zeros is replaced by a string with one code violation

There is another factor that can be used to improve performance, and that is
the encoding scheme. The encoding scheme is simply the mapping from data bits
to signal elements. A variety of approaches have been tried. In what follows, we
describe some of the more common ones; they are defined in Table 5.2.

EXAMPLE 5.1 Figure 5.2 shows the signal encoding for the binary sequence
01001100011 using six different signal encoding schemes.

Before describing these techniques, let us consider the following ways of eval-
uating or comparing the various techniques.

e Signal spectrum: Several aspects of the signal spectrum are important. A lack
of high-frequency components means that less bandwidth is required for trans-
mission. In addition, lack of a direct-current (dc) component is also desirable.
With a de component to the signal, there must be direct physical attachment of
transmission components. With no dc component, ac coupling via transformer
is possible; this provides excellent electrical isolation, reducing interference.
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Figure 5.2 Digital Signal Encoding Formats

Differential
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Finally, the magnitude of the effects of signal distortion and interference
depends on the spectral properties of the transmitted signal. In practice, it
usually happens that the transmission characteristics of a channel are worse
near the band edges. Therefore, a good signal design should concentrate the
transmitted power in the middle of the transmission bandwidth. In such a case,
a smaller distortion should be present in the received signal. To meet this
objective, codes can be designed with the aim of shaping the spectrum of the
transmitted signal.

* Clocking: We mentioned the need to determine the beginning and end of each
bit position. This is no easy task. One rather expensive approach is to pro-
vide a separate clock lead to synchronize the transmitter and receiver. The
alternative is to provide some synchronization mechanism that is based on the
transmitted signal. This can be achieved with suitable encoding, as explained
subsequently.

e Error detection: We will discuss various error-detection techniques in Chapter
6 and show that these are the responsibility of a layer of logic above the signal-
ing level that is known as data link control. However, it is useful to have some
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error-detection capability built into the physical signaling encoding scheme.
This permits errors to be detected more quickly.

e Signal interference and noise immunity: Certain codes exhibit superior per-
formance in the presence of noise. Performance is usually expressed in terms
of a BER.

e Cost and complexity: Although digital logic continues to drop in price, this
factor should not be ignored. In particular, the higher the signaling rate to
achieve a given data rate, the greater the cost. We shall see that some codes
require a signaling rate that is greater than the actual data rate.

We now turn to a discussion of various techniques.

Nonreturn to Zero (NRZ)

The most common, and easiest, way to transmit digital signals is to use two differ-
ent voltage levels for the two binary digits. Codes that follow this strategy share the
property that the voltage level is constant during a bit interval; there is no transi-
tion (no return to a zero voltage level). For example, the absence of voltage can be
used to represent binary 0, with a constant positive voltage used to represent binary
1. More commonly, a negative voltage represents one binary value and a positive
voltage represents the other. This latter code, known as Nonreturn to Zero-Level
(NRZ-L), is illustrated” in Figure 5.2. NRZ-L is typically the code used to generate
or interpret digital data by terminals and other devices. If a different code is to be
used for transmission, it is generated from an NRZ-L signal by the transmission sys-
tem [in terms of Figure 5.1, NRZ-L is g(¢) and the encoded signal is x()].

A variation of NRZ is known as NRZI (Nonreturn to Zero, invert on ones). As
with NRZ-L, NRZI maintains a constant voltage pulse for the duration of a bit time.
The data themselves are encoded as the presence or absence of a signal transition at
the beginning of the bit time. A transition (low to high or high to low) at the beginning
of a bit time denotes a binary 1 for that bit time; no transition indicates a binary 0.

NRZI is an example of differential encoding. In differential encoding, the
information to be transmitted is represented in terms of the changes between suc-
cessive signal elements rather than the signal elements themselves. The encoding
of the current bit is determined as follows: If the current bit is a binary 0, then the
current bit is encoded with the same signal as the preceding bit; if the current bit is
a binary 1, then the current bit is encoded with a different signal than the preceding
bit. One benefit of differential encoding is that it may be more reliable to detect a
transition in the presence of noise than to compare a value to a threshold. Another
benefit is that with a complex transmission layout, it is easy to lose the sense of the
polarity of the signal. For example, on a multidrop twisted-pair line, if the leads
from an attached device to the twisted pair are accidentally inverted, all 1s and Os
for NRZ-L will be inverted. This does not happen with differential encoding.

The NRZ codes are the easiest to engineer and, in addition, make efficient use
of bandwidth. This latter property is illustrated in Figure 5.3, which compares the

2In this figure, a negative voltage is equated with binary 1 and a positive voltage with binary 0. This is the
opposite of the definition used in virtually all other textbooks. The definition here conforms to the use of
NRZ-L in data communications interfaces and the standards that govern those interfaces.
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Figure 5.3 Spectral Density of Various Signal Encoding Schemes

spectral density of various encoding schemes. In the figure, frequency is normalized
to the data rate. Most of the energy in NRZ and NRZI signals is between dc and half
the bit rate. For example, if an NRZ code is used to generate a signal with data rate
of 9600 bps, most of the energy in the signal is concentrated between dc and 4800 Hz.

The main limitations of NRZ signals are the presence of a dc component and
the lack of synchronization capability. To picture the latter problem, consider that
with a long string of 1s or Os for NRZ-L or a long string of Os for NRZI, the output is
a constant voltage over a long period of time. Under these circumstances, any drift
between the clocks of transmitter and receiver will result in loss of synchronization
between the two.

Because of their simplicity and relatively low-frequency response characteris-
tics, NRZ codes are commonly used for digital magnetic recording. However, their
limitations make these codes unattractive for signal transmission applications.

Multilevel Binary

Multilevel binary encoding techniques address some of the deficiencies of the
NRZ codes. These codes use more than two signal levels. Two examples of this
scheme are illustrated in Figure 5.2, bipolar-AMI (alternate mark inversion) and
pseudoternary.’

In the case of the bipolar-AMI scheme, a binary 0 is represented by no line
signal, and a binary 1 is represented by a positive or negative pulse. The binary

3These terms are not used consistently in the literature. In some books, these two terms are used for
different encoding schemes than those defined here, and a variety of terms have been used for the two
schemes illustrated in Figure 5.2. The nomenclature used here corresponds to the usage in various ITU-T
standards documents.
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1 pulses must alternate in polarity. There are several advantages to this approach.
First, there will be no loss of synchronization if a long string of 1s occurs. Each 1
introduces a transition, and the receiver can resynchronize on that transition. A long
string of Os would still be a problem. Second, because the 1 signals alternate in volt-
age from positive to negative, there is no net dc component. Also, the bandwidth of
the resulting signal is considerably less than the bandwidth for NRZ (Figure 5.3).
Finally, the pulse alternation property provides a simple means of error detection.
Any isolated error, whether it deletes a pulse or adds a pulse, causes a violation of
this property.

The comments of the previous paragraph also apply to pseudoternary. In this
case, it is the binary 1 that is represented by the absence of a line signal, and the
binary 0 by alternating positive and negative pulses. There is no particular advan-
tage of one technique versus the other, and each is the basis of some applications.

Although a degree of synchronization is provided with these codes, a long
string of Os in the case of AMI or 1s in the case of pseudoternary still presents a prob-
lem. Several techniques have been used to address this deficiency. One approach is
to insert additional bits that force transitions. This technique is used in ISDN (inte-
grated services digital network) for relatively low data rate transmission. Of course,
at a high data rate, this scheme is expensive, because it results in an increase in an
already high signal transmission rate. To deal with this problem at high data rates,
a technique that involves scrambling the data is used. We examine two examples of
this technique later in this section.

Thus, with suitable modification, multilevel binary schemes overcome the
problems of NRZ codes. Of course, as with any engineering design decision, there is
a trade-off. With multilevel binary coding, the line signal may take on one of three
levels, but each signal element, which could represent log, 3 = 1.58 bits of informa-
tion, bears only one bit of information. Thus multilevel binary is not as efficient
as NRZ coding. Another way to state this is that the receiver of multilevel binary
signals has to distinguish between three levels (+A, —A, 0) instead of just two levels
in the signaling formats previously discussed. Because of this, the multilevel binary
signal requires approximately 3 dB more signal power than a two-valued signal for
the same probability of bit error. This is illustrated in Figure 5.4. Put another way,
the bit error rate for NRZ codes, at a given signal-to-noise ratio, is significantly less
than that for multilevel binary.

Biphase

There is another set of coding techniques, grouped under the term biphase, that
overcomes the limitations of NRZ codes. Two of these techniques, Manchester and
differential Manchester, are in common use.

In the Manchester code, there is a transition at the middle of each bit period.
The midbit transition serves as a clocking mechanism and also as data: A low-to-high
transition represents a 1, and a high-to-low transition represents a 0.* In differential

*The definition of Manchester presented here is the opposite of that used in a number of respectable
textbooks, in which a low-to-high transition represents a binary 0 and a high-to-low transition represents
a binary 1. Here, we conform to industry practice and to the definition used in the various LAN stan-
dards, such as IEEE 802.3.
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Figure 5.4 Theoretical Bit Error Rate for Various
Encoding Schemes

Manchester, the midbit transition is used only to provide clocking. The encoding of
a 0 is represented by the presence of a transition at the beginning of a bit period,
and a 1 is represented by the absence of a transition at the beginning of a bit period.
Differential Manchester has the added advantage of employing differential encoding.

All of the biphase techniques require at least one transition per bit time and
may have as many as two transitions. Thus, the maximum modulation rate is twice
that for NRZ; this means that the bandwidth required is correspondingly greater.
On the other hand, the biphase schemes have several advantages:

¢ Synchronization: Because there is a predictable transition during each bit time,
the receiver can synchronize on that transition. For this reason, the biphase
codes are known as self-clocking codes.

¢ No dc component: Biphase codes have no dc component, yielding the benefits
described earlier.

e Error detection: The absence of an expected transition can be used to detect
errors. Noise on the line would have to invert both the signal before and after
the expected transition to cause an undetected error.

As can be seen from Figure 5.3, the bandwidth for biphase codes is reasonably
narrow and contains no dc component. However, it is wider than the bandwidth for
the multilevel binary codes.

Biphase codes are popular techniques for data transmission. The more com-
mon Manchester code has been specified for the IEEE 802.3 (Ethernet) standard
for baseband coaxial cable and twisted-pair bus LANs. Differential Manchester has
been specified for the IEEE 802.5 token ring LAN, using shielded twisted pair.
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Modulation Rate

When signal encoding techniques are used, a distinction needs to be made between
data rate (expressed in bits per second) and modulation rate (expressed in baud).
The data rate, or bit rate, is 1/7},, where T}, = bit duration. The modulation rate is
the rate at which signal elements are generated. Consider, for example, Manchester
encoding. The minimum size signal element is a pulse of one-half the duration of a
bit interval. For a string of all binary Os or all binary 1s, a continuous stream of such
pulses is generated. Hence, the maximum modulation rate for Manchester is 2/7,.
This situation is illustrated in Figure 5.5, which shows the transmission of a stream
of binary 1s at a data rate of 1 Mbps using NRZI and Manchester. In general,
R R

D=>= =
L log,M

5.1)

where

D = modulation rate, baud

R = data rate, bps

M =number of different signal elements = 25"

L =number of bits per signal element

One way of characterizing the modulation rate is to determine the average

number of transitions that occur per bit time. In general, this will depend on the
exact sequence of bits being transmitted. Table 5.3 compares transition rates for
various techniques. It indicates the signal transition rate in the case of a data stream

of alternating 1s and 0s, and for the data stream that produces the minimum and
maximum modulation rate.

5 bits = 5 ps

1 1 1 1 1

NRZI
e e
1 bit =
1 signal element =
1 ps
Manchester
. DI
1 bit = 1 signal element =
1 ps 0.5 ps

Figure 5.5 A Stream of Binary 1s at 1 Mbps
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Table 5.3 Normalized Signal Transition Rate of Various Digital Signal Encoding Schemes

Minimum 101010... Maximum
NRZ-L 0 (all Os or 1s) 1.0 1.0
NRZI 0 (all 0s) 0.5 1.0 (all 1s)
Bipolar-AMI 0 (all 0s) 1.0 1.0
Pseudoternary 0 (all 1s) 1.0 1.0
Manchester 1.0 (1010...) 1.0 2.0 (all Os or 1s)
Differential Manchester 1.0 (all 1s) 1.5 2.0 (all Os)

EXAMPLE 5.2 For the 11-bit binary string 01001100011 (Figure 5.2) the num-
ber of transitions for the encoding schemes discussed in this section is:

NRZ-L 5 Pseudoternary 8
NRZI 5 Manchester 16
Bipolar-AMI 7 Differential Manchester 16

Scrambling Techniques

Although the biphase techniques have achieved widespread use in local area net-
work applications at relatively high data rates (up to 10 Mbps), they have not been
widely used in long-distance applications. The principal reason for this is that they
require a high signaling rate relative to the data rate. This sort of inefficiency is
more costly in a long-distance application.

Another approach is to make use of some sort of scrambling scheme. The idea
behind this approach is simple: Sequences that would result in a constant voltage
level on the line are replaced by filling sequences that will provide sufficient transi-
tions for the receiver’s clock to maintain synchronization. The filling sequence must
be recognized by the receiver and replaced with the original data sequence. The
filling sequence is the same length as the original sequence, so there is no data rate
penalty. The design goals for this approach can be summarized as follows:

¢ No dc component

¢ No long sequences of zero-level line signals
¢ No reduction in data rate

e Error-detection capability

We now look at two scrambling techniques that are commonly used in long-
distance transmission services: B8ZS and HDB3.

The bipolar with 8-zeros substitution (B8ZS) coding scheme is commonly
used in North America. The coding scheme is based on a bipolar-AMI. We have
seen that the drawback of the AMI code is that a long string of zeros may result in
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loss of synchronization. To overcome this problem, the encoding is amended with
the following rules:

e If an octet of all zeros occurs and the last voltage pulse preceding this octet
was positive, then the eight zeros of the octet are encoded as 000+—0—+.

e If an octet of all zeros occurs and the last voltage pulse preceding this octet
was negative, then the eight zeros of the octet are encoded as 000—+0+—.

This technique forces two code violations (signal patterns not allowed in
AMI) of the AMI code, an event unlikely to be caused by noise or other transmis-
sion impairment. The receiver recognizes the pattern and interprets the octet as
consisting of all zeros.

A coding scheme that is commonly used in Europe and Japan is known as the
high-density bipolar-3 zeros (HDB3) code (Table 5.4). As before, it is based on the
use of AMI encoding. In this case, the scheme replaces strings of four zeros with
sequences containing one or two pulses. In each case, the fourth zero is replaced
with a code violation. In addition, a rule is needed to ensure that successive viola-
tions are of alternate polarity so that no dc component is introduced. Thus, if the
last violation was positive, this violation must be negative and vice versa. Table 5.4
shows that this condition is tested for by determining (1) whether the number of
pulses since the last violation is even or odd and (2) the polarity of the last pulse
before the occurrence of the four zeros.

EXAMPLE 5.3 Figure 5.6 shows the signal encoding for the binary sequence
1100000000110000010 using AMI, and then scrambled using B8ZS and HDB3.
The original sequence includes a continuous strings of eight zeros and five zeros.
B8ZS eliminates the string of eight zeros. HDB3 eliminates both strings. The
total number of transitions for this sequence is 7 for Bipolar-AMI, 12 for B8ZS,
and 14 for HDB3.

Figure 5.3 shows the spectral properties of these two codes. As can be seen,
neither has a dc component. Most of the energy is concentrated in a relatively sharp
spectrum around a frequency equal to one-half the data rate. Thus, these codes are
well suited to high data rate transmission.

Table 5.4 HDB3 Substitution Rules

Number of Bipolar Pulses (ones) since Last Substitution

Polarity of Preceding Pulse Odd Even

_ 000— +00+
4 000+ ==
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Figure 5.6 Encoding Rules for BSZS and HDB3

5.2 DIGITAL DATA, ANALOG SIGNALS

We turn now to the case of transmitting digital data using analog signals. The most
familiar use of this transformation is for transmitting digital data through the pub-
lic telephone network. The telephone network was designed to receive, switch,
and transmit analog signals in the voice-frequency range of about 300 to 3400 Hz.
It is not at present suitable for handling digital signals from the subscriber loca-
tions (although this is beginning to change). Thus digital devices are attached to
the network via a modem (modulator-demodulator), which converts digital data to
analog signals, and vice versa.

For the telephone network, modems are used that produce signals in the
voice-frequency range. The same basic techniques are used for modems that pro-
duce signals at higher frequencies (e.g., microwave). This section introduces these
techniques and provides a brief discussion of the performance characteristics of the
alternative approaches.

We mentioned that modulation involves operation on one or more of the three
characteristics of a carrier signal: amplitude, frequency, and phase. Accordingly,
there are three basic encoding or modulation techniques for transforming digital
data into analog signals, as illustrated in Figure 5.7: amplitude shift keying (ASK),
frequency shift keying (FSK), and phase shift keying (PSK). In all these cases, the
resulting signal occupies a bandwidth centered on the carrier frequency. The term
carrier frequency refers to a continuous frequency capable of being modulated or
impressed with a second (information-carrying) signal.
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(b) BFSK

(c) BPSK

Figure 5.7 Modulation of Analog Signals for Digital Data

Amplitude Shift Keying

In ASK, the two binary values are represented by two different amplitudes of the
carrier frequency. Commonly, one of the amplitudes is zero; that is, one binary digit
is represented by the presence, at constant amplitude, of the carrier, the other by
the absence of the carrier (Figure 5.7a). The resulting transmitted signal for one bit
time is

A cos(2mf,t) Dbinary 1

2
0 binary 0 (5:2)

ASK s(t) = {
where the carrier signal is A cos(27f.t). ASK is susceptible to sudden gain changes
and is a rather inefficient modulation technique. On voice-grade lines, it is typically
used only up to 1200 bps.

The ASK technique is used to transmit digital data over optical fiber. For
LED (light-emitting diode) transmitters, Equation (5.2) is valid. That is, one signal
element is represented by a light pulse while the other signal element is represented
by the absence of light. Laser transmitters normally have a fixed “bias” current that
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causes the device to emit a low light level. This low level represents one signal ele-
ment, while a higher-amplitude lightwave represents another signal element.

Frequency Shift Keying

The most common form of FSK is binary FSK (BFSK), in which the two binary
values are represented by two different frequencies near the carrier frequency
(Figure 5.7b). The resulting transmitted signal for one bit time is

BFSK s(t) =

{A cos(2mfit) Dbinary 1 (5.3)

A cos(2mfpt) binary 0

where f; and f are typically offset from the carrier frequency f, by equal but oppo-
site amounts.

Figure 5.8 shows an example of the use of BFSK for full-duplex operation
over a voice-grade line. The figure is a specification for the Bell System 108 series
modems. Recall that a voice-grade line will pass frequencies in the approximate
range 300 to 3400 Hz, and that full duplex means that signals are transmitted in
both directions at the same time. To achieve full-duplex transmission, this band-
width is split. In one direction (transmit or receive), the frequencies used to
represent 1 and 0 are centered on 1170 Hz, with a shift of 100 Hz on either side.
The effect of alternating between those two frequencies is to produce a signal
whose spectrum is indicated as the shaded area on the left in Figure 5.8. Similarly,
for the other direction (receive or transmit) the modem uses frequencies shifted
100 Hz to each side of a center frequency of 2125 Hz. This signal is indicated by
the shaded area on the right in Figure 5.8. Note that there is little overlap and thus
little interference.

BFSK is less susceptible to error than ASK. On voice-grade lines, it is typically
used up to 1200 bps. It is also commonly used for high-frequency (3 to 30 MHz)
radio transmission. It can also be used at even higher frequencies on local area net-
works that use coaxial cable.

A signal that is more bandwidth efficient, but also more susceptible to error,
is multiple FSK (MFSK), in which more than two frequencies are used. In this case

Signal strength
Spectrum of signal Spectrum of signal
transmitted in one transmitted in
direction opposite direction
| | | |
1070 1270 2025 2225 Frequency (Hz)

Figure 5.8 Full-Duplex FSK Transmission on a Voice-Grade Line
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each signaling element represents more than one bit. The transmitted MFSK signal
for one signal element time can be defined as follows:

MFSK s;(t) = A cos 2mfit, l=i=M 54
where
fi=fet @i—1-M)fy
fe =the carrier frequency
fa= the difference frequency
M =number of different signal elements = 2"
L =number of bits per signal element
To match the data rate of the input bit stream, each output signal element is
held for a period of Ty = LT seconds, where T is the bit period (data rate = 1/7).
Thus, one signal element, which is a constant-frequency tone, encodes L bits. The
total bandwidth required is 2Mf,. It can be shown that the minimum frequency sep-

aration required is 2f; = 1/T,. Therefore, the modulator requires a bandwidth of
Wy=2Mf;= MIT.

EXAMPLE 5.4 With f. = 250 kHz, f; = 25 kHz, and M = 8 (L = 3 bits), we
have the following frequency assignments for each of the eight possible 3-bit
data combinations:

fi=75kHz 000 f,=125kHz 001 f;=175kHz 010 f,=225kHz 011
fs=275kHz 100 fs=325kHz 101 f;=375kHz 110 fy=425kHz 111

This scheme can support a data rate of 1/7=2Lf; =150 kbps.

EXAMPLE 5.5 Figure 5.9 shows an example of MFSK with M = 4. An input
bit stream of 20 bits is encoded 2 bits at a time, with each of the four possible
2-bit combinations transmitted as a different frequency. The display in the figure
shows the frequency transmitted (y-axis) as a function of time (x-axis). Each
column represents a time unit 7§ in which a single 2-bit signal element is trans-
mitted. The shaded rectangle in the column indicates the frequency transmitted
during that time unit.

Data
, 01 11 00 11 11 01 10 00 00 11
-+ ]
B el Rt Sttt S B e B R f
oty =T e T T T T T T T — Je Wa
F Y e I e S B A R S s R
<
—_—
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Figure 5.9 MFSK Frequency Use (M =4)
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Phase Shift Keying
In PSK, the phase of the carrier signal is shifted to represent data.

Two-LEvEL PSK The simplest scheme uses two phases to represent the two binary
digits (Figure 5.7c) and is known as binary phase shift keying. The resulting trans-
mitted signal for one bit time is

Acos(2mfit) _ { Acos(2mf.t) binary 1

5.5
Acos(2mft + ) —Acos(2mf.t) binary 0 (55

BPSK s(t) = {
Because a phase shift of 180° () is equivalent to flipping the sine wave or
multiplying it by —1, the rightmost expressions in Equation (5.5) can be used. This
leads to a convenient formulation. If we have a bit stream, and we define d(¢) as the
discrete function that takes on the value of +1 for one bit time if the corresponding
bit in the bit stream is 1 and the value of —1 for one bit time if the corresponding bit
in the bit stream is 0, then we can define the transmitted signal as

BPSK  s,(t) = Ad(t)cos (27f.t) (5.6)

An alternative form of two-level PSK is differential PSK (DPSK). Figure 5.10
shows an example. In this scheme, a binary O is represented by sending a signal
burst of the same phase as the previous signal burst sent. A binary 1 is represented
by sending a signal burst of opposite phase to the preceding one. This term dif-
ferential refers to the fact that the phase shift is with reference to the previous bit
transmitted rather than to some constant reference signal. In differential encoding,
the information to be transmitted is represented in terms of the changes between
successive data symbols rather than the signal elements themselves. DPSK avoids
the requirement for an accurate local oscillator phase at the receiver that is matched
with the transmitter. As long as the preceding phase is received correctly, the phase
reference is accurate.

Four-LEver PSK More efficient use of bandwidth can be achieved if each signal-
ing element represents more than one bit. For example, instead of a phase shift

Figure 5.10 Differential Phase — Shift Keying (DPSK)
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of 180°, as allowed in BPSK, a common encoding technique known as quadrature
phase shift keying (QPSK) uses phase shifts separated by multiples of 7/2 (90°).

(

Acos(wact + Z) 1

Acos<27rfct + 3;) 01
QPSK s(t) = 5.7

3
A cos(erfJ - Z) 00

Acos(wact - ") 10
L 4
Thus each signal element represents two bits rather than one.

Figure 5.11 shows the QPSK modulation scheme in general terms. The input is
a stream of binary digits with a data rate of R = 1/T},, where T}, is the width of each
bit. This stream is converted into two separate bit streams of R/2 bps each, by tak-
ing alternate bits for the two streams. The two data streams are referred to as the I
(in-phase) and Q (quadrature phase) streams. In the diagram, the upper stream is
modulated on a carrier of frequency f, by multiplying the bit stream by the carrier.
For convenience of modulator structure we map binary 1 to V/1/2 and binary 0 to
—V1/2. Thus, a binary 1 is represented by a scaled version of the carrier wave and
a binary 0 is represented by a scaled version of the negative of the carrier wave,
both at a constant amplitude. This same carrier wave is shifted by 90° and used for
modulation of the lower binary stream. The two modulated signals are then added
together and transmitted. The transmitted signal can be expressed as follows:

1 1
QPSK s(t) :%I(I)COSZ’inCl - %Q
Figure 5.12 shows an example of QPSK coding. Each of the two modulated
streams is a BPSK signal at half the data rate of the original bit stream. Thus, the

(t)sin2wf.t

1(¢)

a, = *1 @

cos 27f t

Carrier @

Binary - oscillator
input 2-bit Signal out
——>{serial-to-parallel CE)—'
R = L converter s

T, Phase 1 +
R/2 bps shift \Z

R/2 bps

~ sin 2afit
I V2
:Delay:
Qy 1T | ®
n= %1 oQPSK
only

Figure 5.11 QPSK and OQPSK Modulators
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Figure 5.12 Example of QPSK and OQPSK Waveforms

combined signals have a symbol rate that is half the input bit rate. Note that from
one symbol time to the next, a phase change of as much as 180° () is possible.

Figure 5.11 also shows a variation of QPSK known as offset QPSK (OQPSK),
or orthogonal QPSK. The difference is that a delay of one bit time is introduced in
the Q stream, resulting in the following signal:

s(t) = %I(l)cos 27fit — %Q(
Because OQPSK differs from QPSK only by the delay in the Q stream, its
spectral characteristics and bit-error performance are the same as that of QPSK.
From Figure 5.12, we can observe that only one of two bits in the pair can change
sign at any time and thus the phase change in the combined signal never exceeds 90°
(7r/2). This can be an advantage because physical limitations on phase modulators
make large phase shifts at high transition rates difficult to perform. OQPSK also
provides superior performance when the transmission channel (including transmit-
ter and receiver) has significant nonlinear components. The effect of nonlinearities
is a spreading of the signal bandwidth, which may result in adjacent channel inter-
ference. It is easier to control this spreading if the phase changes are smaller, hence
the advantage of OQPSK over QPSK.

t — Tp)sin 2mft

Murtiiever PSK  The use of multiple levels can be extended beyond taking bits
two at a time. It is possible to transmit bits three at a time using eight different
phase angles. Further, each angle can have more than one amplitude. For example,
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a standard 9600 bps modem uses 12 phase angles, four of which have two amplitude
values, for a total of 16 different signal elements.

This latter example points out very well the difference between the data rate
R (in bps) and the modulation rate D (in baud) of a signal. Let us assume that this
scheme is being employed with digital input in which each bit is represented by a
constant voltage pulse, one level for binary 1 and one level for binary 0. The data
rate is R = 1/T},. However, the encoded signal contains L = 4 bits in each signal ele-
ment using M = 16 different combinations of amplitude and phase. The modulation
rate can be seen to be R/4, because each change of signal element communicates
four bits. Thus the line signaling speed is 2400 baud, but the data rate is 9600 bps.
This is the reason that higher bit rates can be achieved over voice-grade lines by
employing more complex modulation schemes.

Performance

In looking at the performance of various digital-to-analog modulation schemes, the
first parameter of interest is the bandwidth of the modulated signal. This depends
on a variety of factors, including the definition of bandwidth used and the filter-
ing technique used to create the bandpass signal. We will use some straightforward
results from [COUC13].

The transmission bandwidth B for ASK is of the form

ASK  By= (1+ )R (5.8)

where R is the bit rate and r is related to the technique by which the signal is filtered
to establish a bandwidth for transmission, typically 0 < r < 1. Thus the bandwidth
is directly related to the bit rate. The preceding formula is also valid for PSK and,
under certain assumptions, FSK.

With multilevel PSK (MPSK), significant improvements in bandwidth can be
achieved. In general

+ +
MPSK By = (1 B r)R = (llgz ]CI)R (5.9)

where L is the number of bits encoded per signal element and M is the number of
different signal elements.
For multilevel FSK (MFSK), we have

(5.10)

MFSK  B; = (mr)M)R

log, M

Table 5.5 shows the ratio of data rate, R, to transmission bandwidth for vari-
ous schemes. This ratio is also referred to as the bandwidth efficiency. As the name
suggests, this parameter measures the efficiency with which bandwidth can be used
to transmit data. The advantage of multilevel signaling methods now becomes clear.

Of course, the preceding discussion refers to the spectrum of the input signal
to a communications line. Nothing has yet been said of performance in the pres-
ence of noise. Figure 5.4 summarizes some results based on reasonable assumptions
concerning the transmission system [COUC13]. Here bit error rate is plotted as a
function of the ratio E,/N, defined in Chapter 3. Of course, as that ratio increases,
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Table 5.5 Bandwidth Efficiency (R/B7) for Various Digital-to-Analog Encoding Schemes

r=0 r=0.5 r=1
ASK 1.0 0.67 0.5
Multilevel FSK
M=4L=2 0.5 0.33 0.25
M=8,L=3 0.375 0.25 0.1875
M=16,L=4 0.25 0.167 0.125
M=32,L=5 0.156 0.104 0.078
PSK 1.0 0.67 0.5
Multilevel PSK
M=41L=2 2.00 1.33 1.00
M=8,L=3 3.00 2.00 1.50
M=16,L=4 4.00 2.67 2.00
M=32,L=5 5.00 3.33 2.50

the bit error rate drops. Further, DPSK and BPSK are about 3 dB superior to ASK
and BFSK.

Figure 5.13 shows the same information for various levels of M for MFSK
and MPSK. There is an important difference. For MFSK, the error probability
for a given value of E,/N, decreases as M increases, while the opposite is true for
MPSK. On the other hand, comparing Equations (5.9) and (5.10), the bandwidth
efficiency of MFSK decreases as M increases, while the opposite is true of MPSK.
Thus, in both cases, there is a trade-off between bandwidth efficiency and error
performance: An increase in bandwidth efficiency results in an increase in error
probability. The fact that these trade-offs move in opposite directions with respect
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107! s 107! T~
o~
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(a) Multilevel FSK (MFSK) (b) Multilevel PSK (MPSK)

Figure 5.13 Theoretical Bit Error Rate for Multilevel FSK and PSK
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to the number of levels M for MFSK and MPSK can be derived from the underlying
equations. A discussion of the reasons for this difference is beyond the scope of this
book. See [SKLAO1] for a full treatment.

EXAMPLE 5.6 What is the bandwidth efficiency for FSK, ASK, PSK, and
QPSK for a bit error rate of 10”7 on a channel with an SNR of 12 dB?
Using Equation (3.2), we have

E, R
— g = 12dB — | —
<No>dB (BT)dB

For FSK and ASK, from Figure 5.4,

Ey
() 5 = 142dB

No
R
— = —2.2dB
(BT) -
R
— =06
By
For PSK, from Figure 5.4
(Eb) = 11.2dB
N,/ % .
R
R
—=12
By

The result for QPSK must take into account that the baud rate D = R/2.
Thus

As the preceding example shows, ASK and FSK exhibit the same bandwidth
efficiency; PSK is better, and even greater improvement can be achieved with
multilevel signaling.

It is worthwhile to compare these bandwidth requirements with those for
digital signaling. A good approximation is

By =05(1+r)D
where D is the modulation rate. For NRZ, D = R, and we have

R 2
BT 1+r
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Thus digital signaling is in the same ballpark, in terms of bandwidth efficiency,
as ASK, FSK, and PSK. A significant advantage for analog signaling is seen with
multilevel techniques.

Quadrature Amplitude Modulation

Quadrature amplitude modulation (QAM) is a popular analog signaling technique
that is used in the asymmetric digital subscriber line (ADSL) and in cable modems,
described in Chapter 8, and in some wireless standards. This modulation technique
is a combination of ASK and PSK. QAM can also be considered a logical extension
of QPSK. QAM takes advantage of the fact that it is possible to send two different
signals simultaneously on the same carrier frequency, by using two copies of the
carrier frequency, one shifted by 90° with respect to the other. For QAM, each car-
rier is ASK modulated. The two independent signals are simultaneously transmitted
over the same medium. At the receiver, the two signals are demodulated and the
results are combined to produce the original binary input.

Figure 5.14 shows the QAM modulation scheme in general terms. The input is
a stream of binary digits arriving at a rate of R bps. The binary digits are represented
by 1 and -1 for binary 1 and binary 0, respectively. This stream is converted into two
separate bit streams of R/2 bps each, by taking alternate bits for the two streams. In
the diagram, the upper stream is ASK modulated on a carrier of frequency f,. by mul-
tiplying the bit stream by the carrier. Thus, a binary 0 is represented by —cos 27 f.t
and a binary 1 is represented by +cos 27f.t, where f, is the carrier frequency. This
same carrier wave is shifted by 90 and used for ASK modulation of the lower binary
stream. The two modulated signals are then added together and transmitted. The
transmitted signal can be expressed as follows:

QAM s(t) = dy(t)cos 2mfit + d,(t)sin 2af.t

If two-level ASK is used, then each of the two streams can be in one of two
states and the combined stream can be in one of 4 = 2 X 2 states. This is essen-
tially QPSK. If four-level ASK is used (i.e., four different amplitude levels), then

a0

R/2 bps ®

cos 27f t
Carrier

Binary oscillator @ + QAM

input 2-bit C ) signal out
————>| serial-to-parallel 3

d(t) converter s(®)
R bps Phase [ 2 +
shift  \_ ™

sin 277f ¢

dy(1)

R/2 bps C ;

Figure 5.14 QAM Modulator
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Figure 5.15 16-QAM Constellation

the combined stream can be in one of 16 =4 X 4 states. This is known as 16-QAM.
Figure 5.15 shows the possible combinations of instantaneous values of the digital
signals dy(¢) and d,(f). For 16-QAM, each digital signals encodes two bits and takes
on one of four values, two positive and two negative.

QAM can also be viewed as a combination of digital-amplitude and digi-
tal-phase modulation. Using trigonometric identities, we can rewrite the QAM
equation in the form s(¢) = D(¢) cos(2wf.t + 6(t)), where

D(t) = Vdi(t)*> + dy(1)%, 6(1) = zan‘l(dZ([)>
dy(1)

Systems using 64 and even 256 states have been implemented. The greater the
number of states, the higher the data rate that is possible within a given bandwidth.
Of course, as discussed previously, the greater the number of states, the higher the
potential error rate due to noise and attenuation.

ANALOG DATA, DIGITAL SIGNALS

In this section, we examine the process of transforming analog data into digital
signals. Strictly speaking, it might be more correct to refer to this as a process of
converting analog data into digital data; this process is known as digitization. Once
analog data have been converted into digital data, a number of things can happen.
The three most common outcomes are the following:

1. The digital data can be transmitted using NRZ-L. In this case, we have in fact
gone directly from analog data to a digital signal.

2. The digital data can be encoded as a digital signal using a code other than
NRZ-L. Thus an extra step is required.

3. The digital data can be converted into an analog signal, using one of the mod-
ulation techniques discussed in Section 5.2.
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fv\f\/\ —> | Digitizer || —> —>|Modulator | |—> l\ AP A A

Analog data Digital data Analog signal
(voice) (ASK)

Figure 5.16 Digitizing Analog Data

This last, seemingly curious, procedure is illustrated in Figure 5.16, which
shows voice data that are digitized and then converted to an analog ASK signal.
This allows digital transmission in the sense defined in Chapter 3. The voice data,
because they have been digitized, can be treated as digital data, even though trans-
mission requirements (e.g., use of microwave) dictate that an analog signal be used.

The device used for converting analog data into digital form for transmission,
and subsequently recovering the original analog data from the digital, is known as
a codec (coder-decoder). In this section, we examine the two principal techniques
used in codecs: pulse code modulation and delta modulation. The section closes
with a discussion of comparative performance.

Pulse Code Modulation

Pulse code modulation (PCM) is based on the sampling theorem:

SAMPLING THEOREM: If a signal f(f) is sampled at regular intervals of time
and at a rate higher than twice the highest signal frequency, then the samples
contain all the information of the original signal. The function f(f) may be recon-
structed from these samples by the use of a lowpass filter.

For the interested reader, a proof is provided in Appendix G. If voice data
are limited to frequencies below 4000 Hz, a conservative procedure for intelligibil-
ity, 8000 samples per second would be sufficient to characterize the voice signal
completely. Note, however, that these are analog samples, called pulse amplitude
modulation (PAM) samples. To convert to digital, each of these analog samples
must be assigned a binary code.

EXAMPLE 5.7 Figure 5.17 shows an example in which the original signal is
assumed to be bandlimited with a bandwidth of B. PAM samples are taken at
a rate of 2B, or once every 7y = 1/2B seconds. Each PAM sample is approxi-
mated by being quantized into one of 16 different levels. Each sample can then
be represented by 4 bits. The resulting digital code for this analog signal is
0001100111111010010100100010.

Because the quantized values are only approximations, it is impossible to
recover the original signal exactly. By using an 8-bit sample, which allows 256
quantizing levels, the quality of the recovered voice signal is comparable with that
achieved via analog transmission. Note that this implies that a data rate of 8000
samples per second X 8 bits per sample =64 kbps is needed for a single voice signal.
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Figure 5.17 Pulse Code Modulation Example

Thus, PCM starts with a continuous-time, continuous-amplitude (analog) sig-
nal, from which a digital signal is produced (Figure 5.18). The digital signal consists
of blocks of n bits, where each n-bit number is the amplitude of a PCM pulse. On
reception, the process is reversed to reproduce the analog signal. Notice, however,
that this process violates the terms of the sampling theorem. By quantizing the
PAM pulse, the original signal is now only approximated and cannot be recovered
exactly. This effect is known as quantizing error or quantizing noise. The signal-to-
noise ratio for quantizing noise can be expressed as [BENN48]

SNRyz = 20 log2" + 1.76 dB = 6.02n + 1.76dB

Thus each additional bit used for quantizing increases SNR by about 6 dB,
which is a factor of 4.

Typically, the PCM scheme is refined using a technique known as nonlin-
ear encoding, which means, in effect, that the quantization levels are not equally
spaced. The problem with equal spacing is that the mean absolute error for each

—_— LELL Quantizer Encoder |———>
sampler

Continuous-time Discrete-time Discrete-time Digital bit

continuous-amplitude continuous-amplitude discrete-amplitude stream output

(analog) input signal signal (PAM pulses) signal (PCM pulses) signal

Figure 5.18 PCM Block Diagram
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Figure 5.19 Effect of Nonlinear Coding

sample is the same, regardless of signal level. Consequently, lower amplitude values
are relatively more distorted. By using a greater number of quantizing steps for
signals of low amplitude, and a smaller number of quantizing steps for signals of
large amplitude, a marked reduction in overall signal distortion is achieved (e.g.,
see Figure 5.19).

The same effect can be achieved by using uniform quantizing but compand-
ing (compressing-expanding) the input analog signal. Companding is a process that
compresses the intensity range of a signal by imparting more gain to weak signals
than to strong signals on input. At output, the reverse operation is performed.
Figure 5.20 shows typical companding functions. Note that the effect on the input
side is to compress the sample so that the higher values are reduced with respect to
the lower values. Thus, with a fixed number of quantizing levels, more levels are
available for lower-level signals. On the output side, the compander expands the
samples so the compressed values are restored to their original values.

Nonlinear encoding can significantly improve the PCM SNR. For voice sig-
nals, improvements of 24 to 30 dB have been achieved.

Delta Modulation (DM)

A variety of techniques have been used to improve the performance of PCM or to
reduce its complexity. One of the most popular alternatives to PCM is delta modula-
tion (DM).

With delta modulation, an analog input is approximated by a staircase
function that moves up or down by one quantization level (8) at each sampling
interval (7). The important characteristic of this staircase function is that its
behavior is binary: At each sampling time, the function moves up or down a
constant amount 6. Thus, the output of the delta modulation process can be repre-
sented as a single binary digit for each sample. In essence, a bit stream is produced
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by approximating the derivative of an analog signal rather than its amplitude: A 1
is generated if the staircase function is to go up during the next interval; a 0 is
generated otherwise.

EXAMPLE 5.8 Figure 5.21 shows an example, with the staircase function over-
laid on the original analog waveform. The resulting digital code for this analog
signal is 0111111100000000001010101110.

The transition (up or down) that occurs at each sampling interval is chosen so
that the staircase function tracks the original analog waveform as closely as possible.
Figure 5.22 illustrates the logic of the process, which is essentially a feedback mech-
anism. For transmission, the following occurs: At each sampling time, the analog
input is compared to the most recent value of the approximating staircase function.
If the value of the sampled waveform exceeds that of the staircase function, a 1 is
generated; otherwise, a 0 is generated. Thus, the staircase is always changed in the
direction of the input signal. The output of the DM process is therefore a binary
sequence that can be used at the receiver to reconstruct the staircase function. The
staircase function can then be smoothed by some type of integration process or by
passing it through a lowpass filter to produce an analog approximation of the analog
input signal.
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Figure 5.21 Example of Delta Modulation

There are two important parameters in a DM scheme: the size of the step
assigned to each binary digit, 6, and the sampling rate. As Figure 5.21 illustrates, &
must be chosen to produce a balance between two types of errors or noise. When
the analog waveform is changing very slowly, there will be quantizing noise. This
noise increases as 6 is increased. On the other hand, when the analog waveform is
changing more rapidly than the staircase can follow, there is slope overload noise.
This noise increases as 8 is decreased.

It should be clear that the accuracy of the scheme can be improved by increas-
ing the sampling rate. However, this increases the data rate of the output signal.

The principal advantage of DM over PCM is the simplicity of its implementa-
tion. In general, PCM exhibits better SNR characteristics at the same data rate.

Performance

Good voice reproduction via PCM can be achieved with 128 quantization levels,
or 7-bit coding (27 = 128). A voice signal, conservatively, occupies a bandwidth of
4 kHz. Thus, according to the sampling theorem, samples should be taken at a rate
of 8000 samples per second. This implies a data rate of 8000 X 7 = 56 kbps for the
PCM-encoded digital data.

Consider what this means from the point of view of bandwidth requirement.
An analog voice signal occupies 4 kHz. Using PCM this 4-kHz analog signal can
be converted into a 56-kbps digital signal. But using the Nyquist criterion from
Chapter 3, this digital signal could require on the order of 28 kHz of bandwidth.
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Figure 5.22 Delta Modulation

Even more severe differences are seen with higher bandwidth signals. For example,
a common PCM scheme for color television uses 10-bit codes, which works out to
92 Mbps for a 4.6-MHz bandwidth signal. In spite of these numbers, digital tech-
niques continue to grow in popularity for transmitting analog data. The principal
reasons for this are the following:

¢ Repeaters are used instead of amplifiers, so there is no cumulative noise.

e As we shall see, time division multiplexing (TDM) is used for digital signals
instead of the frequency division multiplexing (FDM) used for analog signals.
With TDM, there is no intermodulation noise, whereas we have seen that this
is a concern for FDM.

e The conversion to digital signaling allows the use of the more efficient digital
switching techniques.

Furthermore, techniques have been developed to provide more efficient
codes. In the case of voice, a reasonable goal appears to be in the neighborhood of
4 kbps. With video, advantage can be taken of the fact that from frame to frame,
most picture elements will not change. Interframe coding techniques should allow
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the video requirement to be reduced to about 15 Mbps, and for slowly changing
scenes, such as found in a video teleconference, down to 64 kbps or less.

As a final point, we mention that in many instances, the use of a telecommuni-
cations system will result in both digital-to-analog and analog-to-digital processing.
The overwhelming majority of local terminations into the telecommunications
network is analog, and the network itself uses a mixture of analog and digital
techniques. Thus digital data at a user’s terminal may be converted to analog by a
modem, subsequently digitized by a codec, and perhaps suffer repeated conversions
before reaching its destination.

Thus, telecommunications facilities handle analog signals that represent both
voice and digital data. The characteristics of the waveforms are quite different.
Whereas voice signals tend to be skewed to the lower portion of the bandwidth
(Figure 3.9), analog encoding of digital signals has a more uniform spectral con-
tent over the bandwidth and therefore contains more high-frequency components.
Studies have shown that, because of the presence of these higher frequencies, PCM-
related techniques are preferable to DM-related techniques for digitizing analog
signals that represent digital data.

5.4 RECOMMENDED READING AND ANIMATIONS

It is difficult, for some reason, to find solid treatments of digital-to-digital encoding
schemes. [SKLAO1] provides a useful account.

There are many good references on analog modulation schemes for digital
data. Good choices are [COUCO013], [ XIONO0O], and [PROAO5]; these three also
provide comprehensive treatment of digital and analog modulation schemes for
analog data.

An instructive treatment of the concepts of bit rate, baud, and bandwidth
is [FREE98a]. A recommended tutorial that expands on the concepts treated in
the past few chapters relating to bandwidth efficiency and encoding schemes is
[SKLA93].

COUC13 Couch, L. Digital and Analog Communication Systems. Upper Saddle River,
NIJ: Pearson, 2013.

FREE98a Freeman, R. “Bits, Symbols, Baud, and Bandwidth.” IEEE Communications
Magazine, April 1998.

PROAOS Proakis, J. Fundamentals of Communication Systems. Upper Saddle River,
NJ: Prentice Hall, 2005.

SKLA93 Sklar, B. “Defining, Designing, and Evaluating Digital Communication
Systems.” IEEE Communications Magazine, November 1993.

SKLAO1 Sklar, B. Digital Communications: Fundamentals and Applications. Englewood
Cliffs, NJ: Prentice Hall, 2001.

XIONO00 Xiong, F. Digital Modulation Techniques. Boston: Artech House, 2000.
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Animations

Animations that illustrate various signal encoding schemes are available at the
Premium Web site. The reader is encouraged to view these animations to rein-
force concepts from this chapter.

5.5 KEY TERMS, REVIEW QUESTIONS, AND PROBLEMS

Key Terms

alternate mark inversion
(AMI)

amplitude shift keying
(ASK)

analog signaling

bandwidth efficiency

baseband signal

biphase

bipolar-AMI

bipolar with 8-zeros
substitution (B8ZS)

bit error rate (BER)

carrier frequency

carrier signal

codec

data rate

data signaling rate

delta modulation (DM)

differential encoding

differential Manchester

differential PSK (DPSK)

digital signaling

frequency shift keying (FSK)

high-density bipolar-3 zeros
(HDB3)

Manchester

modulation

modulation rate

multilevel binary

nonreturn to zero (NRZ)

nonreturn to zero, inverted
(NRZI)

nonreturn to zero-level
(NRZ-L)

phase shift keying (PSK)

polar

pseudoternary

pulse amplitude modulation
(PAM)

pulse code modulation
(PCM)

pulse position modulation
(PPM)

quadrature amplitude
modulation (QAM)

quadrature PSK (QPSK)

quantizing error

quantizing noise

scrambling

unipolar

Review Questions

5.1.

5.2.
5.3.
54.
5.5.
5.6.

5.7.
5.8.

List and briefly define important factors that can be used in evaluating or comparing
the various digital-to-digital encoding techniques.

What is differential encoding?

Explain the difference between NRZ-L and NRZI.

Describe two multilevel binary digital-to-digital encoding techniques.
Define biphase encoding and describe two biphase encoding techniques.

Explain the function of scrambling in the context of digital-to-digital encoding
techniques.

What function does a modem perform?

How are binary values represented in amplitude shift keying, and what is the limita-
tion of this approach?
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5.9.
5.10.
5.11.

What is the difference between QPSK and offset QPSK?
What is QAM?

What does the sampling theorem tell us concerning the rate of sampling required for
an analog signal?

Problems

5.1.
5.2.
5.3.

5.4.
5.5.

5.6.

5.7.

5.8.

5.9.

5.10.

Which of the signals of Table 5.2 use differential encoding?

Develop algorithms for generating each of the codes of Table 5.2 from NRZ-L.

A modified NRZ code known as enhanced-NRZ (E-NRZ) is sometimes used for
high-density magnetic tape recording. E-NRZ encoding entails separating the NRZ-L
data stream into 7-bit words; inverting bits 2, 3, 6, and 7; and adding one parity bit to
each word. The parity bit is chosen to make the total number of 1s in the 8-bit word
an odd count. What are the advantages of E-NRZ over NRZ-L? Any disadvantages?
Develop a state diagram (finite state machine) representation of pseudoternary coding.
Consider the following signal encoding technique. Binary data are presented as input,
a,, form=1,2,3,.... Two levels of processing occur. First, a new set of binary num-
bers are produced:

by=10
b, = (a, + b,,—1)mod 2
These are then encoded as
Ccm = b, — b
On reception, the original data are recovered by
a,, = ¢, mod 2
a. Verify that the received values of a,, equal the transmitted values of a,,,.

b. What sort of encoding is this?

For the bit stream 01001110, sketch the waveforms for each of the codes of Table 5.2.
Assume that: the signal level for the preceding bit for NRZI was high; the most recent
preceding 1 bit (AMI) has a negative voltage; and the most recent preceding 0 bit
(pseudoternary) has a negative voltage.

The waveform of Figure 5.23 belongs to a Manchester-encoded binary data stream.
Determine the beginning and end of bit periods (i.e., extract clock information) and
give the data sequence.

Consider a stream of binary data consisting of a long sequence of 1s followed by a
zero followed by a long string of 1s, with the same assumptions as Problem 5.6. Draw
the waveform for this sequence using

a. NRZ-L

b. Bipolar-AMI

c. Pseudoternary

The bipolar-AMI waveform representing the binary sequence 0100101011 is transmit-
ted over a noisy channel. The received waveform is shown in Figure 5.24; it contains
a single error. Locate the position of this error and explain your answer.

One positive side-effect of bipolar encoding is that a bipolar violation (two con-
secutive + pulses or two consecutive — pulses separated by any number of zeros)

5 e S B o A

Figure 5.23 A Manchester Stream
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Figure 5.24 A Received Bipolar-AMI Waveform

indicates to the receiver that an error has occurred in transmission. Unfortunately,
upon the receipt of such a violation, the receiver does not know which bit is in error
(only that an error has occurred). The received bipolar sequence

+-0+-0-+

has one bipolar violation. Construct two scenarios (each of which involves a different
transmitted bit stream with one transmitted bit being converted via an error) that will
produce this same received bit pattern.

5.11. Given the bit pattern 01100, encode this data using ASK, BFSK, and BPSK.

5.12. A sine wave is to be used for two different signaling schemes: (a) PSK; (b) QPSK.
The duration of a signal element is 10 s. If the received signal is of the following
form:

s(t) = 0.005sin(2710% + 6)V

and if the measured noise power at the receiver is 2.5 X 108 watts, determine the
E,/Ny (in dB) for each case.

5.13. Derive an expression for baud rate D as a function of bit rate R for QPSK using the
digital encoding techniques of Table 5.2.

5.14. What SNR is required to achieve a bandwidth efficiency of 1.0 for ASK, FSK, PSK,
and QPSK? Assume that the required bit error rate is 10°.

5.15. An NRZ-L signal is passed through a filter with r = 0.5 and then modulated onto a
carrier. The data rate is 2400 bps. Evaluate the bandwidth for ASK and FSK. For
FSK assume that the two frequencies used are 50 kHz and 55 kHz.

5.16. Assume that a telephone line channel is equalized to allow bandpass data transmis-
sion over a frequency range of 600 to 3000 Hz. The available bandwidth is 2400 Hz.
For r =1, evaluate the required bandwidth for 2400 bps QPSK and 4800-bps, eight-
level multilevel signaling. Is the bandwidth adequate?

5.17. Figure 5.25 shows the QAM demodulator corresponding to the QAM modulator of
Figure 5.14. Show that this arrangement does recover the two signals d;(¢) and d;(¢),
which can be combined to recover the original input.

5.18. Why should PCM be preferable to DM for encoding analog signals that represent
digital data?

5.19. Are the modem and the codec functional inverses (i.e., could an inverted modem
function as a codec, or vice versa)?

5.20. A signal is quantized using 10-bit PCM. Find the signal-to-quantization noise ratio.
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5.22.

5.23.

5.24.
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s(1)
sin 277f t

Lowpass _
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Figure 5.25 QAM Demodulator

Consider an audio signal with spectral components in the range 300 to 3000 Hz.
Assume that a sampling rate of 7000 samples per second will be used to generate a
PCM signal.

a. For SNR =30 dB, what is the number of uniform quantization levels needed?

b. What data rate is required?

Find the step size 6 required to prevent slope overload noise as a function of the
frequency of the highest-frequency component of the signal. Assume that all compo-
nents have amplitude A.

A PCM encoder accepts a signal with a full-scale voltage of 10 V and generates 8-bit
codes using uniform quantization. The maximum normalized quantized voltage is
1 — 28, Determine: (a) normalized step size, (b) actual step size in volts, (c) actual
maximum quantized level in volts, (d) normalized resolution, (e) actual resolution,
and (f) percentage resolution.

The analog waveform shown in Figure 5.26 is to be delta modulated. The sampling
period and the step size are indicated by the grid on the figure. The first DM output

AT TN

/ N

DM output

0

Figure 5.26 Delta Modulation Example
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and the staircase function for this period are also shown. Show the rest of the
staircase function and give the DM output. Indicate regions where slope overload
distortion exists.

Pulse position modulation (PPM) is an encoding scheme in which the digital input
value determines the position of a narrow pulse relative to the clocking time. This
method is used in optical communication systems such as optical fiber, IR local area
networks, and IR remote controls, where efficiency is required and little or no exter-
nal interference occurs. Transmission uses an intensity modulation scheme, in which
the presence of a signal corresponds to a binary 1 and the absence of a signal corre-

sponds to binary 0.

a. A 16-PPM scheme is used for the 1-Mbps IEEE 802.11 infrared standard. Each
group of 4 data bits is mapped into one of the 16-PPM symbols; each symbol is a
string of 16 bits. Each 16-bit string consists of fifteen Os and one binary 1, such that
the position of the binary 1 in the string encodes a value from 0 through 15.

al.

a2.

a3.
ad.

What is the period of transmission (time between bits)?

For the corresponding infrared pulse transmission:

What is the average time between pulses (1 values) and the corresponding
average rate of pulse transmission?

What is the minimum time between adjacent pulses?

What is the maximum time between pulses?

b. Repeat (a) for the 4-PPM scheme used for the 2-Mbps infrared standard. In this
scheme, each group of 2 data bits is mapped into one of four 4-bit sequences.



CHAPTER

ERROR DETECTION
AND CORRECTION

6.1 Types of Errors
6.2  Error Detection
6.3  Parity Check

Parity Bit
Two-Dimensional Parity Check

6.4 The Internet Checksum
6.5 Cyclic Redundancy Check

Modulo 2 Arithmetic
Polynomials
Digital Logic
6.6 Forward Error Correction
Block Code Principles
6.7 Recommended Reading and Animations &;n }§5>
Animations

6.8 Key Terms, Review Questions, and Problems

186



LEARNING OBJECTIVES

After studying this chapter, you should be able to:

Explain the basic mechanism for the use of error-detecting codes.
Present an overview of the Internet checksum.
Understand the operation of the cyclic redundancy check.

Define Hamming distance.

® & & o o

Explain the basic principles for forward error correction using a block
code.

In earlier chapters, we talked about transmission impairments and the effect
of data rate and signal-to-noise ratio on bit error rate. Regardless of the design
of the transmission system, there will be errors, resulting in the change of one
or more bits in a transmitted block of data.

Three approaches are in common use for coping with data transmission
errors:

e Error-detection codes
e Error-correction codes, also called forward error correction (FEC) codes
e Automatic repeat request (ARQ) protocols

All three approaches are applied to individual blocks of data, called
frames, packets, or cells, depending on the protocol used for data exchange.
The first two approaches, which are the subject of this chapter, use redundancy.
In essence, for error detection and error correction, additional bits, which are
a function of the data bits, are appended to the data bits by the sender. These
redundant bits are used by the receiver for the purpose of error detection or
correction.

An error-detection code simply detects the presence of an error.
Typically, such codes are used in conjunction with a protocol at the data link
or transport level (see Figure 2.3) that uses an ARQ scheme. With an ARQ
scheme, a receiver discards a block of data in which an error is detected and
the transmitter retransmits that block of data. FEC codes are designed not
just to detect but correct errors, avoiding the need for retransmission. FEC
schemes are frequently used in wireless transmission, where retransmission
schemes are highly inefficient and error rates may be high.

This chapter examines error-detecting and error-correcting codes.
ARQ protocols are discussed in Chapter 7. After a brief discussion of the
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distinction between single-bit errors and burst errors, this chapter describes
three approaches to error detection: the use of parity bits, the Internet
checksum technique, and the cyclic redundancy check (CRC). The CRC
error-detecting code is used in a wide variety of applications. Because of its
complexity, we present three different approaches to describing the CRC
algorithm.

For error correction, this chapter provides an overview of the gen-
eral principles of error-correcting codes. Specific examples are provided in
Chapter 16.

6.1 TYPES OF ERRORS

In digital transmission systems, an error occurs when a bit is altered between trans-
mission and reception; that is, a binary 1 is transmitted and a binary 0 is received,
or a binary 0 is transmitted and a binary 1 is received. Two general types of errors
can occur: single-bit errors and burst errors. A single-bit error is an isolated error
condition that alters one bit but does not affect nearby bits. A burst error of length
B is a contiguous sequence of B bits in which the first and last bits and any number
of intermediate bits are received in error. More precisely, IEEE Std 100 and ITU-T
Recommendation Q.9 both define an error burst as follows:

Error burst: A group of bits in which two successive erroneous bits are
always separated by less than a given number x of correct bits. The last
erroneous bit in the burst and the first erroneous bit in the following burst
are accordingly separated by x correct bits or more.

Thus, in an error burst, there is a cluster of bits in which a number of errors
occur, although not necessarily all of the bits in the cluster suffer an error. Figure 6.1
provides an example of both types of errors.

A single-bit error can occur in the presence of white noise, when a slight ran-
dom deterioration of the signal-to-noise ratio is sufficient to confuse the receiver’s
decision of a single bit. Burst errors are more common and more difficult to deal
with. Burst errors can be caused by impulse noise, which was described in Chapter 3.
Another cause is fading in a mobile wireless environment; fading is described in
Chapter 10.

Note that the effects of burst errors are greater at higher data rates.

Sent
[oJo[1]ooo[1]ofo[1[1]ofo[1]of1[1[of1][1[1][0f0]1]

Bits corrupted by error

|0|0@|0|0|1|0|0|0|0|1|1J0|1|0|1|1|0|0|1|1|0|0|1|

B Y . .
Received Burst error of Single-bit
length B = 10 error

Figure 6.1 Burst and Single-Bit Errors
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EXAMPLE 6.1 An impulse noise event or a fading event of 1 us occurs. At a
data rate of 10 Mbps, there is a resulting error burst of 10 bits. At a data rate of
100 Mbps, there is an error burst of 100 bits.

6.2 ERROR DETECTION

Regardless of the design of the transmission system, there will be errors, resulting in
the change of one or more bits in a transmitted frame. In what follows, we assume
that data are transmitted as one or more contiguous sequences of bits, called frames.
We define these probabilities with respect to errors in transmitted frames:

P,: Probability that a bit is received in error; also known as the bit error rate
(BER)

Py: Probability that a frame arrives with no bit errors

P,: Probability that, with an error-detecting algorithm in use, a frame arrives with
one or more undetected errors

P5: Probability that, with an error-detecting algorithm in use, a frame arrives
with one or more detected bit errors but no undetected bit errors

First consider the case in which no means are taken to detect errors. Then the
probability of detected errors (P3) is zero. To express the remaining probabilities,
assume the probability that any bit is in error (P}) is constant and independent for
each bit. Then we have

= (1-P b)F

P2 =1- P1
where F is the number of bits per frame. In words, the probability that a frame
arrives with no bit errors decreases when the probability of a single bit error
increases, as you would expect. Also, the probability that a frame arrives with no bit

errors decreases with increasing frame length; the longer the frame, the more bits it
has and the higher the probability that one of these is in error.

EXAMPLE 6.2 A defined objective for ISDN (integrated services digital net-
work) connections is that the BER on a 64-kbps channel should be less than 10~°
on at least 90% of observed 1-minute intervals. Suppose now that we have the
rather modest user requirement that on average one frame with an undetected
bit error should occur per day on a continuously used 64-kbps channel, and let us
assume a frame length of 1000 bits. The number of frames that can be transmit-
ted in a day comes out to 5.529 X 10°, which yields a desired frame error rate of
P, =1/(5.529 X 10%) =0.18 X 1075, But if we assume a value of P, of 10°°, then P,
= (0.999999)'°% = 0.999 and therefore P, = 1073, which is about three orders of
magnitude too large to meet our requirement.
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Figure 6.2 Error-Detection Process

This is the kind of result that motivates the use of error-detecting techniques
to achieve a desired frame error rate on a connection with a given BER. All of these
techniques operate on the following principle (Figure 6.2). For a given frame of bits,
additional bits that constitute an error-detecting code are added by the transmitter.
This code is calculated as a function of the other transmitted bits. Typically, for a
data block of k bits, the error-detecting algorithm yields an error-detecting code of
n — k bits, where (n — k) < k. The error-detecting code, also referred to as the check
bits, is appended to the data block to produce a frame of #n bits, which is then trans-
mitted. The receiver separates the incoming frame into the k bits of data and (n — k)
bits of the error-detecting code. The receiver performs the same error-detecting
calculation on the data bits and compares this value with the value of the incom-
ing error-detecting code. A detected error occurs if and only if there is a mismatch.
Thus Pj is the probability that a frame contains errors and that the error-detecting
scheme will detect that fact. P, is known as the residual error rate and is the prob-
ability that an error will be undetected despite the use of an error-detecting scheme.

6.3 PARITY CHECK

Parity Bit

The simplest error-detecting scheme is to append a parity bit to the end of a block
of data. A typical example is character transmission, in which a parity bit is attached
to each 7-bit IRA character. The value of this bit is selected so that the character has
an even number of 1s (even parity) or an odd number of 1s (odd parity).
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EXAMPLE 6.3 If the transmitter is transmitting an IRA character G (1110001)
and using odd parity, it will append a 1 and transmit 11110001." The receiver
examines the received character and, if the total number of 1s is odd, assumes
that no error has occurred. If one bit (or any odd number of bits) is errone-
ously inverted during transmission (e.g., 11100001), then the receiver will detect
an error.

Note, however, that if two (or any even number) of bits are inverted due to
error, an undetected error occurs. Typically, even parity is used for synchronous
transmission and odd parity for asynchronous transmission.

The use of the parity bit is not foolproof, as noise impulses are often long
enough to destroy more than one bit, particularly at high data rates.

Two-Dimensional Parity Check

The two-dimensional parity scheme, illustrated in Figure 6.3, is more robust than
the single parity bit. The string of data bits to be checked is arranged in a two-
dimensional array. Appended to each row i is an even parity bit r; for that row,
and appended to each column j is an even parity bit ¢; for that column. An overall
parity bit p completes the matrix. Thus the error-detecting code consists of i +j + 1
parity bits.

In this scheme, every bit participates in two parity checks. As with a simple
parity bit, any odd number of bit errors is detected.

EXAMPLE 6.4 Figure 6.3b shows a string of 20 data bits arranged in a 4 X 5
array, with the parity bits calculated, to form a 5 X 6 array. When a single-bit
error occurs in Figure 6.3c, both the corresponding row and column parity bits
now indicate an error. Furthermore, the error can be determined to be at the
intersection of that row and column. Thus it is possible to not only detect but
also correct the bit error.

If an even number of errors occur in a row, the errors are detected by the
column parity bits. Similarly, if an even number of errors occur in a column,
the errors are detected by the row parity bits. However, any pattern of four
errors forming a rectangle, as shown in Figure 6.3d, is undetectable. If the four
circled bits change value, the corresponding row and column parity bits do not
change value.

IRecall from our discussion in Section 5.1 that the least significant bit of a character is transmitted first
and that the parity bit is the most significant bit.
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Row
parity
bl,l e o o bl J r 1
b2,1 o o o b2 J I
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01 1 1 01 01 1 1 0]1 .
01 110/t 0(@ 1 1 o1 Rowparity
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01 11 11 0fl
o@1 1 0@1lo
001100 1]l
0o 0 0(@o0l0
101 11 1 1]0
110001 1]o

(d) Uncorrectable error pattern

Figure 6.3 A Two-Dimensional Even Parity Scheme

6.4 THE INTERNET CHECKSUM

The Internet checksum is an error-detecting code used in many Internet standard
protocols, including IP, TCP, and UDP. The calculation makes use of the
ones-complement operation and ones-complement addition.” To perform the ones-
complement operation on a set of binary digits, replace 0 digits with 1 digits and
1 digits with 0 digits. The ones-complement addition of two binary integers of equal
bit length is performed as follows:

1. The two numbers are treated as unsigned binary integers and added.

2. If there is a carry out of the leftmost bit, add 1 to the sum. This is called an end-
around carry.

2See Appendix H for a further discussion of ones-complement arithmetic.
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Here are two examples:

0011 1101
+1100 +1011
1111 11000
+ 1

1001

Typically, the checksum is included as a field in the header of a protocol data
unit, such as in IP datagram. To compute the checksum, the checksum field is first
set to all zeros. The checksum is then calculated by performing the ones-complement
addition of all the words in the header, and then taking the ones-complement opera-
tion of the result. This result is placed in the checksum field.

To verify a checksum, the ones-complement sum is computed over the same
set of octets, including the checksum field. If the result is all 1 bits (=0 in ones-
complement arithmetic), the check succeeds.

EXAMPLE 6.5 Consider a header that consists of 10 octets, with the checksum
in the last two octets (this does not correspond to any actual header format) with
the following content (in hexadecimal):

00 01 F2 03 F4 F5 F6 F7 00 00

Note that the checksum field is set to zero.

Figure 6.4a shows the results of the calculation. Thus, the transmitted packet
is 00 01 F2 03 F4 FS F6 F7 0D. Figure 6.4b shows the calculation carried out by
the receiver on the entire data block, including the checksum. The result is a
value of all ones, which verifies that no errors have been detected.

0001 0001

Partial sum F203 Partial sum F203
F204 F204

F204 F204

Partial sum F4F5 Partial sum F4F5
1E6F9 1E6F9

E6F9 E6F9

Carry 1 Carry 1
E6FA E6FA

E6FA E6FA

Partial sum F6F7 Partial sum F6F7
1DDF1 1DDF1

DDF1 DDF1

Carry 1 Carry 1
DDF2 DDF2

DDF2

Ones complement of the result 220D Partial sum 220D
FFFF

(a) Checksum calculation by sender (b) Checksum verification by receiver

Figure 6.4 Example of Internet Checksum
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The Internet checksum provides greater error-detection capability than a par-
ity bit or two-dimensional parity scheme but is considerably less effective than the
cyclic redundancy check (CRC), discussed next. The primary reason for its adop-
tion in Internet protocols is efficiency. Most of these protocols are implemented
in software and the Internet checksum, involving simple addition and comparison
operations, causes very little overhead. It is assumed that at the lower link level, a
strong error-detection code such as CRC is used, and so the Internet checksum is
simply an additional end-to-end check for errors.

6.5 CYCLIC REDUNDANCY CHECK (CRC)

One of the most common, and one of the most powerful, error-detecting codes is
the cyclic redundancy check, which can be described as follows. Given a k-bit block
of bits, or message, the transmitter generates an (n — k)-bit sequence, known as
a frame check sequence (FCS), such that the resulting frame, consisting of » bits,
is exactly divisible by some predetermined number. The receiver then divides the
incoming frame by that number and, if there is no remainder, assumes there was
no error.

To claritfy this, we present the procedure in three equivalent ways: modulo 2
arithmetic, polynomials, and digital logic.

Modulo 2 Arithmetic

Modulo 2 arithmetic uses binary addition with no carries, which is just the exclusive-
OR (XOR) operation. Binary subtraction with no carries is also interpreted as the
XOR operation: For example

1111 1111 11001

+1010 —0101 X 11

0101 1010 11001
11001

101011

Now define

T = n-bit frame to be transmitted

D = k-bit block of data, or message, the first k bits of T

F= (n—k)-bit FCS, the last (n — k) bits of T

P =pattern of n — k + 1 bits; this is the predetermined divisor
We would like 7/P to have no remainder. It should be clear that

T=2""D+F

3This procedure is slightly different from that of Figure 6.2. As shall be seen, the CRC process could be
implemented as follows. The receiver could perform a division operation on the incoming k data bits and
compare the result to the incoming (n — k) check bits.



6.5 / CYCLIC REDUNDANCY CHECK (CRC) 195

That is, by multiplying D by 2"~ ¥, we have in effect shifted it to the left by n — k bits
and padded out the result with zeroes. Adding F yields the concatenation of D and
F, which is 7. We want T to be exactly divisible by P. Suppose that we divide 2" ~ ¥
D by P:

2 *p R
=Q+- 6.1
p =0t (6.1)

There is a quotient and a remainder. Because division is modulo 2, the remainder
is always at least one bit shorter than the divisor. We will use this remainder as our
FCS. Then

T=2"%D + R (6.2)

Does this R satisfy our condition that 7/P has no remainder? To see that it does,
consider:

T 2*D+R 2fD

P P P

R
_l’_i
P

Substituting Equation (6.1), we have

T R R
= + — 4+ —
P Q P P

However, any binary number added to itself modulo 2 yields zero. Thus

T R+ R

S0+ =0

There is no remainder, and therefore 7 is exactly divisible by P. Thus, the FCS is
easily generated: Simply divide 2"k D by P and use the (n — k)-bit remainder as the
FCS. On reception, the receiver will divide 7 by P and will get no remainder if there
have been no errors.

EXAMPLE 6.6

1. Given

Message D = 1010001101 (10 bits)
Pattern P = 110101 (6 bits)
FCS R = to be calculated (5 bits)

Thus,n=15,k=10,and (n — k) =5.
2. The message is multiplied by 2°, yielding 101000110100000.
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3. This product is divided by P:

1101010110 =<0

P>110101,/101000110100000=<2"
110101} § b
10 1 01
L e e e |
1101 01 § § § i i i i i
EEEEEEERREE
1 1.0 1 0 1 ! ' o0
111110 i & 1 |
110101iiii
101100 1 |
110101 ! !
1100105
11010 1 !

01 110 <R

4. The remainder is added to 2°D to give T = 101000110101110, which is

transmitted.
5. If there are no errors, the receiver receives 7 intact. The received frame is
divided by P:
110101011 0=<20
P—>110101/101000110101110‘—T
1101 01} b
TS T T
1 1 1 1 1 1 1 1
110101 § | { i 1 i i .
1 11010 1 1 1 1 1
11010 1 1 & 111
111110 « 1 1 .
1101 0 1 i i i i
101111 i i
110101 ! !
110101 i
11010 1 !
0 <R

Because there is no remainder, it is assumed that there have been no errors.

The pattern P is chosen to be one bit longer than the desired FCS, and the
exact bit pattern chosen depends on the type of errors expected. At minimum, both
the high- and low-order bits of P must be 1.

There is a concise method for specifying the occurrence of one or more errors.
An error results in the reversal of a bit. This is equivalent to taking the XOR of the
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bit and 1 (modulo 2 addition of 1 to the bit): 0 + 1=1; 1 + 1= 0. Thus, the errors in
an n-bit frame can be represented by an n-bit field with 1s in each error position.
The resulting frame 7, can be expressed as

T,=TO®E
where

T = transmitted frame

E = error pattern with 1s in positions where errors occur
T,=received frame
@ = bitwise exclusive-OR (XOR)

If there is an error (E # 0), the receiver will fail to detect the error if and only
if T, is divisible by P, which is equivalent to £ divisible by P. Intuitively, this seems
an unlikely occurrence.

Polynomials

A second way of viewing the CRC process is to express all values as polynomials
in a dummy variable X, with binary coefficients. The coefficients correspond to the
bits in the binary number. Thus, for D = 110011, we have D(X) = X+ X+ X+1,
and for P =11001, we have P(X) = X* + X> + 1. Arithmetic operations are again
modulo 2. The CRC process can now be described as

X" D(X) R(X)
TR O(X) +

T(X) = X" *D(X) + R(X)

Compare these equations with Equations (6.1) and (6.2).

EXAMPLE 6.7 Using the preceding example, for D = 1010001101, we have
D(X) =X+ X"+ X>+ X? + 1, and for P=110101, we have P(X) = X+
X* + X? + 1. We should end up with R = 01110, which corresponds to R(X) =
X3+ X? + X. Figure 6.5 shows the polynomial division that corresponds to the
binary division in the preceding example.

An m-bit CRC is typically generated by a polynomial of the form

P(X) = q(X)or
P(X) = (X + 1)q(X)

Where ¢(X) is a special type of polynomial called a primitive polynomial.*

4A document at box.com/dcc10e provides an explanation of primitive polynomials.
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X+ + X5+ X+ X2+ X REEA%Y
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Figure 6.5 Example of Polynomial Division

An error E(X) will only be undetectable if it is divisible by P(X). It can be
shown [PETE61, RAMASS] that all of the following errors are not divisible by a
suitably chosen P(X) and hence are detectable:

e All single-bit errors, if P(X) has more than one nonzero term
e All double-bit errors, as long as P(X) is of one of the two forms shown above
e Any odd number of errors, as long as P(X) contains a factor (X + 1)

e Any burst error for which the length of the burst is less than or equal to n — k;
that is, less than or equal to the length of the FCS

o A fraction of error bursts of length n — k + 1; the fraction equals 1 — 27 ~¥~1

e A frac(tion)of error bursts of length greater than n — k + 1; the fraction equals
-2k

In addition, it can be shown that if all error patterns are considered equally
likely, then for a burst error of length r + 1, the probability of an undetected error
(E(X) is divisible by P(X)) is 1/2" ~ !, and for a longer burst, the probability is 1/2",
where r is the length of the FCS.

Four versions of P(X) are widely used:

CRC-I2=X2+ X"+ X+ X+ X+1=(X+1)(X"+X2+1)
CRC-ANSI = X"+ XB + X2+ 1= (X+1) (X" + X +1)
CRC-CCITT = X" + X2 + X° + 1 = (X + 1)(X"” + X" + X1 + x12
+ X+ X+ X+ X+
IEEE-802 = X** + X* + X% + XZ + X' + X2 + x" + x10 4+ X8
X+ X+ X+ X+ X+ 1
The CRC-12 system is used for transmission of streams of 6-bit characters and gen-
erates a 12-bit FCS. Both CRC-16 and CRC-CCITT are popular for 8-bit characters



6.5 / CYCLIC REDUNDANCY CHECK (CRC) 199

in the United States and Europe, respectively, and both result in a 16-bit FCS. This
would seem adequate for most applications, although CRC-32 is specified as an
option in some point-to-point synchronous transmission standards and is used in
IEEE 802 L AN standards.

Digital Logic

The CRC process can be represented by, and indeed implemented as, a dividing
circuit consisting of XOR gates and a shift register. The shift register is a string
of 1-bit storage devices. Each device has an output line, which indicates the value
currently stored, and an input line. At discrete time instants, known as clock times,
the value in the storage device is replaced by the value indicated by its input
line. The entire register is clocked simultaneously, causing a 1-bit shift along the
entire register.

The circuit is implemented as follows:

1. The register contains n — k bits, equal to the length of the FCS.
2. There are up to n —k XOR gates.

3. The presence or absence of a gate corresponds to the presence or absence of a
term in the divisor polynomial, P(X), excluding the terms 1 and X" ¥,

EXAMPLE 6.8 The architecture of a CRC circuit is best explained by first con-
sidering an example, which is illustrated in Figure 6.6. In this example, we use:

Data D = 1010001101; D(X) =X’ + X'+ X° + X* + 1
Divisor P = 110101; PX)=X+X'+X*+1

which were used earlier in the discussion.

Figure 6.6a shows the shift-register implementation. The process begins with
the shift register cleared (all zeros). The message, or dividend, is then entered
one bit at a time, starting with the most significant bit. Figure 6.6b is a table that
shows the step-by-step operation as the input is applied one bit at a time. Each
row of the table shows the values currently stored in the five shift-register ele-
ments. In addition, the row shows the values that appear at the outputs of the
three XOR circuits. Finally, the row shows the value of the next input bit, which
is available for the operation of the next step.

Note that the XOR operation affects Cy4, C,, and C on the next shift. This
is identical to the binary long division process illustrated earlier. The process
continues through all the bits of the message. To produce the proper output,
two switches are used. The input data bits are fed in with both switches in the
A position. As a result, for the first 10 steps, the input bits are fed into the shift
register and also used as output bits. After the last data bit is processed, the
shift register contains the remainder (FCS) (shown shaded). As soon as the last
data bit is provided to the shift register, both switches are set to the B position.
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This has two effects: (1) all of the XOR gates become simple pass-throughs; no
bits are changed, and (2) as the shifting process continues, the 5 CRC bits are
output.

At the receiver, the same logic is used. As each bit of M arrives, it is inserted
into the shift register. If there have been no errors, the shift register should con-
tain the bit pattern for R at the conclusion of M. The transmitted bits of R now
begin to arrive, and the effect is to zero out the register so that, at the conclusion
of reception, the register contains all Os.

Figure 6.7 indicates the general architectu_r% of the shift-register implementa-
tion of a CRC for the polynomial P(X) = E?:OA,X’, where Ag=A,,_;=1andall
other A; equal either 0 or 13

Output
(15 bits)

Switch 1
o B

Input [ | M [ |
(10 bits) 1C2] O 1C1] Co
Switch
5 A
OB
D = 1-bit shift register ‘ = Exclusive-OR circuit
(a) Shift-register implementation
C, C G G G |[COCDI CHC,DI C,DI = input

Initial 0 0 0 0 0 1 1 1 1
Step 1 1 0 1 0 1 1 1 1 0
Step 2 1 1 1 1 1 1 1 0 1
Step 3 1 1 1 1 0 0 0 1 0
Step 4 0 1 0 0 1 1 0 0 0 Message to
Step 5 1 0 0 1 0 1 0 1 0 be sent
Step 6 1 0 0 0 1 0 0 0 1
Step 7 0 0 0 1 0 1 0 1 1
Step 8 1 0 0 0 1 1 1 1 0
Step 9 1 0 1 1 1 0 1 0 1
Step 10| 0O 1 1 1 0

(b) Example with input of 1010001101

Figure 6.6 Circuit with Shift Registers for Dividing by the Polynomial
X+X+XxX+1

31t is common for the CRC register to be shown shifting to the right, which is the reverse of the analogy
to binary division. Because binary numbers are usually shown with the most significant bit on the left, a
left-shifting register, as is used here, is more appropriate.



6.6 / FORWARD ERROR CORRECTION 201

Output
(n bits)

) Switch 1
A oB
Input

(k bits)
o <O @ @[ -o=
Dt s er Der

SwitchA

2

-@—+
°B

Figure 6.7 General CRC Architecture to Implement Divisor (1 + A\ X + AX + -+ +
Anikianfkfl + Xn*k)

6.6 FORWARD ERROR CORRECTION

Error detection is a useful technique, found in data link control protocols, such as
HDLC, and in transport protocols, such as TCP. As explained in Chapter 7, an error-
detecting code can be used as part of a protocol that corrects errors in transmitted
data by requiring the blocks of data be retransmitted. For wireless applications this
approach is inadequate for two reasons:

1. The BER on a wireless link can be quite high, which would result in a large
number of retransmissions.

2. Insome cases, especially satellite links, the propagation delay is very long com-
pared to the transmission time of a single frame. The result is a very inefficient
system. As is discussed in Chapter 7, the common approach to retransmission
is to retransmit the frame in error plus all subsequent frames. With a long data
link, an error in a single frame necessitates retransmitting many frames.

Instead, it would be desirable to enable the receiver to correct errors in an
incoming transmission on the basis of the bits in that transmission. Figure 6.8 shows
in general how this is done. On the transmission end, each k-bit block of data is
mapped into an n-bit block (n > k) called a codeword, using an FEC (forward
error correction) encoder. The codeword is then transmitted. During transmission,
the signal is subject to impairments, which may produce bit errors in the signal. At
the receiver, the incoming signal is demodulated to produce a bit string that is simi-
lar to the original codeword but may contain errors. This block is passed through an
FEC decoder, with one of four possible outcomes:

e No errors: If there are no bit errors, the input to the FEC decoder is identical
to the original codeword, and the decoder produces the original data block as
output.
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Figure 6.8 Error-Correction Process

¢ Detectable, correctable errors: For certain error patterns, it is possible for the
decoder to detect and correct those errors. Thus, even though the incoming
data block differs from the transmitted codeword, the FEC decoder is able to
map this block into the original data block.

¢ Detectable, not correctable errors: For certain error patterns, the decoder can
detect but not correct the errors. In this case, the decoder simply reports an
uncorrectable error.

e Undetectable errors: For certain, typically rare, error patterns, the decoder
does not detect the error and maps the incoming n-bit data block into a k-bit
block that differs from the original k-bit block.

How is it possible for the decoder to correct bit errors? In essence, error cor-
rection works by adding sufficient redundancy to the transmitted message. The
redundancy makes it possible for the receiver to deduce what the original message
was, even in the face of a certain level of error rate. In this section, we look at a
widely used form of error-correcting code known as a block error-correcting code.
Our discussion here only deals with basic principles; a discussion of specific error-
correcting codes is provided in Chapter 16.

Before proceeding, we note that in many cases, the error-correcting code fol-
lows the same general layout as shown for error-detecting codes in Figure 6.2. That
is, the FEC algorithm takes as input a k-bit block and adds (n — k) check bits to
that block to produce an n-bit block; all of the bits in the original k-bit block show
up in the n-bit block. For some FEC algorithms, the FEC algorithm maps the k-bit
input into an n-bit codeword in such a way that the original &k bits do not appear in
the codeword.
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Block Code Principles

To begin, we define a term that shall be of use to us. The Hamming distance d(vy, v;)
between two n-bit binary sequences v; and v, is the number of bits in which v; and
v, disagree. For example, if

vy = 011011, v, = 110001
then
d(vi,v,) =3

Now let us consider the block code technique for error correction. Suppose we
wish to transmit blocks of data of length & bits. Instead of transmitting each block as
k bits, we map each k-bit sequence into a unique n-bit codeword.

EXAMPLE 6.9

For k=2 and n =5, we can make the following assignment:

Data Block Codeword
00 00000
01 00111
10 11001
11 11110

Now, suppose that a codeword block is received with the bit pattern 00100.
This is not a valid codeword, and so the receiver has detected an error. Can the
error be corrected? We cannot be sure which data block was sent because 1, 2,
3,4, or even all 5 of the bits that were transmitted may have been corrupted by
noise. However, notice that it would require only a single-bit change to trans-
form the valid codeword 00000 into 00100. It would take two bit changes to
transform 00111 to 00100, three bit changes to transform 11110 to 00100, and
it would take four bit changes to transform 11001 into 00100. Thus, we can
deduce that the most likely codeword that was sent was 00000 and that there-
fore the desired data block is 00. This is error correction. In terms of Hamming
distances, we have

(00000, 00100)
A(11001, 00100)

1;  (00111,00100) = 2;
4; d(11110,00100) = 3

So the rule we would like to impose is that if an invalid codeword is received,
then the valid codeword that is closest to it (minimum distance) is selected. This
will only work if there is a unique valid codeword at a minimum distance from
each invalid codeword.

For our example, it is not true that for every invalid codeword there is one
and only one valid codeword at a minimum distance. There are 23 = 32 possible
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codewords of which 4 are valid, leaving 28 invalid codewords. For the invalid
codewords, we have the following:

Invalid Minimum Valid Invalid Minimum Valid
Codeword  Distance Codeword Codeword  Distance Codeword
00001 1 00000 10000 1 00000
00010 1 00000 10001 1 11001
00011 1 00111 10010 2 00000 or 11110
00100 1 00000 10011 2 00111 or 11001
00101 1 00111 10100 2 00000 or 11110
00110 1 00111 10101 2 00111 or 11001
01000 1 00000 10110 1 11110
01001 1 11001 10111 1 00111
01010 2 00000 or 11110 11000 1 11001
01011 2 00111 or 11001 11010 1 11110
01100 2 00000 or 11110 11011 1 11001
01101 2 00111 or 11001 11100 1 11110
01110 1 11110 11101 1 11001
01111 1 00111 11111 1 11110

There are eight cases in which an invalid codeword is at a distance 2 from
two different valid codewords. Thus, if one such invalid codeword is received,
an error in 2 bits could have caused it and the receiver has no way to choose
between the two alternatives. An error is detected but cannot be corrected.
However, in every case in which a single-bit error occurs, the resulting codeword
is of distance 1 from only one valid codeword and the decision can be made. This
code is therefore capable of correcting all single-bit errors but cannot correct
double-bit errors. Another way to see this is to look at the pairwise distances
between valid codewords:

d (00000, 00111) = 3; (00000, 11001) = 3; (00000, 11110) = 4;
d(00111,11001) = 4; d(00111,11110) = 3; d(11001,11110) = 3

The minimum distance between valid codewords is 3. Therefore, a single-bit
error will result in an invalid codeword that is a distance 1 from the original valid
codeword but a distance at least 2 from all other valid codewords. As a result,
the code can always correct a single-bit error. Note that the code also will always
detect a double-bit error.

The preceding example illustrates the essential properties of a block error-
correcting code. An (n, k) block code encodes k data bits into n-bit codewords.
Typically, each valid codeword reproduces the original k data bits and adds to them
(n — k) check bits to form the n-bit codeword. Thus the design of a block code is
equivalent to the design of a function of the form v, = f(vq), where vq4 is a vector of
k data bits and v, is a vector of n codeword bits.

With an (n, k) block code, there are 2X valid codewords out of a total of 2
possible codewords. The ratio of redundant bits to data bits, (n — k)/k, is called
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the redundancy of the code, and the ratio of data bits to total bits, k/n, is called
the code rate. The code rate is a measure of how much additional bandwidth is
required to carry data at the same data rate as without the code. For example, a
code rate of 1/2 requires double the transmission capacity of an uncoded system to
maintain the same data rate. Our example has a code rate of 2/5 and so requires
2.5 times the capacity of an uncoded system. For example, if the data rate input
to the encoder is 1 Mbps, then the output from the encoder must be at a rate of
2.5 Mbps to keep up.

For a code consisting of the codewords wy, w», - - - , w,, where s = 2", the min-
imum distance d,;, of the code is defined as

nin = ;140w W)

It can be shown that the following conditions hold. For a given positive integer ¢,
if a code satisfies d;, = (2¢ + 1), then the code can correct all bit errors up to
and including errors of ¢ bits. If d;, = 2¢, then all errors = (¢ — 1) bits can
be corrected and errors of ¢ bits can be detected but not, in general, corrected.
Conversely, any code for which all errors of magnitude =< ¢ are corrected must
satisfy dp;, = (2t + 1), and any code for which all errors of magnitude = (¢ — 1)
are corrected and all errors of magnitude ¢ are detected must satisfy d,;, = 2¢.

Another way of putting the relationship between d;, and ¢ is to say that the
maximum number of guaranteed correctable errors per codeword satisfies

{ = Ldmin B 1J
B 2

where | x | means the largest integer not to exceed x (e.g., | 6.3 ] = 6). Furthermore,
if we are concerned only with error detection and not error correction, then the
number of errors, ¢, that can be detected satisfies

= dmppn— 1

To see this, consider that if d,,;, errors occur, this could change one valid codeword
into another. Any number of errors less than d,,;, cannot result in another valid
codeword.

The design of a block code involves a number of considerations.

1. For given values of n and k, we would like the largest possible value of d ;.

2. The code should be relatively easy to encode and decode, requiring minimal
memory and processing time.

3. We would like the number of extra bits (n — k) to be small, to reduce
bandwidth.

4. We would like the number of extra bits (n — k) to be large, to reduce error
rate.

Clearly, the last two objectives are in conflict, and trade-offs must be made.
It is instructive to examine Figure 6.9. The literature on error-correcting codes
frequently includes graphs of this sort to demonstrate the effectiveness of various
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Figure 6.9 How Coding Improves System Performance

encoding schemes. Recall from Chapter 5 that coding can be used to reduce the
required E,/N, value to achieve a given bit error rate.® The coding discussed in
Chapter 5 has to do with the definition of signal elements to represent bits. The cod-
ing discussed in this chapter also has an effect on E,/Nj. In Figure 6.9, the curve on
the right is for an uncoded modulation system. To the left of that curve is the area in
which improvement can be achieved. In this region, a smaller BER (bit error rate)
is achieved for a given E,/N,, and conversely, for a given BER, a smaller E,/Nj is
required. The other curve is a typical result of a code rate of one-half (equal number
of data and check bits). Note that at an error rate of 10°°, the use of coding allows a
reduction in E,/N, of 2.77 dB. This reduction is referred to as the coding gain, which
is defined as the reduction, in decibels, in the required E,/N, to achieve a specified
BER of an error-correcting coded system compared to an uncoded system using the
same modulation.

It is important to realize that the BER for the second rate 1/2 curve refers to
the rate of uncorrected errors and that the £, value refers to the energy per data bit.

E,/N, is the ratio of signal energy per bit to noise power density per Hz; it is defined and discussed in
Chapter 3.
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Because the rate is 1/2, there are two bits on the channel for each data bit, and the
energy per coded bit is half that of the energy per data bit, or a reduction of 3 dB to
a value of 8 dB. If we look at the energy per coded bit for this system, then we see
that the channel bit error rate is about 2.4 X 1072, or 0.024.

Finally, note that below a certain threshold of E,/N, the coding scheme actu-

ally degrades performance. In our example of Figure 6.9, the threshold occurs at
about 5.4 dB. Below the threshold, the extra check bits add overhead to the system
that reduces the energy per data bit causing increased errors. Above the threshold,
the error-correcting power of the code more than compensates for the reduced E,,
resulting in a coding gain.

6.7 RECOMMENDED READING AND ANIMATIONS

The classic treatment of error-detecting codes and CRC is [PETE61]. [RAMASS] is
an excellent tutorial on CRC.

[ADAMO1] provides comprehensive treatment of error-correcting codes.

[SKLAO1] contains a clear, well-written section on the subject. Two useful survey
articles are [BERL87] and [BHARS3]. A quite readable theoretical and mathemati-
cal treatment of error-correcting codes is [ASH90]. [LIN04] is a thorough treatment
of both error-detecting and error-correction codes.

ADAMY1 Adamek, J. Foundations of Coding. New York: Wiley, 1991.

ASHY90 Ash, R. Information Theory. New York: Dover, 1990.

BERLS87 Berlekamp, E.; Peile, R.; and Pope, S. “The Application of Error Control to
Communications.” I[EEE Communications Magazine, April 1987.

BHARS83 Bhargava, V. “Forward Error Correction Schemes for Digital
Communications.” IEEE Communications Magazine, January 1983.

LINO4 Lin,S., and Costello, D. Error Control Coding. Upper Saddle River, NJ: Prentice
Hall, 2004.

PETEG61 Peterson, W., and Brown, D. “Cyclic Codes for Error Detection.” Proceedings
of the IEEE, January 1961.

RAMAS88 Ramabadran, T., and Gaitonde, S. “A Tutorial on CRC Computations.”
IEEE Micro, August 1988.

SKLAO01 Sklar, B. Digital Communications: Fundamentals and Applications. Upper
Saddle River, NJ: Prentice Hall, 2001.

Animations

Animations that illustrate CRC and parity are available at the Premium Web
site. The reader is encouraged to view these animations to reinforce concepts
from this chapter.
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6.8 KEY TERMS, REVIEW QUESTIONS, AND PROBLEMS

Key Terms
check bits error-correcting code (ECC) Hamming distance
checksum error detection ones-complement addition
codeword error-detecting code ones-complement operation
code rate forward error correction parity bit
coding gain (FEC) parity check
cyclic redundancy check frame redundancy

(CRC) frame check sequence two-dimensional parity

error correction (FCS) check

Review Questions

6.1 What is a parity bit?

6.2 What is the CRC?

6.3 Why would you expect a CRC to detect more errors than a parity bit?

6.4 List three different ways in which the CRC algorithm can be described.

6.5 Is it possible to design an ECC that will correct some double-bit errors but not all
double-bit errors? Why or why not?

6.6 Inan (n, k) block ECC, what do n and k represent?

Problems

6.1 For the example of Figure 6.1, what is the minimum and maximum value of x that
satisfies the formal definition of error burst in Section 6.1?

6.2 Would you expect that the inclusion of a parity bit with each character would change
the probability of receiving a correct message?

6.3 Two communicating devices are using a single-bit even parity check for error detec-
tion. The transmitter sends the byte 10101010 and, because of channel noise, the
receiver gets the byte 10011010. Will the receiver detect the error? Why or why not?

6.4 Consider a frame consisting of two characters of four bits each. Assume that the
probability of bit error is 10”2 and that it is independent for each bit.

a. What is the probability that the received frame contains at least one error?
b. Now add a parity bit to each character. What is the probability?

6.5 Show that the value of p in Figure 6.3a is the same whether it is calculated as the
parity of all the data bits, the parity of all the row parity bits, or the parity of all the
column parity bits.

6.6 Compute the Internet checksum for the data block E3 4F 23 96 44 27 99 F3. Then
perform the verification calculation.

6.7 One nice property of the Internet checksum is that it is endian-independent. Little
Endian computers store hex numbers with the least significant byte last (Intel pro-
cessors, for example). Big Endian computers put the least significant byte first (IBM
mainframes, for example). Explain why the checksum does not need to take into
account endianness.

6.8 The high-speed transport protocol XTP (Xpress Transfer Protocol) uses a 32-bit
checksum function defined as the concatenation of two 16-bit functions: XOR and
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Figure 6.10 The XTP Checksum Scheme

RXOR are illustrated in Figure 6.10. The XOR function calculates the column parity.

RXOR is a diagonal parity check, achieved by rotating each successive 16-bit word in

the data block one bit and then performing a bitwise XOR.

a. Will this checksum detect all errors caused by an odd number of error bits?
Explain.

b. Will this checksum detect all errors caused by an even number of error bits? If
not, characterize the error patterns that will cause the checksum to fail.

What is the purpose of using modulo 2 arithmetic rather than binary arithmetic in

computing an FCS?

Using the CRC-CCITT polynomial, generate the 16-bit CRC code for a message con-

sisting of a 1 followed by 15 Os.

a. Use long division.

b. Use the shift-register mechanism shown in Figure 6.4.

Explain in words why the shift-register implementation of CRC will result in all Os at

the receiver if there are no errors. Demonstrate by example.

For P=110011 and M =11100011, find the CRC.

A CRC is constructed to generate a 4-bit FCS for an 11-bit message. The generator
polynomial is X* + X3 + 1.
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6.14

6.15

6.16

6.17

6.18

6.19

a. Draw the shift-register circuit that would perform this task (see Figure 6.4).

b. Encode the data bit sequence 10011011100 (leftmost bit is the least significant)
using the generator polynomial and give the codeword.

c. Now assume that bit 7 (counting from the LSB) in the codeword is in error and
show that the detection algorithm detects the error.

a. Ina CRC error-detecting scheme, choose P(X) = X* + X + 1. Encode the bits
10010011011.

b. Suppose the channel introduces an error pattern 100010000000000 (i.e., a flip
from 1 to 0 or from 0 to 1 in position 1 and 5). What is received? Can the error be
detected?

c. Repeat part (b) with error pattern 100110000000000.

A modified CRC procedure is commonly used in communications standards. It is
defined as follows:

XD (X) + X'L(X) R(X)
P(X) o P(X)
FCS = L(X) + R(X)

where
LX) =X+ X%+ X8 +... +X+1

and k is the number of bits being checked (address, control, and information fields).
a. Describe in words the effect of this procedure.

b. Explain the potential benefits.

c. Show a shift-register implementation for P(X) = X' + X2 + X5 + 1.

Calculate the Hamming pairwise distances among the following codewords:

a. 00000, 10101, 01010
b. 000000, 010101, 101010, 110110

Section 6.6 discusses block error-correcting codes that make a decision on the basis
of minimum distance. That is, given a code consisting of s equally likely codewords of
length n, for each received sequence v, the receiver selects the codeword w for which
the distance d(w, v) is a minimum. We would like to prove that this scheme is “ideal” in
the sense that the receiver always selects the codeword for which the probability of w
given v, p(w|v), is a maximum. Because all codewords are assumed equally likely, the
codeword that maximizes p (w|v) is the same as the codeword that maximizes p (v|w).
a. In order that w be received as v, there must be exactly d(w, v) errors in transmis-
sion, and these errors must occur in those bits where w and v disagree. Let B be
the probability that a given bit is transmitted incorrectly and n be the length of
a codeword. Write an expression for p(v|w) as a function of B, d(w, v), and n.
Hint: The number of bits in error is d(w, v) and the number of bits not in error is
n—d(w,v).
b. Now compare p(v|lw;) and p(v|w,) for two different codewords w; and w, by
calculating p (viwy)/p (vlws).
¢. Assume that 0 < 8 < 0.5 and show that p(vlw;) > p(vlw,) if and only if
d(v,w;) < d(v,w,). This proves that the codeword w that gives the largest value
of p(v|w) is that word whose distance from v is a minimum.
Section 6.6 states that for a given positive integer ¢, if a code satisfies d,;, = 2t + 1,
then the code can correct all bit errors up to and including errors of ¢ bits. Prove this
assertion. Hint: Start by observing that for a codeword w to be decoded as another
codeword w’, the received sequence must be at least as close to w' as to w.

A common technique for implementing CRC is to use a table lookup algorithm. The
document site at box.com/dccl0e contains several papers describing this approach.
Write a short paper that summarizes the general approach to implementing CRC
using table lookup.
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LEARNING OBJECTIVES

After reading this chapter, you should be able to:

¢ Explain the need for a flow control and error control.

¢ Present an overview of the basic mechanisms of stop-and-wait flow con-
trol and sliding-window flow control.

¢ Present an overview of the basic mechanisms of stop-and-wait ARQ,
go-back-N ARQ, and selective reject flow control.

¢ Present an overview of HDLC.

Our discussion so far has concerned sending signals over a transmission link.
For effective digital data communications, much more is needed to control
and manage the exchange. In this chapter, we shift our emphasis to that of
sending data over a data communications link. To achieve the necessary con-
trol, a layer of logic is added above the physical layer discussed in Chapter 6;
this logic is referred to as data link control or a data link control protocol.
When a data link control protocol is used, the transmission medium between
systems is referred to as a data link.

To see the need for data link control, we list some of the requirements

and objectives for effective data communication between two directly con-
nected transmitting-receiving stations:

Frame synchronization: Data are sent in blocks called frames. The begin-
ning and end of each frame must be recognizable. We briefly introduced
this topic with the discussion of synchronous frames (Figure 6.2).

Flow control: The sending station must not send frames at a rate faster
than the receiving station can absorb them.

Error control: Bit errors introduced by the transmission system should
be corrected.

Addressing: On a shared link, such as a local area network (LAN), the
identity of the two stations involved in a transmission must be specified.

Control and data on same link: It is usually not desirable to have a
physically separate communications path for control information.
Accordingly, the receiver must be able to distinguish control informa-
tion from the data being transmitted.

Link management: The initiation, maintenance, and termination of a
sustained data exchange require a fair amount of coordination and coop-
eration among stations. Procedures for the management of this exchange
are required.
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None of these requirements is satisfied by the techniques described in
Chapter 6. We shall see in this chapter that a data link protocol that satisfies
these requirements is a rather complex affair. We begin by looking at two
key mechanisms that are part of data link control: flow control and error con-
trol. Following this background we look at the most important example of a
data link control protocol: HDLC (high-level data link control). This protocol
is important for two reasons: First, it is a widely used standardized data link
control protocol. Second, HDLC serves as a baseline from which virtually all
other important data link control protocols are derived.

7.1 FLOW CONTROL

Flow control is a technique for assuring that a transmitting entity does not over-
whelm a receiving entity with data. The receiving entity typically allocates a data
buffer of some maximum length for a transfer. When data are received, the receiver
must do a certain amount of processing before passing the data to the higher-level
software. In the absence of flow control, the receiver’s buffer may fill up and over-
flow while it is processing old data.

To begin, we examine mechanisms for flow control in the absence of errors.
The model we will use is depicted in Figure 71a, which is a vertical time sequence
diagram. It has the advantages of showing time dependencies and illustrating the
correct send-receive relationship. Each arrow represents a single frame transiting a
data link between two stations. The data are sent in a sequence of frames, with each
frame containing a portion of the data and some control information. The time it
takes for a station to emit all of the bits of a frame onto the medium is the transmis-
sion time; this is proportional to the length of the frame. The propagation time is the
time it takes for a bit to traverse the link between source and destination. For this
section, we assume that all frames that are transmitted are successfully received; no
frames are lost and none arrive with errors. Furthermore, frames arrive in the same
order in which they are sent. However, each transmitted frame suffers an arbitrary
and variable amount of delay before reception.!

Stop-and-Wait Flow Control

The simplest form of flow control, known as stop-and-wait flow control, works as
follows. A source entity transmits a frame. After the destination entity receives
the frame, it indicates its willingness to accept another frame by sending back an
acknowledgment to the frame just received. The source must wait until it receives
the acknowledgment before sending the next frame. The destination can thus stop

10n a direct point-to-point link, the amount of delay is fixed rather than variable. However, a data link
control protocol can be used over a network connection, such as a circuit-switched or ATM network, in
which case the delay may be variable.
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Source Destination Source Destination
Frame 1 \ Frame 1 \
Frame 1 Frame 1
Frame 2 \ Frame 2 \
Frame 3 Frame 2 Frame 3
D
H
Frame 4 \ Frame 3 Frame 4 \ Frame 3
Frame 4 Garbled
frame
Frame 5 \ Frame 5 \
Frame 5 Frame 5
(a) Error-free transmission (b) Transmission with

losses and errors

Figure 7.1 Model of Frame Transmission

the flow of data simply by withholding acknowledgment. This procedure works fine
and, indeed, can hardly be improved upon when a message is sent in a few large
frames. However, it is often the case that a source will break up a large block of
data into smaller blocks and transmit the data in many frames. This is done for the
following reasons:

¢ The buffer size of the receiver may be limited.

e The longer the transmission, the more likely that there will be an error, neces-
sitating retransmission of the entire frame. With smaller frames, errors are
detected sooner, and a smaller amount of data needs to be retransmitted.

® On a shared medium, such as a LAN, it is usually desirable not to permit one
station to occupy the medium for an extended period, thus causing long delays
at the other sending stations.

With the use of multiple frames for a single message, the stop-and-wait
procedure may be inadequate. The essence of the problem is that only one frame
at a time can be in transit. To explain we first define the bit length of a link as
follows:
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(7.1)

where

B =length of the link in bits; this is the number of bits present on the link at an
instance in time when a stream of bits fully occupies the link

R = data rate of the link, in bps
d = length, or distance, of the link in meters

V = velocity of propagation, in m/s

In situations where the bit length of the link is greater than the frame length,
serious inefficiencies result. This is illustrated in Figure 7.2. In the figure, the trans-
mission time is normalized to one, and the propagation delay is expressed as the
variable a. Thus, we can express a as

B
a=— 7.2
I (7.2)
where L is the number of bits in the frame (length of the frame in bits).

When a is less than 1, the propagation time is less than the transmission time.

In this case, the frame is sufficiently long that the first bits of the frame have arrived
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at the destination before the source has completed the transmission of the frame.
When a is greater than 1, the propagation time is greater than the transmission
time. In this case, the sender completes transmission of the entire frame before the
leading bits of that frame arrive at the receiver. Put another way, larger values of
a are consistent with higher data rates and/or longer distances between stations.
Chapter 16 discusses a and data link performance.

Both parts of Figure 7.2 (a and b) consist of a sequence of snapshots of the
transmission process over time. In both cases, the first four snapshots show the pro-
cess of transmitting a frame containing data, and the last snapshot shows the return
of a small acknowledgment frame. Note that for a > 1, the line is always underuti-
lized and even for a < 1, the line is inefficiently utilized. In essence, for very high
data rates, for very long distances between sender and receiver, stop-and-wait flow
control provides inefficient line utilization.

EXAMPLE 7.1 Consider a 200-m optical fiber link operating at 1 Gbps.
The velocity of propagation of optical fiber is typically about 2 X 10%m/s.
Using Equation (7.1), B = (10° X 200)/(2 X 10%) = 1000 bits. Assume
a frame of 1000 octets, or 8000 bits, is transmitted. Using Equation (7.2),
a = (1000/8000) = 0.125. Using Figure 7.2a as a guide, assume transmission
starts at time ¢+ = 0. After 1 us (a normalized time of 0.125 frame times), the
leading edge (first bit) of the frame has reached R, and the first 1000 bits of the
frame are spread out across the link. At time ¢ = 8 us, the trailing edge (final
bit) of the frame has just been emitted by T, and the final 1000 bits of the frame
are spread out across the link. At = 9 us, the final bit of the frame arrives at R.
R now sends back an ACK frame. If we assume the frame transmission time is
negligible (very small ACK frame) and that the ACK is sent immediately, the
ACK arrives at T at t = 10 us. At this point, T can begin transmitting a new
frame. The actual transmission time for the frame was 8 us, but the total time to
transmit the first frame and receive an ACK is 10 us.

Now consider a 1-Mbps link between two ground stations that communi-
cate via a satellite relay. A geosynchronous satellite has an altitude of roughly
36,000 km. Then B = (10° X 2 X 36,000,000)/(3 X 10%) = 240,000 bits. For
a frame length of 8000 bits, a = (240,000/8000) = 30. Using Figure 7.2b as a
guide, we can work through the same steps as before. In this case, it takes 240 ms
for the leading edge of the frame to arrive and an additional 8 ms for the entire
frame to arrive. The ACK arrives back at T at + = 488 ms. The actual transmis-
sion time for the first frame was 8 ms, but the total time to transmit the first
frame and receive an ACK is 488 ms.

Sliding-Window Flow Control

The essence of the problem described so far is that only one frame at a time can
be in transit. In situations where the bit length of the link is greater than the frame
length (a > 1), serious inefficiencies result. Efficiency can be greatly improved by
allowing multiple frames to be in transit at the same time.
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Let us examine how this might work for two stations, A and B, connected via
a full-duplex link. Station B allocates buffer space for W frames. Thus, B can accept
W frames, and A is allowed to send W frames without waiting for any acknowledg-
ments. To keep track of which frames have been acknowledged, each is labeled
with a sequence number. B acknowledges a frame by sending an acknowledgment
that includes the sequence number of the next frame expected. This acknowledg-
ment also implicitly announces that B is prepared to receive the next W frames,
beginning with the number specified. This scheme can also be used to acknowl-
edge multiple frames. For example, B could receive frames 2, 3, and 4 but withhold
acknowledgment until frame 4 has arrived. By then returning an acknowledgment
with sequence number 5, B acknowledges frames 2, 3, and 4 at one time. A main-
tains a list of sequence numbers that it is allowed to send, and B maintains a list of
sequence numbers that it is prepared to receive. Each of these lists can be thought of
as a window of frames. The operation is referred to as sliding-window flow control.

Several additional comments need to be made. Because the sequence num-
ber to be used occupies a field in the frame, it is limited to a range of values. For
example, for a 3-bit field, the sequence number can range from 0 to 7. Accordingly,
frames are numbered modulo §; that is, after sequence number 7, the next number
is 0. In general, for a k-bit field the range of sequence numbers is 0 through 28 — 1,
and frames are numbered modulo 2¥. As will be shown subsequently, the maximum
window size is 25 — 1.

Figure 7.3 is a useful way of depicting the sliding-window process. It assumes
the use of a 3-bit sequence number, so that frames are numbered sequentially from
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Figure 7.3 Sliding-Window Depiction
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0 through 7, and then the same numbers are reused for subsequent frames. The
shaded rectangle indicates the frames that may be sent; in this figure, the sender
may transmit five frames, beginning with frame 0. Each time a frame is sent, the
shaded window shrinks; each time an acknowledgment is received, the shaded win-
dow grows. Frames between the vertical bar and the shaded window have been sent
but not yet acknowledged. As we shall see, the sender must buffer these frames in
case they need to be retransmitted.

The window size need not be the maximum possible size for a given sequence
number length. For example, using a 3-bit sequence number, a window size of
5 could be configured for the stations using the sliding-window flow control
protocol.

EXAMPLE 7.2 An example is shown in Figure 7.4. The example assumes a
3-bit sequence number field and a maximum window size of seven frames.
Initially, A and B have windows indicating that A may transmit seven frames,
beginning with frame 0 (F0). After transmitting three frames (F0, F1, F2) with-
out acknowledgment, A has shrunk its window to four frames and maintains
a copy of the three transmitted frames. The window indicates that A may
transmit four frames, beginning with frame number 3. B then transmits an RR
(receive ready) 3, which means “I have received all frames up through frame
number 2 and am ready to receive frame number 3; in fact, I am prepared to
receive seven frames, beginning with frame number 3.” With this acknowledg-
ment, A is back up to permission to transmit seven frames, still beginning with
frame 3; also A may discard the buffered frames that have now been acknowl-
edged. A proceeds to transmit frames 3, 4, 5, and 6. B returns RR 4, which
acknowledges F3, and allows transmission of F4 through the next instance
of F2. By the time this RR reaches A, it has already transmitted F4, F5, and
F6, and therefore A may only open its window to permit sending four frames
beginning with F7.

The mechanism so far described provides a form of flow control: The receiver
must only be able to accommodate seven frames beyond the one it has last acknowl-
edged. Most data link control protocols also allow a station to cut off the flow of
frames from the other side by sending a Receive Not Ready (RNR) message, which
acknowledges former frames but forbids transfer of future frames. Thus, RNR 5
means, “I have received all frames up through number 4 but am unable to accept
any more at this time.” At some subsequent point, the station must send a normal
acknowledgment to reopen the window.

So far, we have discussed transmission in one direction only. If two stations
exchange data, each needs to maintain two windows, one for transmit and one for
receive, and each side needs to send the data and acknowledgments to the other. To
provide efficient support for this requirement, a feature known as piggybacking is
typically provided. Each data frame includes a field that holds the sequence number
of that frame plus a field that holds the sequence number used for acknowledgment.
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Figure 7.4 Example of a Sliding-Window Protocol

Thus, if a station has data to send and an acknowledgment to send, it sends both
together in one frame, saving communication capacity. Of course, if a station has an
acknowledgment but no data to send, it sends a separate acknowledgment frame,
such as RR or RNR. If a station has data to send but no new acknowledgment to
send, it must repeat the last acknowledgment sequence number that it sent. This is
because the data frame includes a field for the acknowledgment number, and some
value must be put into that field. When a station receives a duplicate acknowledg-
ment, it simply ignores it.

Sliding-window flow control is potentially much more efficient than stop-
and-wait flow control. The reason is that, with sliding-window flow control, the
transmission link is treated as a pipeline that may be filled with frames in transit.
By contrast, with stop-and-wait flow control, only one frame may be in the pipe at a
time. Chapter 16 quantifies the improvement in efficiency.

EXAMPLE 7.3 Let us consider the use of sliding-window flow control for the
two configurations of Example 7.1. As was calculated in Example 7.1, it takes
10 ws for an ACK to the first frame to be received. It takes 8 us to transmit one
frame, so the sender can transmit one frame and part of a second frame by the time
the ACK to the first frame is received. Thus, a window size of 2 is adequate to
enable the sender to transmit frames continuously, or at a rate of one frame every
8 us. With stop-and-wait, a rate of only one frame per 10 us is possible.
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For the satellite configuration, it takes 488 ms for an ACK to the first frame
to be received. It takes 8 ms to transmit one frame, so the sender can transmit
61 frames by the time the ACK to the first frame is received. With a window field
of 6 bits or more, the sender can transmit continuously, or at a rate of one frame
every 8 ms. If the window size is 7, using a 3-bit window field, then the sender can
only send 7 frames and then must wait for an ACK before sending more. In this
case, the sender can transmit at a rate of 7 frames per 488 ms, or about one frame
every 70 ms. With stop-and-wait, a rate of only one frame per 488 ms is possible.

7.2 ERROR CONTROL

Error control refers to mechanisms to detect and correct errors that occur in the
transmission of frames. The model that we will use, which covers the typical case, is
illustrated in Figure 7.1b. As before, data are sent as a sequence of frames; frames
arrive in the same order in which they are sent; and each transmitted frame suffers
an arbitrary and potentially variable amount of delay before reception. In addition,
we admit the possibility of two types of errors:

e Lost frame: A frame fails to arrive at the other side. In the case of a network,
the network may simply fail to deliver a frame. In the case of a direct point-
to-point data link, a noise burst may damage a frame to the extent that the
receiver is not aware that a frame has been transmitted.

e Damaged frame: A recognizable frame does arrive, but some of the bits are in
error (have been altered during transmission).

The most common techniques for error control are based on some or all of the
following ingredients:

¢ Error detection: The destination detects frames that are in error, using the
techniques described in the preceding chapter, and discards those frames.

e Positive acknowledgment: The destination returns a positive acknowledgment
to successfully received, error-free frames.

e Retransmission after timeout: The source retransmits a frame that has not
been acknowledged after a predetermined amount of time.

e Negative acknowledgment and retransmission: The destination returns a
negative acknowledgment to frames in which an error is detected. The source
retransmits such frames.

Collectively, these mechanisms are all referred to as automatic repeat request
(ARQ). The effect of ARQ is to turn a potentially unreliable data link into a reli-
able one. Three versions of ARQ have been standardized:

e Stop-and-wait ARQ
¢ Go-back-N ARQ
e Selective-reject ARQ
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All of these forms are based on the use of the flow control techniques dis-
cussed in Section 7.1. We examine each in turn.

Stop-and-Wait ARQ

Stop-and-wait ARQ is based on the stop-and-wait flow control technique outlined
previously. The source station transmits a single frame and then must await an
acknowledgment (ACK). No other data frames can be sent until the destination
station’s reply arrives at the source station.

Two sorts of errors could occur. First, the frame that arrives at the destination
could be damaged. The receiver detects this by using the error-detection technique
referred to earlier and simply discards the frame. To account for this possibil-
ity, the source station is equipped with a timer. After a frame is transmitted, the
source station waits for an acknowledgment. If no acknowledgment is received by
the time that the timer expires, then the same frame is sent again. Note that this
method requires that the transmitter maintain a copy of a transmitted frame until an
acknowledgment is received for that frame.

The second sort of error is a damaged acknowledgment. Consider the follow-
ing situation. Station A sends a frame. The frame is received correctly by station B,
which responds with an acknowledgment. The ACK is damaged in transit and is not
recognizable by A, which will therefore time out and resend the same frame. This
duplicate frame arrives and is accepted by B. B has therefore accepted two copies
of the same frame as if they were separate. To avoid this problem, frames are alter-
nately labeled with 0 or 1, and positive acknowledgments are of the form ACKO and
ACKI. In keeping with the sliding-window convention, an ACKO acknowledges
receipt of a frame numbered 1 and indicates that the receiver is ready for a frame
numbered 0.

Figure 7.5 gives an example of the use of stop-and-wait ARQ, showing the
transmission of a sequence of frames from source A to destination B.? The figure
shows the two types of errors just described. The third frame transmitted by A is lost
or damaged and therefore B does not return an ACK. A times out and retransmits
the frame. Later, A transmits a frame labeled 1 but the ACKO for that frame is lost.
A times out and retransmits the same frame. When B receives two frames in a row
with the same label, it discards the second frame but sends back an ACKO to each.

The principal advantage of stop-and-wait ARQ is its simplicity. Its principal
disadvantage, as discussed in Section 7.1, is that stop-and-wait is an inefficient mech-
anism. The sliding-window flow control technique can be adapted to provide more
efficient line use; in this context, it is sometimes referred to as continuous ARQ.

Go-Back-N ARQ

The form of error control based on sliding-window flow control that is most com-
monly used is called go-back-N ARQ. In this method, a station may send a series
of frames sequentially numbered modulo some maximum value. The number of
unacknowledged frames outstanding is determined by window size, using the

’This figure indicates the time required to transmit a frame. For simplicity, other figures in this chapter
do not show this time.
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Figure 7.5 Stop-and-Wait ARQ

sliding-window flow control technique. While no errors occur, the destination
will acknowledge incoming frames as usual (RR = receive ready, or piggybacked
acknowledgment). If the destination station detects an error in a frame, it may send
a negative acknowledgment (REJ = reject) for that frame, as explained in the fol-
lowing rules. The destination station will discard that frame and all future incoming
frames until the frame in error is correctly received. Thus, the source station, when
it receives a REJ, must retransmit the frame in error plus all succeeding frames that
were transmitted in the interim.

Suppose that station A is sending frames to station B. After each transmission,
A sets an acknowledgment timer for the frame just transmitted. Suppose that B has
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previously successfully received frame (i — 1) and A has just transmitted frame i.
The go-back-N technique takes into account the following contingencies:

1. Damaged frame. If the received frame is invalid (i.e., B detects an error, or
the frame is so damaged that B does not even perceive that it has received a
frame), B discards the frame and takes no further action as the result of that
frame. There are two subcases:

a. Within a reasonable period of time, A subsequently sends frame (i + 1).
B receives frame (i + 1) out of order and sends a REJ i. A must retrans-
mit frame i and all subsequent frames.

b. A does not soon send additional frames. B receives nothing and returns
neither an RR nor a REJ. When A’s timer expires, it transmits an RR
frame that includes a bit known as the P bit, which is set to 1. B interprets
the RR frame with a P bit of 1 as a command that must be acknowledged
by sending an RR indicating the next frame that it expects, which is frame i.
When A receives the RR, it retransmits frame i. Alternatively, A could just
retransmit frame i when its timer expires.

2. Damaged RR. There are two subcases:

a. B receives frame i and sends RR (i + 1), which suffers an error in transit.
Because acknowledgments are cumulative (e.g., RR 6 means that all frames
through 5 are acknowledged), it may be that A will receive a subsequent
RR to a subsequent frame and that it will arrive before the timer associated
with frame i expires.

b. If A’s timer expires, it transmits an RR command as in Case 1b. It sets
another timer, called the P-bit timer. If B fails to respond to the RR com-
mand, or if its response suffers an error in transit, then A’s P-bit timer will
expire. At this point, A will try again by issuing a new RR command and
restarting the P-bit timer. This procedure is tried for a number of iterations.
If A fails to obtain an acknowledgment after some maximum number of
attempts, it initiates a reset procedure.

3. Damaged REJ. If a REJ is lost, this is equivalent to Case 1b.

EXAMPLE 7.4 Figure 7.6ais an example of the frame flow for go-back-N ARQ.
Because of the propagation delay on the line, by the time that an acknowledg-
ment (positive or negative) arrives back at the sending station, it has already
sent at least one additional frame beyond the one being acknowledged. In this
example, frame 4 is damaged. Frames 5 and 6 are received out of order and are
discarded by B. When frame 5 arrives, B immediately sends a REJ 4. When the
RE]J to frame 4 is received, not only frame 4 but frames 5 and 6 must be retrans-
mitted. Note that the transmitter must keep a copy of all unacknowledged
frames. Figure 7.6a also shows an example of retransmission after timeout. No
acknowledgment is received for frame 5 within the timeout period, so A issues
an RR to determine the status of B.
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In Section 7.1, we mentioned that for a k-bit sequence number field, which
provides a sequence number range of 2¥, the maximum window size is limited to
2K — 1. This has to do with the interaction between error control and acknowledg-
ment. Consider that if data are being exchanged in both directions, station B must
send piggybacked acknowledgments to station A’s frames in the data frames being
transmitted by B, even if the acknowledgment has already been sent. As we have
mentioned, this is because B must put some number in the acknowledgment field of
its data frame. As an example, assume a 3-bit sequence number (sequence number
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space = 8). Suppose a station sends frame 0 and gets back an RR 1 and then sends
frames 1, 2, 3, 4, 5, 6, 7, 0 and gets another RR 1. This could mean that all eight
frames were received correctly and the RR 1 is a cumulative acknowledgment. It
could also mean that all eight frames were damaged or lost in transit, and the receiv-
ing station is repeating its previous RR 1. The problem is avoided if the maximum
window size is limited to 7 (2° — 1).

Selective-Reject ARQ

With selective-reject ARQ, the only frames retransmitted are those that receive a
negative acknowledgment, in this case called SREJ, or those that time out.

EXAMPLE 7.5 Figure 7.6b illustrates this scheme. When frame 5 is received
out of order, B sends a SREJ 4, indicating that frame 4 has not been received.
However, B continues to accept incoming frames and buffers them until a valid
frame 4 is received. At that point, B can place the frames in the proper order for
delivery to higher-layer software.

Selective reject would appear to be more efficient than go-back-N, because
it minimizes the amount of retransmission. On the other hand, the receiver must
maintain a buffer large enough to save post-SREJ frames until the frame in error
is retransmitted and must contain logic for reinserting that frame in the proper
sequence. The transmitter, too, requires more complex logic to be able to send
a frame out of sequence. Because of such complications, selective-reject ARQ is
much less widely used than go-back-N ARQ. Selective reject is a useful choice for a
satellite link because of the long propagation delay involved.

The window size limitation is more restrictive for selective-reject than for
go-back-N. Consider the case of a 3-bit sequence number size for selective-reject.
Allow a window size of seven, and consider the following scenario:

1. Station A sends frames 0 through 6 to station B.

2. Station B receives all seven frames and cumulatively acknowledges with RR 7.
3. Because of a noise burst, the RR 7 is lost.

4. A times out and retransmits frame 0.

5. B has already advanced its receive window to accept frames 7,0,1,2,3,4, and 5.
Thus it assumes that frame 7 has been lost and that this is a new frame 0, which
it accepts.

The problem with the preceding scenario is that there is an overlap between
the sending and receiving windows. To overcome the problem, the maximum
window size should be no more than half the range of sequence numbers. In the
preceding scenario, if only four unacknowledged frames may be outstanding, no
confusion can result. In general, for a k-bit sequence number field, which provides a
sequence number range of 2K, the maximum window size is limited to 2571,



226 CHAPTER 7 / DATA LINK CONTROL PROTOCOLS

7.3 HIGH-LEVEL DATA LINK CONTROL (HDLC)

The most important data link control protocol is HDLC (ISO 3009, ISO 4335). Not
only is HDLC widely used, but it is the basis for many other important data link
control protocols, which use the same or similar formats and the same mechanisms
as employed in HDLC.

Basic Characteristics

To satisfy a variety of applications, HDLC defines three types of stations, two
link configurations, and three data transfer modes of operation. The three station
types are:

e Primary station: Responsible for controlling the operation of the link. Frames
issued by the primary are called commands.

¢ Secondary station: Operates under the control of the primary station. Frames
issued by a secondary are called responses. The primary maintains a separate
logical link with each secondary station on the line.

e Combined station: Combines the features of primary and secondary. A com-
bined station may issue both commands and responses.

The two link configurations are

e Unbalanced configuration: Consists of one primary and one or more second-
ary stations and supports both full-duplex and half-duplex transmission.

e Balanced configuration: Consists of two combined stations and supports both
full-duplex and half-duplex transmission.

The three data transfer modes are

¢ Normal response mode (NRM): Used with an unbalanced configuration. The
primary may initiate data transfer to a secondary, but a secondary may only
transmit data in response to a command from the primary.

e Asynchronous balanced mode (ABM): Used with a balanced configuration.
Either combined station may initiate transmission without receiving permis-
sion from the other combined station.

¢ Asynchronous response mode (ARM): Used with an unbalanced configura-
tion. The secondary may initiate transmission without explicit permission of
the primary. The primary still retains responsibility for the line, including ini-
tialization, error recovery, and logical disconnection.

NRM is used on multidrop lines, in which a number of terminals are con-
nected to a host computer. The computer polls each terminal for input. NRM is also
sometimes used on point-to-point links, particularly if the link connects a terminal
or other peripheral to a computer. ABM is the most widely used of the three modes;
it makes more efficient use of a full-duplex point-to-point link because there is no
polling overhead. ARM is rarely used; it is applicable to some special situations in
which a secondary may need to initiate transmission.
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Frame Structure

HDLC uses synchronous transmission. All transmissions are in the form of frames,
and a single frame format suffices for all types of data and control exchanges.
Figure 7.7 depicts the structure of the HDLC frame. The flag, address, and
control fields that precede the information field are known as a header. The frame
check sequence and flag fields following the data field are referred to as a trailer.

Frac Fierps Flag fields delimit the frame at both ends with the unique pattern
01111110. A single flag may be used as the closing flag for one frame and the opening
flag for the next. On both sides of the user-network interface, receivers are continu-
ously hunting for the flag sequence to synchronize on the start of a frame. While
receiving a frame, a station continues to hunt for that sequence to determine the
end of the frame. Because the protocol allows the presence of arbitrary bit patterns
(i.e., there are no restrictions on the content of the various fields imposed by the
link protocol), there is no assurance that the pattern 01111110 will not appear some-
where inside the frame, thus destroying synchronization. To avoid this problem, a
procedure known as bit stuffing is used. For all bits between the starting and ending

Flag Address Control Information FCS Flag

-8 8 8or 16 Variable 16or32——><—8—
bits  extendable

(a) Frame format

1234567 8910111213141516 8n
Lo] [o] 1

(b) Extended address field

oo o

1 2 3 4 5 6 7 8

I: Information 0 N(S) P/F NR)

N(S) = Send sequence number

N(R) = Receive sequence number
S: Supervisory 1[0 S P/F NR) S = Supervisory function bits

M = Unnumbered function bits
U: Unnumbered 1|1 M |PF M P/F = Poll/final bit

(c) 8-bit control field format

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Information 0 N(S) P/F N(R)

Supervisory 1 0 S 0 0 0 0 |P/F N(R)

(d) 16-bit control field format
Figure 7.7 HDLC Frame Structure
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Original pattern:
111111111111011111101111110

After bit-stuffing:
1111101111101101111101011111010

Figure 7.8 Bit Stuffing

flags, the transmitter inserts an extra 0 bit after each occurrence of five 1s in the
frame. After detecting a starting flag, the receiver monitors the bit stream. When a
pattern of five 1s appears, the sixth bit is examined. If this bit is 0, it is deleted. If the
sixth bit is a 1 and the seventh bit is a 0, the combination is accepted as a flag. If the
sixth and seventh bits are both 1, the sender is indicating an abort condition.

With the use of bit stuffing, arbitrary bit patterns can be inserted into the data
field of the frame. This property is known as data transparency.

Figure 7.8 shows an example of bit stuffing. Note that in the first two cases, the
extra 0 is not strictly necessary for avoiding a flag pattern but is necessary for the
operation of the algorithm.

Appress FIeLp  The address field identifies the secondary station that transmitted or
is to receive the frame. This field is not needed for point-to-point links but is always
included for the sake of uniformity. The address field is usually 8 bits long but,
by prior agreement, an extended format may be used in which the actual address
length is a multiple of 7 bits. The leftmost bit of each octet is 1 or 0 according as it is
or is not the last octet of the address field. The remaining 7 bits of each octet form
part of the address. The single-octet address of 11111111 is interpreted as the all-
stations address in both basic and extended formats. It is used to allow the primary
to broadcast a frame for reception by all secondaries.

Conrtror Fierp HDLC defines three types of frames, each with a different control
field format. Information frames (I-frames) carry the data to be transmitted for
the user (the logic above HDLC that is using HDLC). Additionally, flow and
error control data, using the ARQ mechanism, are piggybacked on an information
frame. Supervisory frames (S-frames) provide the ARQ mechanism when piggy-
backing is not used. Unnumbered frames (U-frames) provide supplemental link
control functions. The first one or two bits of the control field serves to identify the
frame type. The remaining bit positions are organized into subfields as indicated in
Figures 7.7c and d. Their use is explained in the discussion of HDLC operation later
in this chapter.

All of the control field formats contain the poll/final (P/F) bit. Its use depends
on context. Typically, in command frames, it is referred to as the P bit and is set to
1 to solicit (poll) a response frame from the peer HDLC entity. In response frames,
it is referred to as the F bit and is set to 1 to indicate the response frame transmitted
as a result of a soliciting command.

Note that the basic control field for S- and I-frames uses 3-bit sequence
numbers. With the appropriate set-mode command, an extended control field can
be used for S- and I-frames that employs 7-bit sequence numbers. U-frames always
contain an 8-bit control field.
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InFormATION FIELD The information field is present only in I-frames and some
U-frames. The field can contain any sequence of bits but must consist of an integral
number of octets. The length of the information field is variable up to some system-
defined maximum.

FraME CHECK SEQUENCE FIELD The frame check sequence (FCS) is an error-
detecting code calculated from the remaining bits of the frame, exclusive of flags.
The normal code is the 16-bit CRC-CCITT defined in Section 6.3. An optional
32-bit FCS, using CRC-32, may be employed if the frame length or the line reliabil-
ity dictates this choice.

Operation

HDLC operation consists of the exchange of I-frames, S-frames, and U-frames
between two stations. The various commands and responses defined for these frame
types are listed in Table 7.1. In describing HDLC operation, we will discuss these
three types of frames.

The operation of HDLC involves three phases. First, one side or another
initializes the data link so that frames may be exchanged in an orderly fashion.
During this phase, the options that are to be used are agreed upon. After initial-
ization, the two sides exchange user data and the control information to exercise
flow and error control. Finally, one of the two sides signals the termination of the
operation.

Inrriaization  Either side may request initialization by issuing one of the six set-
mode commands. This command serves three purposes:

1. It signals the other side that initialization is requested.
2. It specifies which of the three modes (NRM, ABM, ARM) is requested.
3. It specifies whether 3- or 7-bit sequence numbers are to be used.

If the other side accepts this request, then the HDLC module on that end
transmits an unnumbered acknowledged (UA) frame back to the initiating side. If
the request is rejected, then a disconnected mode (DM) frame is sent.

Data Transrer  When the initialization has been requested and accepted, then
a logical connection is established. Both sides may begin to send user data in
I-frames, starting with sequence number 0. The N(S) and N(R) fields of the I-frame
are sequence numbers that support flow control and error control. An HDLC
module sending a sequence of I-frames will number them sequentially, modulo 8
or 128, depending on whether 3- or 7-bit sequence numbers are used, and place
the sequence number in N(S). N(R) is the acknowledgment for I-frames received;
it enables the HDLC module to indicate which number I-frame it expects to
receive next.

S-frames are also used for flow control and error control. The receive ready
(RR) frame acknowledges the last I-frame received by indicating the next I-frame
expected. The RR is used when there is no reverse user data traffic (I-frames) to
carry an acknowledgment. Receive not ready (RNR) acknowledges an I-frame, as
with RR, but also asks the peer entity to suspend transmission of I-frames. When the
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Name Command/ Description
Response

Information (I) C/R Exchange user data

Supervisory (S)

Receive ready (RR) C/R Positive acknowledgment; ready to
receive I-frame

Receive not ready (RNR) C/R Positive acknowledgment; not ready to
receive

Reject (REJ) C/R Negative acknowledgment; go back N

Selective reject (SREJ) C/R Negative acknowledgment; selective reject

Unnumbered (U)

Set normal response/extended mode @© Set mode; extended = 7-bit sequence

(SNRM/SNRME) numbers

Set asynchronous response/ C Set mode; extended = 7-bit sequence

extended mode (SARM/SARME) numbers

Set asynchronous balanced/ C Set mode; extended = 7-bit sequence

extended mode (SABM, SABME) numbers

Set initialization mode (SIM) C Initialize link control functions in
addressed station

Disconnect (DISC) @© Terminate logical link connection

Unnumbered Acknowledgment R Acknowledge acceptance of one of the

(UA) set-mode commands

Disconnected mode (DM) R Responder is in disconnected mode

Request disconnect (RD) R Request for DISC command

Request initialization mode (RIM) R Initialization needed; request for SIM
command

Unnumbered information (UT) C/R Used to exchange control information

Unnumbered poll (UP) C Used to solicit control information

Reset (RSET) C Used for recovery; resets N(R), N(S)

Exchange identification (XID) C/R Used to request/report status

Test (TEST) C/R Exchange identical information fields for
testing

Frame reject (FRMR) R Report receipt of unacceptable frame

entity that issued RNR is again ready, it sends an RR. REJ initiates the go-back-N
ARAQ. It indicates that the last I-frame received has been rejected and that retrans-
mission of all I-frames beginning with number N(R) is required. Selective reject
(SREJ) is used to request retransmission of just a single frame.

DisconnecT Either HDLC module can initiate a disconnect, either on its own ini-
tiative if there is some sort of fault, or at the request of its higher-layer user. HDLC
issues a disconnect by sending a disconnect (DISC) frame. The remote entity must
accept the disconnect by replying with a UA and informing its layer 3 user that the
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connection has been terminated. Any outstanding unacknowledged I-frames may
be lost, and their recovery is the responsibility of higher layers.

ExampLES oF OPERATION To better understand HDLC operation, several exam-
ples are presented in Figure 7.9. In the example diagrams, each arrow includes a
legend that specifies the frame name, the setting of the P/F bit, and, where appropri-
ate, the values of N(R) and N(S). The setting of the P or F bit is 1 if the designation
is present and 0 if absent.

Figure 7.9a shows the frames involved in link setup and disconnect. The HDLC
protocol entity for one side issues an SABM command to the other side and starts
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Figure 7.9 Examples of HDLC Operation
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a timer. The other side, upon receiving the SABM, returns a UA response and sets
local variables and counters to their initial values. The initiating entity receives the
UA response, sets its variables and counters, and stops the timer. The logical con-
nection is now active, and both sides may begin transmitting frames. Should the
timer expire without a response to an SABM, the originator will repeat the SABM,
as illustrated. This would be repeated until a UA or DM is received or until, after
a given number of tries, the entity attempting initiation gives up and reports failure
to a management entity. In such a case, higher-layer intervention is necessary. The
same figure (Figure 7.9a) shows the disconnect procedure. One side issues a DISC
command, and the other responds with a UA response.

Figure 7.9b illustrates the full-duplex exchange of I-frames. When an entity
sends a number of I-frames in a row with no incoming data, then the receive
sequence number is simply repeated (e.g., I,1,1; 1,2,1 in the A-to-B direction). When
an entity receives a number of I-frames in a row with no outgoing frames, then the
receive sequence number in the next outgoing frame must reflect the cumulative
activity (e.g., I,1,3 in the B-to-A direction). Note that, in addition to I-frames, data
exchange may involve supervisory frames.

Figure 7.9c shows an operation involving a busy condition. Such a condition
may arise because an HDLC entity is not able to process I-frames as fast as they
are arriving, or the intended user is not able to accept data as fast as they arrive
in I-frames. In either case, the entity’s receive buffer fills up and it must halt the
incoming flow of I-frames, using an RNR command. In this example, A issues an
RNR, which requires B to halt transmission of I-frames. The station receiving the
RNR will usually poll the busy station at some periodic interval by sending an RR
with the P bit set. This requires the other side to respond with either an RR or an
RNR. When the busy condition has cleared, A returns an RR, and I-frame trans-
mission from B can resume.

An example of error recovery using the REJ command is shown in Figure 7.9d.
In this example, A transmits [-frames numbered 3, 4, and 5. Number 4 suffers an
error and is lost. When B receives I-frame number 5, it discards this frame because it
is out of order and sends an REJ with an N(R) of 4. This causes A to initiate retrans-
mission of I-frames previously sent, beginning with frame 4. A may continue to send
additional frames after the retransmitted frames.

An example of error recovery using a timeout is shown in Figure 7.9e. In
this example, A transmits I-frame number 3 as the last in a sequence of I-frames.
The frame suffers an error. B detects the error and discards it. However, B cannot
send an REJ, because there is no way to know if this was an I-frame. If an error is
detected in a frame, all of the bits of that frame are suspect, and the receiver has no
way to act upon it. A, however, would have started a timer as the frame was trans-
mitted. This timer has a duration long enough to span the expected response time.
When the timer expires, A initiates recovery action. This is usually done by polling
the other side with an RR command with the P bit set to determine the status of
the other side. Because the poll demands a response, the entity will receive a frame
containing an N(R) field and be able to proceed. In this case, the response indicates
that frame 3 was lost, which A retransmits.

These examples are not exhaustive. However, they should give the reader a
good feel for the behavior of HDLC.
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7.4 RECOMMENDED READING AND ANIMATIONS

An excellent and very detailed treatment of flow control and error control is to be
found in [BERT92]. [FIOR95] points out some of the real-world reliability problems
with HDLC.

BERT92 Bertsekas, D., and Gallager, R. Data Networks. Englewood Cliffs, NJ: Prentice
Hall, 1992.

FIORY95 Fiorini, D.; Chiani, M.; Tralli, V.; and Salati, C. “Can We Trust HDLC?” ACM
Computer Communications Review, October 1995.

Animations

An animation that illustrates data link control protocol operation is available
at the Premium Web site. The reader is encouraged to view the animation to
reinforce concepts from this chapter.

7.5 KEY TERMS, REVIEW QUESTIONS, AND PROBLEMS

Key Terms
automatic repeat request flag field piggybacking
(ARQ) flow control propagation time
acknowledgment frame frame selective-reject ARQ
data frame frame synchronization sliding-window flow control
data link go-back-N ARQ stop-and-wait ARQ
data link control protocol header stop-and-wait flow control
data transparency high-level data link control trailer
error control (HDLC) transmission time

Review Questions

7.1 List and briefly define some of the requirements for effective communications over a
data link.

7.2 Define flow control.

7.3 Describe stop-and-wait flow control.

7.4 What are reasons for breaking up a long data transmission into a number of frames?
7.5 Describe sliding-window flow control.

7.6 What is the advantage of sliding-window flow control compared to stop-and-wait
flow control?
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7.7 What is piggybacking?

7.8 Define error control.

7.9 List common ingredients for error control for a link control protocol.

7.10 Describe automatic repeat request (ARQ).

7.11 List and briefly define three versions of ARQ.

7.12  What are the station types supported by HDLC? Describe each.

7.13 What are the transfer modes supported by HDLC? Describe each.

7.14 What is the purpose of the flag field?

7.15 Define data transparency.

7.16 What are the three frame types supported by HDLC? Describe each.
Problems

7.1 Consider a half-duplex point-to-point link using a stop-and-wait scheme, in which
a series of messages is sent, with each message segmented into a number of frames.
Ignore errors and frame overhead.

a. What is the effect on line utilization of increasing the message size so that fewer
messages will be required? Other factors remain constant.

b. What is the effect on line utilization of increasing the number of frames for a con-
stant message size?

c. What is the effect on line utilization of increasing frame size?

7.2 The number of bits on a transmission line that are in the process of actively being
transmitted (i.e., the number of bits that have been transmitted but have not yet been
received) is referred to as the bit length of the line. Plot the line distance versus the
transmission speed for a bit length of 1000 bits. Assume a propagation velocity of
2 X 10°m/s.

7.3 In Figure 7.10 frames are generated at node A and sent to node C through node
B. Determine the minimum data rate required between nodes B and C so that the
buffers of node B are not flooded, based on the following:
® The data rate between A and B is 100 kbps.
® The propagation delay is 5 us/km for both lines.

e There are full-duplex lines between the nodes.

¢ All data frames are 1000 bits long; ACK frames are separate frames of negligible
length.

® Between A and B, a sliding-window protocol with a window size of 3 is used.

e Between B and C, stop-and-wait is used.

® There are no errors.

Hint: In order not to flood the buffers of B, the average number of frames entering

and leaving B must be the same over a long interval.

7.4 A channel has a data rate of R bps and a propagation delay of ¢ s’/km. The distance
between the sending and receiving nodes is L kilometers. Nodes exchange fixed-size
frames of B bits. Find a formula that gives the minimum sequence field size of the
frame as a function of R, ¢, B, and L (considering maximum utilization). Assume that
ACK frames are negligible in size and the processing at the nodes is instantaneous.

4000 km 1000 km —-
A B

Figure 7.10 Configuration for Problem 7.3
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No mention was made of reject (REJ) frames in the stop-and-wait ARQ discussion.
Why is it not necessary to have REJO and REJ1 for stop-and-wait ARQ?

Suppose that a selective-reject ARQ is used where W = 4. Show, by example, that a
3-bit sequence number is needed.

Two neighboring nodes (A and B) use a sliding-window protocol with a 3-bit
sequence number. As the ARQ mechanism, go-back-N is used with a window size
of 4. Assuming A is transmitting and B is receiving, show the window positions for
the following succession of events:

a. Before A sends any frames

b. After A sends frames 0, 1, 2 and receives acknowledgment from B for 0 and 1

c. After A sends frames 3, 4, and 5 and B acknowledges 4 and the ACK is received by A

Out-of-sequence acknowledgment cannot be used for selective-reject ARQ. That is,
if frame i is rejected by station X, all subsequent I-frames and RR frames sent by X
must have N(R) = i until frame i is successfully received, even if other frames with
N(S) > i are successfully received in the meantime. One possible refinement is the
following: N(R) = jin an I-frame or an RR frame is interpreted to mean that frame
j — 1 and all preceding frames are accepted except for those that have been explicitly
rejected using an SREJ frame. Comment on any possible drawback to this scheme.

The ISO standard for HDLC procedures (ISO 4335) includes the following defini-
tions: (1) an REJ condition is considered cleared upon the receipt of an incoming
I-frame with an N(S) equal to the N(R) of the outgoing REJ frame; and (2) a SREJ
condition is considered cleared upon the receipt of an I-frame with an N(S) equal to
the N(R) of the SREJ frame. The standard includes rules concerning the relationship
between REJ and SREJ frames. These rules indicate what is allowable (in terms of
transmitting REJ and SREJ frames) if an REJ condition has not yet been cleared and
what is allowable if an SREJ condition has not yet been cleared. Deduce the rules
and justify your answer.

Two stations communicate via a 1-Mbps satellite link with a propagation delay of
270 ms. The satellite serves merely to retransmit data received from one station to
another, with negligible switching delay. Using HDLC frames of 1024 bits with 3-bit
sequence numbers, what is the maximum possible data throughput; that is, what is the
throughput of data bits carried in HDLC frames?

It is clear that bit stuffing is needed for the address, data, and FCS fields of an HDLC
frame. Is it needed for the control field?

Because of the provision that a single flag can be used as both an ending and a start-
ing flag, a single-bit error can cause problems.

a. Explain how a single-bit error can merge two frames into one.

b. Explain how a single-bit error can split a single frame into two frames.

Suggest improvements to the bit stuffing-algorithm to overcome the problems of sin-
gle-bit errors described in the preceding problem.

Using the example bit string of Figure 7.8, show the signal pattern on the line using
NRZ-L coding. Does this suggest a side benefit of bit stuffing?

Assume that the primary HDLC station in NRM has sent six I-frames to a secondary.
The primary’s N(S) count was three (011 binary) prior to sending the six frames. If
the poll bit is on in the sixth frame, what will be the N(R) count back from the sec-
ondary after the last frame? Assume error-free operation.

Consider that several physical links connect two stations. We would like to use a
“multilink HDLC” that makes efficient use of these links by sending frames on a
FIFO basis on the next available link. What enhancements to HDLC are needed?

A World Wide Web server is usually set up to receive relatively small messages from
its clients but to transmit potentially very large messages to them. Explain, then,
which type of ARQ protocol (selective reject, go-back-N) would provide less of a
burden to a particularly popular WWW server.
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LEARNING OBJECTIVES

After reading this chapter, you should be able to:

¢ Explain the need for transmission efficiency and list the two major
approaches used to achieve efficiency.

¢ Discuss the use of frequency-division multiplexing in voice networks.
¢ Describe the use of multiplexing in digital carrier systems.

¢ Discuss the T-1 service and describe its importance and the applications
that are using it.

¢ Discuss the SONET standard and its significance for wide area
networking.

In Chapter 7, we described efficient techniques for utilizing a data link under
heavy load. Specifically, with two devices connected by a point-to-point link,
it is generally desirable to have multiple frames outstanding so that the data
link does not become a bottleneck between the stations. Now consider the
opposite problem. Typically, two communicating stations will not utilize the
full capacity of a data link. For efficiency, it should be possible to share that
capacity. A generic term for such sharing is multiplexing.

A common application of multiplexing is in long-haul communications.
Trunks on long-haul networks are high-capacity fiber, coaxial, or microwave
links. These links can carry large numbers of voice and data transmissions
simultaneously using multiplexing.

Figure 8.1 depicts the multiplexing function in its simplest form. There
are n inputs to a multiplexer. The multiplexer is connected by a single data link
to a demultiplexer. The link is able to carry n separate channels of data. The
multiplexer combines (multiplexes) data from the » input lines and transmits
over a higher-capacity data link. The demultiplexer accepts the multiplexed

1 link, n channels
MUX DEMUX

n inputs n outputs

Figure 8.1 Multiplexing
237
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data stream, separates (demultiplexes) the data according to channel, and
delivers data to the appropriate output lines.

The widespread use of multiplexing in data communications can be
explained by the following:

e The higher the data rate, the more cost-effective the transmission facil-
ity. That is, for a given application and over a given distance, the cost
per kbps declines with an increase in the data rate of the transmission
facility. Similarly, the cost of transmission and receiving equipment, per
kbps, declines with increasing data rate.

e Most individual data communicating devices require relatively modest
data rate support. For example, for many terminal and personal com-
puter applications that do not involve Web access or intensive graphics,
a data rate of between 9600 bps and 64 kbps is generally adequate.

The preceding statements were phrased in terms of data communicat-
ing devices. Similar statements apply to voice communications. That is, the
greater the capacity of a transmission facility, in terms of voice channels, the
less the cost per individual voice channel, and the capacity required for a sin-
gle voice channel is modest.

This chapter presents two types of multiplexing techniques. The first,
frequency-division multiplexing (FDM), is the most heavily used and is
familiar to anyone who has ever used a radio or television set. The second
is a particular case of time-division multiplexing (TDM) known as synchro-
nous TDM. This is commonly used for multiplexing digitized voice streams
and data streams. We then look at two schemes that combine both types of
multiplexing, cable modems and digital subscriber lines.

8.1 FREQUENCY-DIVISION MULTIPLEXING

Characteristics

FDM is possible when the useful bandwidth of the transmission medium exceeds the
required bandwidth of signals to be transmitted. A number of signals can be carried
simultaneously if each signal is modulated onto a different carrier frequency and
the carrier frequencies are sufficiently separated that the bandwidths of the signals
do not significantly overlap. A general case of FDM is shown in Figure 8.2a. Six sig-
nal sources are fed into a multiplexer, which modulates each signal onto a different
frequency (fi,..., fg). Each modulated signal requires a certain bandwidth centered
on its carrier frequency, referred to as a channel. To prevent interference, the chan-
nels are separated by guard bands, which are unused portions of the spectrum.

The composite signal transmitted across the medium is analog. Note, how-
ever, that the input signals may be either digital or analog. In the case of digital
input, the input signals must be passed through modems to be converted to analog.
In either case, each input analog signal must then be modulated to move it to the
appropriate frequency band.
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(a) Frequency-division multiplexing

Channel 5
Channel 4
Channel 3
Channel 2
Channel 1
Channel 6
Channel 5
Channel 4
Channel 3
Channel 2
Channel 1

(b) Time-division multiplexing
Figure 8.2 FDM and TDM

A generic depiction of an FDM system is shown in Figure 8.3. A number of
analog or digital signals [m,(), i = 1, n] are to be multiplexed onto the same trans-
mission medium. Each signal m;(¢) is modulated onto a carrier f;; because multiple
carriers are to be used, each is referred to as a subcarrier. Any type of modulation
may be used. The resulting analog, modulated signals are then summed to produce
a composite baseband' signal 1,(¢). Figure 8.3b shows the result. The spectrum of

IThe term baseband is used to designate the band of frequencies of the signal delivered by the source and

potentially used as a modulating signal. Typically, the spectrum of a baseband signal is significant in a
band that includes or is in the vicinity of f=0.
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Figure 8.3 FDM System

signal m;(t) is shifted to be centered on f;. For this scheme to work, f; must be chosen
so that the bandwidths of the various signals do not significantly overlap. Otherwise,
it will be impossible to recover the original signals.

The composite signal may then be shifted as a whole to another carrier fre-
quency by an additional modulation step. We will see examples of this later. This
second modulation step need not use the same modulation technique as the first.

The FDM signal s(¢) has a total bandwidth B, where B > >'"_ B;. This ana-
log signal may be transmitted over a suitable medium. At the receiving end, the
FDM signal is demodulated to retrieve my(t), which is then passed through »n band-
pass filters, each filter centered on f; and having a bandwidth B, for 1 =i =< n. In
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this way, the signal is again split into its component parts. Each component is then
demodulated to recover the original signal.

EXAMPLE 8.1 Let us consider a simple example of transmitting three voice
signals simultaneously over a medium. As was mentioned, the bandwidth of a
voice signal is generally taken to be 4 kHz, with an effective spectrum of 300 to
3400 Hz (Figure 8.4a). If such a signal is used to amplitude-modulate a 64-kHz
carrier, the spectrum of Figure 8.4b results. The modulated signal has a band-
width of 8 kHz, extending from 60 to 68 kHz. To make efficient use of band-
width, we elect to transmit only the lower sideband. If three voice signals are
used to modulate carriers at 64 kHz, 68 kHz, and 72 kHz, and only the lower
sideband of each is taken, the spectrum of Figure 8.4c results.

Figure 8.4 points out two problems that an FDM system must cope with. The
first is crosstalk, which may occur if the spectra of adjacent component signals
overlap significantly. In the case of voice signals, with an effective bandwidth of

f
0Z = T
(=4 S S
S =
en N
e <
(a) Spectrum of voice signal
Lower Upper
sideband sideband
f
@ 60 kHz 64 kHz 68 kHz
(b) Spectrum of voice signal modulated on 64-kHz frequency
Lower Lower Lower
sideband, s;(¢) sideband, s,(¢) sideband, s;(¢)
f

@ 60 kHz 64 kHz 68 kHz 72 kHz
(¢) Spectrum of composite signal using subcarriers at 64 kHz, 68 kHz, and 72 kHz

Figure 8.4 FDM of Three Voiceband Signals
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only 3100 Hz (300 to 3400), a 4-kHz bandwidth is adequate. The spectra of sig-
nals produced by modems for voiceband transmission also fit well in this band-
width. Another potential problem is intermodulation noise, which was discussed
in Chapter 3. On a long link, the nonlinear effects of amplifiers on a signal in one
channel could produce frequency components in other channels.

Analog Carrier Systems

The long-distance carrier system provided in the United States and throughout the
world is designed to transmit voiceband signals over high-capacity transmission
links, such as coaxial cable and microwave systems. The earliest, and still a very
common, technique for utilizing high-capacity links is FDM. In the United States,
AT&T has designated a hierarchy of FDM schemes to accommodate transmission
systems of various capacities. A similar, but unfortunately not identical, system has
been adopted internationally under the auspices of ITU-T (Table 8.1).

At the first level of the AT&T hierarchy, 12 voice channels are combined to
produce a group signal with a bandwidth of 12 X 4 kHz = 48 kHz, in the range 60 to
108 kHz. The signals are produced in a fashion similar to that described previously,
using subcarrier frequencies of from 64 to 108 kHz in increments of 4 kHz. The next
basic building block is the 60-channel supergroup, which is formed by frequency-
division multiplexing five group signals. At this step, each group is treated as a
single signal with a 48-kHz bandwidth and is modulated by a subcarrier. The subcar-
riers have frequencies from 420 to 612 kHz in increments of 48 kHz. The resulting
signal occupies 312 to 552 kHz.

There are several variations to supergroup formation. Each of the five
inputs to the supergroup multiplexer may be a group channel containing 12 multi-
plexed voice signals. In addition, any signal up to 48 kHz wide whose bandwidth is
contained within 60 to 108 kHz may be used as input to the supergroup multiplexer.
As another variation, it is possible to combine 60 voiceband channels into a super-
group. This may reduce multiplexing costs where an interface with existing group
multiplexer is not required.

Table 8.1 North American and International FDM Carrier Standards

Number of Bandwidth Spectrum AT&T ITU-T
Voice Channels
12 48 kHz 60-108 kHz Group Group
60 240 kHz 312-552 kHz Supergroup Supergroup
300 1.232 MHz 8122044 kHz Mastergroup
600 2.52 MHz 564-3084 kHz Mastergroup
900 3.872 MHz 8.516-12.388 MHz Supermaster group
N X 600 Mastergroup

multiplex
3,600 16.984 MHz 0.564-17.548 MHz Jumbogroup
10,800 57.442 MHz 3.124-60.566 MHz Jumbogroup

multiplex
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The next level of the hierarchy is the mastergroup, which combines 10 super-
group inputs. Again, any signal with a bandwidth of 240 kHz in the range 312 to
552 kHz can serve as input to the mastergroup multiplexer. The mastergroup has
a bandwidth of 2.52 MHz and can support 600 voice frequency (VF) channels.
Higher-level multiplexing is defined above the mastergroup, as shown in Table 8.1.

Note that the original voice or data signal may be modulated many times. For
example, a data signal may be encoded using QPSK (quadrature phase shift keying)
to form an analog voice signal. This signal could then be used to modulate a 76-kHz
carrier to form a component of a group signal. This group signal could then be used
to modulate a 516-kHz carrier to form a component of a supergroup signal. Each
stage can distort the original data; this is so, for example, if the modulator/multi-
plexer contains nonlinearities or introduces noise.

Wavelength Division Multiplexing

The true potential of optical fiber is fully exploited when multiple beams of light at
different frequencies are transmitted on the same fiber. This is a form of frequency-
division multiplexing but is commonly called wavelength division multiplexing
(WDM). With WDM, the light streaming through the fiber consists of many colors,
or wavelengths, each carrying a separate channel of data. In 1997, a landmark was
reached when Bell Laboratories was able to demonstrate a WDM system with 100
beams each operating at 10 Gbps, for a total data rate of 1 trillion bits per second
(also referred to as 1 terabit per second or 1 Tbps). Commercial systems with 160
channels of 10 Gbps are now available. In a lab environment, Alcatel has carried
256 channels at 39.8 Gbps each, a total of 10.1 Tbps, over a 100-km span.

A typical WDM system has the same general architecture as other FDM sys-
tems. A number of sources generate a laser beam at different wavelengths. These
are sent to a multiplexer, which consolidates the sources for transmission over a sin-
gle fiber line. Optical amplifiers, typically spaced tens of kilometers apart, amplify
all of the wavelengths simultaneously. Finally, the composite signal arrives at a
demultiplexer, where the component channels are separated and sent to receivers at
the destination point (Figure 8.5).

Most WDM systems operate in the 1550-nm range. In early systems, 200 GHz
was allocated to each channel, but today most WDM systems use 50-GHz spacing.

n light sources at n
different wavelengths

L'a | I

" Ay Ay
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° Multi- | I ° oo I Demulti-
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Figure 8.5 Wavelength Division Multiplexing
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Table 8.2 ITU WDM Channel Spacing (G.692)

Frequency (THz) Wavelength in 50 GHz 100 GHz 200 GHz
Vacuum (nm)

196.10 1528.77 X X X
196.05 1529.16 X

196.00 1529.55 X X

195.95 1529.94 X

195.90 1530.33 X X X
195.85 1530.72 X

195.80 1531,12 X X

195.75 1531.51 X

195.70 1531.90 X X X
195.65 1532.29 X

195.60 1532.68 X X

192.10 1560.61 X X X

The channel spacing defined in ITU-T G.692, which accommodates 80 50-GHz
channels, is summarized in Table 8.2.

The term dense wavelength division multiplexing (DWDM) is often seen
in the literature. There is no official or standard definition of this term. The term
connotes the use of more channels, more closely spaced, than ordinary WDM. In
general, a channel spacing of 200 GHz or less could be considered dense.

SYNCHRONOUS TIME-DIVISION MULTIPLEXING

Characteristics

Synchronous time-division multiplexing is possible when the achievable data rate
(sometimes, unfortunately, called bandwidth) of the medium exceeds the data rate
of digital signals to be transmitted. Multiple digital signals (or analog signals carry-
ing digital data) can be carried on a single transmission path by interleaving por-
tions of each signal in time. The interleaving can be at the bit level or in blocks of
bytes or larger quantities. For example, the multiplexer in Figure 8.2b has six inputs
that might each be, say, 1 Mbps. A single line with a capacity of at least 6 Mbps (plus
overhead capacity) could accommodate all six sources.

A generic depiction of a synchronous TDM system is provided in Figure 8.6.
A number of signals [m,(t), i = 1, n] are to be multiplexed onto the same transmis-
sion medium. The signals carry digital data and are generally digital signals. The
incoming data from each source are briefly buffered. Each buffer is typically one
bit or one character in length. The buffers are scanned sequentially to form a com-
posite digital data stream m(¢). The scan operation is sufficiently rapid so that each
buffer is emptied before more data can arrive. Thus, the data rate of m.(f) must at



8.2 / SYNCHRONOUS TIME-DIVISION MULTIPLEXING 245

my(t) my(f)
—_— Buffer

my(f)

Lmis 75 Scan mc(t) S(t)
operation / Modem /
TDM stream Modulated
m, (1) Burt TDM stream
uffer
(a) Transmitter
Frame Frame

1| 2 N 1 2 n

|

Time slot: may be
empty or occupied

(b) TDM frames

my(f)

Buffer
my(f)

s(@) Buffer

/ Modem /
Modulated TDM stream

TDM stream m,(t)

Buffer

(c) Receiver

Figure 8.6 Synchronous TDM System

least equal the sum of the data rates of the m;(f). The digital signal m.(f) may be
transmitted directly, or passed through a modem so that an analog signal is trans-
mitted. In either case, transmission is typically synchronous.

The transmitted data may have a format something like Figure 8.6b. The data
are organized into frames. Each frame contains a cycle of time slots. In each frame,
one or more slots are dedicated to each data source. The sequence of slots dedi-
cated to one source, from frame to frame, is called a channel. The slot length equals
the transmitter buffer length, typically a bit or a byte (character).

The byte-interleaving technique is used with asynchronous and synchronous
sources. Each time slot contains one character of data. Typically, the start and
stop bits of each character are eliminated before transmission and reinserted by
the receiver, thus improving efficiency. The bit-interleaving technique is used with
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synchronous sources and may also be used with asynchronous sources. Each time
slot contains just one bit.

At the receiver, the interleaved data are demultiplexed and routed to the
appropriate destination buffer. For each input source m(t), there is an identical output
destination that will receive the output data at the same rate at which it was generated.

Synchronous TDM is called synchronous not because synchronous transmis-
sion is used, but because the time slots are preassigned to sources and fixed. The
time slots for each source are transmitted whether or not the source has data to
send. This is, of course, also the case with FDM. In both cases, capacity is wasted
to achieve simplicity of implementation. Even when fixed assignment is used, how-
ever, it is possible for a synchronous TDM device to handle sources of different data
rates. For example, the slowest input device could be assigned one slot per cycle,
while faster devices are assigned multiple slots per cycle.

An alternative to synchronous TDM is statistical TDM. The statistical multi-
plexer dynamically allocates time slots on demand. As with a synchronous TDM,
the statistical multiplexer has a number of I/O lines on one side and a higher speed
multiplexed line on the other. Each I/O line has a buffer associated with it. In the
case of the statistical multiplexer, there are n 1/O lines, but only k, where k < n,
time slots available on the TDM frame. For input, the function of the multiplexer
is to scan the input buffers, collecting data until a frame is filled, and then send the
frame. On output, the multiplexer receives a frame and distributes the slots of data
to the appropriate output buffers. Packet switching is, in effect, a form of statistical
TDM. For a further discussion of statistical TDM, see Appendix I.

TDM Link Control

The reader will note that the transmitted data stream depicted in Figure 8.6b does
not contain the headers and trailers that we have come to associate with synchro-
nous transmission. The reason is that the control mechanisms provided by a data
link protocol are not needed. It is instructive to ponder this point, and we do so by
considering two key data link control mechanisms: flow control and error control. It
should be clear that, as far as the multiplexer and demultiplexer (Figure 8.1) are con-
cerned, flow control is not needed. The data rate on the multiplexed line is fixed, and
the multiplexer and demultiplexer are designed to operate at that rate. But suppose
that one of the individual output lines attaches to a device that is temporarily unable
to accept data. Should the transmission of TDM frames cease? Clearly not, because
the remaining output lines are expecting to receive data at predetermined times.
The solution is for the saturated output device to cause the flow of data from the cor-
responding input device to cease. Thus, for a while, the channel in question will carry
empty slots, but the frames as a whole will maintain the same transmission rate.

The reasoning for error control is the same. It would not do to request
retransmission of an entire TDM frame because an error occurs on one channel.
The devices using the other channels do not want a retransmission nor would they
know that a retransmission has been requested by some other device on another
channel. Again, the solution is to apply error control on a per-channel basis.

Flow control and error control can be provided on a per-channel basis by using
a data link control protocol such as HDLC on a per-channel basis.



8.2 / SYNCHRONOUS TIME-DIVISION MULTIPLEXING 247

Input, Output,

Input, Output,

(a) Configuration
Input;--«------- F, f; £, dy d; d; C, A, F, £, £, dy d; d4 C, A, F,

Input,---F, f, f, d, d, d; d, C, A, F, £, f, dy, d, d, d; C, A, F,
(b) Input data streams
-t Fidy fy dy fy dy dy dy dy Cody A, C F Ay Fify £y dy fy dydydydydy dy CCAAF, Fy
(c) Multiplexed data stream
Legend: F = flag field d = one octet of data field

A = address field f = one octet of FCS field
C = control field

Figure 8.7 Use of Data Link Control on TDM Channels

EXAMPLE 8.2 Figure 8.7 provides a simplified example. We assume two data
sources, each using HDLC. One is transmitting a stream of HDLC frames con-
taining three octets of data each, and the other is transmitting HDLC frames
containing four octets of data. For clarity, we assume that character-interleaved
multiplexing is used, although bit interleaving is more typical. Notice what is
happening. The octets of the HDLC frames from the two sources are shuffled
together for transmission over the multiplexed line. The reader may initially
be uncomfortable with this diagram, because the HDLC frames have lost their
integrity in some sense. For example, each frame check sequence (FCS) on the
line applies to a disjointed set of bits. Even the FCS is not in one piece. However,
the pieces are reassembled correctly before they are seen by the device on the
other end of the HDLC protocol. In this sense, the multiplexing/demultiplexing
operation is transparent to the attached stations; to each communicating pair of
stations, it appears that they have a dedicated link.

One refinement is needed in Figure 8.7. Both ends of the line need to be a
combination multiplexer/demultiplexer with a full-duplex line in between. Then
each channel consists of two sets of slots, one traveling in each direction. The indi-
vidual devices attached at each end can, in pairs, use HDLC to control their own
channel. The multiplexer/demultiplexers need not be concerned with these matters.

FraminGg  We have seen that a link control protocol is not needed to manage the
overall TDM link. There is, however, a basic requirement for framing. Because we
are not providing flag or SYNC characters to bracket TDM frames, some means is
needed to assure frame synchronization. It is clearly important to maintain framing
synchronization because, if the source and destination are out of step, data on all
channels are lost.

Perhaps the most common mechanism for framing is known as added-digit
framing. In this scheme, typically, one control bit is added to each TDM frame. An
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identifiable pattern of bits, from frame to frame, is used as a “control channel.”
A typical example is the alternating bit pattern, 101010....This is a pattern unlikely
to be sustained on a data channel. Thus, to synchronize, a receiver compares the
incoming bits of one frame position to the expected pattern. If the pattern does
not match, successive bit positions are searched until the pattern persists over mul-
tiple frames. Once framing synchronization is established, the receiver continues to
monitor the framing bit channel. If the pattern breaks down, the receiver must again
enter a framing search mode.

Purse SturrInGg  Perhaps the most difficult problem in the design of a synchronous
time-division multiplexer is that of synchronizing the various data sources. If each
source has a separate clock, any variation among clocks could cause loss of synchro-
nization. Also, in some cases, the data rates of the input data streams are not related
by a simple rational number. For both these problems, a technique known as pulse
stuffing is an effective remedy. With pulse stuffing, the outgoing data rate of the
multiplexer, excluding framing bits, is higher than the sum of the maximum instan-
taneous incoming rates. The extra capacity is used by stuffing extra dummy bits or
pulses into each incoming signal until its rate is raised to that of a locally generated
clock signal. The stuffed pulses are inserted at fixed locations in the multiplexer
frame format so that they may be identified and removed at the demultiplexer.

EXAMPLE 8.3 An example, from [COUCI13], illustrates the use of synchro-
nous TDM to multiplex digital and analog sources (Figure 8.8). Consider that
there are 11 sources to be multiplexed on a single link:

Source 1: Analog, 2-kHz bandwidth
Source 2: Analog, 4-kHz bandwidth
Source 3: Analog, 2-kHz bandwidth

Sources 4-11: Digital, 7200 bps synchronous

As a first step, the analog sources are converted to digital using pulse code
modulation (PCM). Recall from Chapter 5 that PCM is based on the sampling
theorem, which dictates that a signal be sampled at a rate equal to twice its band-
width. Thus, the required sampling rate is 4000 samples per second for sources
1 and 3, and 8000 samples per second for source 2. These samples, which are
analog (PAM), must then be quantized or digitized. Let us assume that 4 bits are
used for each analog sample. For convenience, these three sources will be mul-
tiplexed first, as a unit. At a scan rate of 4 kHz, one PAM sample each is taken
from sources 1 and 3, and two PAM samples are taken from source 2 per scan.
These four samples are interleaved and converted to 4-bit PCM samples. Thus,
a total of 16 bits is generated at a rate of 4000 times per second, for a composite
bit rate of 64 kbps.

For the digital sources, pulse stuffing is used to raise each source to a rate
of 8 kbps, for an aggregate data rate of 64 kbps. A frame can consist of multiple
cycles of 32 bits, each containing 16 PCM bits and two bits from each of the eight
digital sources.
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Figure 8.8 TDM of Analog and Digital Sources

Digital Carrier Systems

The long-distance carrier system provided in the United States and throughout
the world was designed to transmit voice signals over high-capacity transmission
links, such as optical fiber, coaxial cable, and microwave. Part of the evolution of
these telecommunications networks to digital technology has been the adoption of
synchronous TDM transmission structures. In the United States, AT&T developed
a hierarchy of TDM structures of various capacities; this structure is used in Canada
and Japan as well as the United States. A similar, but unfortunately not identical,
hierarchy has been adopted internationally under the auspices of ITU-T (Table 8.3).

Table 8.3 North American and International TDM Carrier Standards

North American International (ITU-T)
Number of Number of
Voice Data Rate Voice Data Rate
Designation Channels (Mbps) Level Channels (Mbps)
DS-1 24 1.544 1 30 2.048
DS-1C 48 3.152 2 120 8.448
DS-2 96 6.312 3 480 34.368
DS-3 672 44.736 4 1920 139.264
DS-4 4032 274.176 5 7680 565.148
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Figure 8.9 DS-1Transmission Format

The basis of the TDM hierarchy (in North America and Japan) is the DS-1
transmission format (Figure 8.9), which multiplexes 24 channels. Each frame
contains 8 bits per channel plus a framing bit for 24 X 8 + 1 = 193 bits. For voice
transmission, the following rules apply. Each channel contains one word of digitized
voice data. The original analog voice signal is digitized using pulse code modulation
at a rate of 8000 samples per second. Therefore, each channel slot and hence each
frame must repeat 8000 times per second. With a frame length of 193 bits, we have
a data rate of 8000 X 193 =1.544 Mbps. For five of every six frames, 8-bit PCM sam-
ples are used. For every sixth frame, each channel contains a 7-bit PCM word plus
a signaling bit. The signaling bits form a stream for each voice channel that contains
network control and routing information. For example, control signals are used to
establish a connection or terminate a call.

The same DS-1 format is used to provide digital data service. For compat-
ibility with voice, the same 1.544-Mbps data rate is used. In this case, 23 channels of
data are provided. The twenty-fourth channel position is reserved for a special sync
byte, which allows faster and more reliable reframing following a framing error.
Within each channel, 7 bits per frame are used for data, with the eighth bit used to
indicate whether the channel, for that frame, contains user data or system control
data. With 7 bits per channel, and because each frame is repeated 8000 times per
second, a data rate of 56 kbps can be provided per channel. Lower data rates are
provided using a technique known as subrate multiplexing. For this technique, an
additional bit is robbed from each channel to indicate which subrate multiplexing
rate is being provided. This leaves a total capacity per channel of 6 X 8000 =48 kbps.
This capacity is used to multiplex five 9.6-kbps channels, ten 4.8-kbps channels, or
twenty 2.4-kbps channels. For example, if channel 2 is used to provide 9.6-kbps
service, then up to five data subchannels share this channel. The data for each sub-
channel appear as six bits in channel 2 every fifth frame.
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Finally, the DS-1 format can be used to carry a mixture of voice and data
channels. In this case, all 24 channels are utilized; no sync byte is provided.

Above the DS-1 data rate of 1.544 Mbps, higher-level multiplexing is achieved
by interleaving bits from DS-1 inputs. For example, the DS-2 transmission system
combines four DS-1 inputs into a 6.312-Mbps stream. Data from the four sources
are interleaved 12 bits at a time. Note that 1.544 X 4 = 6.176 Mbps. The remaining
capacity is used for framing and control bits.

SONET/SDH

SONET (Synchronous Optical Network) is an optical transmission interface origi-
nally proposed by BellCore and standardized by ANSI. A compatible version,
referred to as Synchronous Digital Hierarchy (SDH), has been published by ITU-T
in Recommendation G.707.2 SONET is intended to provide a specification for
taking advantage of the high-speed digital transmission capability of optical fiber.

Sionar HierarcHY The SONET specification defines a hierarchy of standardized
digital data rates (Table 8.4). The lowest level, referred to as STS-1 (Synchronous
Transport Signal level 1) or OC-1 (Optical Carrier level 1),% is 51.84 Mbps. This rate
can be used to carry a single DS-3 signal or a group of lower-rate signals, such as
DS1, DS1C, DS2, plus ITU-T rates (e.g., 2.048 Mbps).

Multiple STS-1 signals can be combined to form an STS-N signal. The signal is
created by interleaving bytes from N STS-1 signals that are mutually synchronized.

For the ITU-T Synchronous Digital Hierarchy, the lowest rate is 155.52 Mbps,
which is designated STM-1. This corresponds to SONET STS-3.

Frame FormaT The basic SONET building block is the STS-1 frame, which con-
sists of 810 octets and is transmitted once every 125 us, for an overall data rate of
51.84 Mbps (Figure 8.10a). The frame can logically be viewed as a matrix of 9 rows
of 90 octets each, with transmission being one row at a time, from left to right and
top to bottom.

Table 8.4 SONET/SDH Signal Hierarchy

SONET Designation ITU-T Designation = Data Rate Payload Rate (Mbps)
STS-1/0C-1 51.84 Mbps 50.112 Mbps
STS-3/0C-3 STM-1 155.52 Mbps 150.336 Mbps
STS-12/0C-12 STM-4 622.08 Mbps 601.344 Mbps
STS-48/0C-48 STM-16 2.48832 Gbps 2.405376 Gbps
STS-192/0C-192 STM-64 9.95328 Gbps 9.621504 Gbps
STS-768 STM-256 39.81312 Gbps 38.486016 Gbps
STS-3072 159.25248 Gbps 153.944064 Gbps

In what follows, we will use the term SONET to refer to both specifications. Where differences exist,
these will be addressed.

3An OC-Nrate is the optical equivalent of an STS-N electrical signal. End-user devices transmit and receive
electrical signals; these must be converted to and from optical signals for transmission over optical fiber.
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90 octets
Transport overhead Synchronous payload envelope (SPE)

3 octets 87 octets

Section overhead
3 octets
Line overhead
6 octets
Path overhead 1 octet
(a) STS-1 frame format
270 X N octets
Section overhead STM-N payload
9 %N octets 261 X N octets N

(b) STM-N frame format
Figure 8.10 SONET/SDH Frame Formats

The first three columns (3 octets X 9 rows = 27 octets) of the frame are
devoted to overhead octets. Nine octets are devoted to section-related overhead
and 18 octets are devoted to line overhead. Figure 8.11a shows the arrangement of
overhead octets, and Table 8.5 defines the various fields.

Framing Framing | trc/growth Trace
Al A2 JO/Z0 J1
Section BIP-8 Orderwire User BIP-8
overhead B1 El F1 B3
DataCom DataCom DataCom Signal
D1 D2 D3 Label C2
Pointer Pointer Pointer Path
H1 H2 Action H3 Status G1
BIP-8 APS APS User
B2 K1 K2 F2
DataCom DataCom DataCom Multiframe
Line D4 D5 D6 H4
overhead DataCom | DataCom | DataCom Growth
D7 D8 D9
DataCom DataCom DataCom
D10 D11 D12
Status Error Orderwire
S1/71 Mo/M1 E2

(a) Transport overhead (b) Path overhead
Figure 8.11 SONET STS-1 Overhead Octets
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Table 8.5 STS-1 Overhead Bits

Section Overhead

Al, A2: Framing bytes = F6,28 hex; used to indicate the beginning of the frame.

J0/Z0: Allows two connected sections to verify the connections between them by transmitting a
16-byte message. This message is transmitted in 16 consecutive frames with first byte (JO)
carried in first frame, second byte in second frame, and so on (Z0).

B1: Bit-interleaved parity byte providing even parity over previous STS-N frame after scrambling;
the ith bit of this octet contains the even parity value calculated from the ith bit position of all
octets in the previous frame.

15l Section level 64-kbps PCM orderwire; optional 64-kbps voice channel to be used between
section terminating equipment, hubs, and remote terminals.

F1: 64-kbps channel set aside for user purposes.

D1-D3: 192-kbps data communications channel for alarms, maintenance, control, and administration
between sections.

Line Overhead

H1-H3: Pointer bytes used in frame alignment and frequency adjustment of payload data.

B2: Bit-interleaved parity for line level error monitoring.

K1, K2: Two bytes allocated for signaling between line level automatic protection switching equipment;
uses a bit-oriented protocol that provides for error protection and management of the SONET
optical link.

D4-D12: 576-kbps data communications channel for alarms, maintenance, control, monitoring, and
administration at the line level.

S1/Z1: In the first STS-1 of an STS-N signal, used for transporting synchronization message (S1).
Undefined in the second through Nth STS-1 (Z1).

MO/M1: Remote error indication in first STS-1 (MO0) and third frames.

1825 64-kbps PCM voice channel for line level orderwire.

Path Overhead

J1: 64-kbps channel used to send repetitively a 64-octet fixed-length string so a receiving
terminal can continuously verify the integrity of a path; the contents of the message are user
programmable.

B3: Bit-interleaved parity at the path level, calculated over all bits of the previous SPE.

C2: STS path signal label to designate equipped versus unequipped STS signals. Unequipped means
the line connection is complete but there is no path data to send. For equipped signals, the label
can indicate the specific STS payload mapping that might be needed in receiving terminals to
interpret the payloads.

Gl: Status byte sent from path terminating equipment back to path originating equipment to convey
status of terminating equipment and path error performance.

F2: 64-kbps channel for path user.

H4: Multiframe indicator for payloads needing frames that are longer than a single STS frame;
multiframe indicators are used when packing lower rate channels (virtual tributaries) into
the SPE.

73-75: Reserved for future use.
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The remainder of the frame is payload. The payload includes a column of path
overhead, which is not necessarily in the first available column position; the line over-
head contains a pointer that indicates where the path overhead starts. Figure 8.11b
shows the arrangement of path overhead octets, and Table 8.5 defines these.

Figure 8.10b shows the general format for higher-rate frames, using the ITU-T
designation.

8.3 CABLE MODEM

A cable modem is a device that allows a user to access the Internet and other
online services through a cable TV network. To support data transfer to and from
a cable modem, a cable TV provider dedicates two 6-MHz channels, one for trans-
mission in each direction. Each channel is shared by a number of subscribers, and
so some scheme is needed for allocating capacity on each channel for transmis-
sion. Typically, a form of statistical TDM is used, as illustrated in Figure 8.12. In
the downstream direction, cable headend to subscriber, a cable scheduler deliv-
ers data in the form of small packets. Because the channel is shared by a number
of subscribers, if more than one subscriber is active, each subscriber gets only a
fraction of the downstream capacity. An individual cable modem subscriber may
experience access speeds from 500 kbps to 1.5 Mbps or more, depending on the
network architecture and traffic load. The downstream direction is also used to
grant time slots to subscribers. When a subscriber has data to transmit, it must
first request time slots on the shared upstream channel. Each subscriber is given
dedicated time slots for this request purpose. The headend scheduler responds to
a request packet by sending back an assignment of future time slots to be used by
this subscriber. Thus, a number of subscribers can share the same upstream chan-
nel without conflict.

Grant: Grant:
Station A Station B
can send can send
1 minislot Dat'a: 2 minislots Dat'a:
of data for station X of data for station Y
= St
£
=3 Data: .
ata: Data:
from station X Data: from Request from from station B
station A station C

Figure 8.12 Cable Modem Scheme
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To support both cable television programming and data channels, the cable
spectrum is divided in to three ranges, each of which is further divided into 6-MHz
channels. In North America, the spectrum division is as follows:

e User-to-network data (upstream): 5-40 MHz
e Television delivery (downstream): 50-550 MHz
e Network to user data (downstream): 550-750 MHz

Figure 8.13 shows a typical cable modem configuration at a residential or office
location. At the interface to the external cable, a one-to-two splitter enables the
subscriber to continue to receive cable television service through numerous FDM
6-MHz channels, while simultaneously supporting data channels to one or more
computers in a local area network. The inbound channel first goes through a radio
frequency (RF) tuner that selects and demodulates the data channel down to a spec-
trum of 0 to 6 MHz. This channel provides a data stream encoded using 64-QAM
(quadrature amplitude modulation) or 256-QAM. The QAM demodulator extracts
the encoded data stream and converts it to a digital signal that it passes to the media
access control (MAC) module. In the outbound direction, a data stream is modu-

lated using either QPSK or 16-QAM.

8.4 ASYMMETRIC DIGITAL SUBSCRIBER LINE

In the implementation and deployment of a high-speed wide area public digital
network, the most challenging part is the link between subscriber and network: the
digital subscriber line. With billions of potential endpoints worldwide, the prospect
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of installing new cable for each new customer is daunting. Instead, network design-
ers have sought ways of exploiting the installed base of twisted-pair wire that links
virtually all residential and business customers to telephone networks. These links
were installed to carry voice-grade signals in a bandwidth from 0 to 4 kHz. However,
the wires are capable of transmitting signals over a far broader spectrum—1 MHz
or more.

ADSL is the most widely publicized of a family of new modem technologies
designed to provide high-speed digital data transmission over ordinary telephone
wire. ADSL is now being offered by a number of carriers and is defined in an ANSI
standard. In this following section, we first look at the overall design of ADSL and
then examine the key underlying technology, known as DMT.

ADSL Design

The term asymmetric refers to the fact that ADSL provides more capacity down-
stream (from the carrier’s central office to the customer’s site) than upstream
(from customer to carrier). ADSL was originally targeted at the expected need
for video on demand and related services. This application has not materialized.
However, since the introduction of ADSL technology, the demand for high-speed
access to the Internet has grown. Typically, the user requires far higher capacity
for downstream than for upstream transmission. Most user transmissions are in
the form of keyboard strokes or transmission of short e-mail messages, whereas
incoming traffic, especially Web traffic, can involve large amounts of data and
include images or even video. Thus, ADSL provides a perfect fit for the Internet
requirement.

ADSL uses frequency-division multiplexing in a novel way to exploit the
1-MHz capacity of twisted pair. There are three elements of the ADSL strategy
(Figure 8.14):

e Reserve lowest 25 kHz for voice, known as POTS (plain old telephone service).
The voice is carried only in the 0 to 4 kHz band; the additional bandwidth is to
prevent crosstalk between the voice and data channels.

e Use either echo cancellation* or FDM to allocate two bands, a smaller
upstream band and a larger downstream band.

e Use FDM within the upstream and downstream bands. In this case, a single bit
stream is split into multiple parallel bit streams and each portion is carried in a
separate frequency band.

When echo cancellation is used, the entire frequency band for the upstream
channel overlaps the lower portion of the downstream channel. This has two
advantages compared to the use of distinct frequency bands for upstream and
downstream.

“Echo cancellation is a signal-processing technique that allows transmission of digital signals in both
directions on a single transmission line simultaneously. In essence, a transmitter must subtract the echo
of its own transmission from the incoming signal to recover the signal sent by the other side.
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POTS Upstream

Downstream

0 20 25 ~200 =250 1000 kHz
(a) Frequency-division multiplexing

POTS Upstream

Downstream

0 20 25 Variable 1000 kHz

Echo
cancellation

(b) Echo cancellation
Figure 8.14 ADSL Channel Configuration

¢ The higher the frequency, the greater the attenuation. With the use of echo
cancellation, more of the downstream bandwidth is in the “good” part of the
spectrum.

e The echo cancellation design is more flexible for changing upstream capac-
ity. The upstream channel can be extended upward without running into the
downstream; instead, the area of overlap is extended.

The disadvantage of the use of echo cancellation is the need for echo cancella-
tion logic on both ends of the line.

The ADSL scheme provides a range of up to 5.5 km, depending on the diam-
eter of the cable and its quality. This is sufficient to cover about 95% of all U.S.
subscriber lines and should provide comparable coverage in other nations.

Discrete Multitone

Discrete multitone (DMT) uses multiple carrier signals at different frequencies,
sending some of the bits on each channel. The available transmission band (upstream
or downstream) is divided into a number of 4-kHz subchannels. On initialization,
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Figure 8.15 DMT Bits per Channel Allocation

the DMT modem sends out test signals on each subchannel to determine the signal-
to-noise ratio. The modem then assigns more bits to channels with better signal
transmission qualities and less bits to channels with poorer signal transmission qual-
ities. Figure 8.15 illustrates this process. Each subchannel can carry a data rate of
from 0 to 60 kbps. The figure shows a typical situation in which there is increasing
attenuation and hence decreasing signal-to-noise ratio at higher frequencies. As a
result, the higher-frequency subchannels carry less of the load.

Figure 8.16 provides a general block diagram for DMT transmission. After
initialization, the bit stream to be transmitted is divided into a number of sub-
streams, one for each subchannel that will carry data. The sum of the data rates of
the substreams is equal to the total data rate. Each substream is then converted to
an analog signal using quadrature amplitude modulation, described in Chapter 5.
This scheme works easily because of QAM’s ability to assign different numbers of
bits per transmitted signal. Each QAM signal occupies a distinct frequency band, so
these signals can be combined by simple addition to produce the composite signal
for transmission.

cos 27 fit

xy(8)

a1R bps
x,(8)
a,R bps
QAM
Binary DMT
input Serial-to-parallel e cos 21 fyt E signal out
x(0) converter o (0
R bps .
cos 277 f,t
I=g=1
2 (110‘:1 xn(t)
fior =/ + 4KHz a,R bps

Figure 8.16 DMT Transmitter



8.4 / ASYMMETRIC DIGITAL SUBSCRIBER LINE 259

Present ADSL/DMT designs employ 256 downstream subchannels. In theory,
with each 4-kHz subchannel carrying 60 kbps, it would be possible to transmit at a
rate of 15.36 Mbps. In practice, transmission impairments prevent attainment of this
data rate. Current implementations operate at from 1.5 to 9 Mbps, depending on
line distance and quality.

Broadband Access Configuration

Figure 8.17 shows a typical configuration for broadband service using DSL. The
DSL link is between the provider central office and the residential or business
premises. On the customer side, a splitter allows simultaneous telephone and data
service. The data service makes use of a DSL modem, sometimes referred to as a
G.DMT modem, because the modem conforms to the ITU-T G.992.1 recommenda-
tion for DMT over DSL. The DSL data signal can be further divided into a video
stream and a data stream. The latter connects the modem to either a single local
computer or to a wireless modem/router, which enables the customer to support a
wireless local area network.

e
1
@ : Home wireless LAN |
| 1
! 1
| Y ]
Router 1 Y Y 1
1 Wireless :
! Wireless Wireless modem/ |
: modem modem router 1
ATM R
switch
G.DMT Set-top
DSLAM modem box
Splitter Splitter
Voice Telephone
switch

‘ Customer premises

Central office

ATM = asynchronous transfer mode

DSLAM = digital subscriber line access multiplexer
PSTN = public switched telephone network
G.DMT = G.992.1 discrete multitone

Figure 8.17 DSL Broadband Access
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On the provider side, a splitter is also used to separate the telephone service
from the Internet service. The voice traffic is connected to the public switched
telephone network (PSTN), thus providing the same service as an ordinary tele-
phone line to the subscriber. The data traffic connects to a DSL access multiplexer
(DSLAM), which multiplexes multiple customer DSL connections on to a single
high-speed asynchronous transfer mode line. The ATM line connects via one or
more ATM switches to a router that provides an entry point to the Internet.

8.5 xDSL

ADSL is one of a number of recent schemes for providing high-speed digital trans-
mission of the subscriber line. Table 8.6 summarizes and compares some of the most
important of these new schemes, which collectively are referred to as xDSL.

High Data Rate Digital Subscriber Line

HDSL was developed in the late 1980s by BellCore to provide a more cost-effective
means of delivering a T1 data rate (1.544 Mbps). The standard T1 line uses alter-
nate mark inversion (AMI) coding, which occupies a bandwidth of about 1.5 MHz.
Because such high frequencies are involved, the attenuation characteristics limit the
use of T1 to a distance of about 1 km between repeaters. Thus, for many subscriber
lines one or more repeaters are required, which adds to the installation and mainte-
nance expense.

HDSL uses the 2B1Q coding scheme to provide a data rate of up to 2 Mbps
over two twisted-pair lines within a bandwidth that extends only up to about
196 kHz. This enables a range of about 3.7 km to be achieved.

Table 8.6 Comparison of xDSL Alternatives

ADSL HDSL SDSL VDSL
Data Rate 1.5-9 Mbps 1.544 or 2.048 Mbps 1.544 or 2.048 Mbps 13-52 Mbps
downstream downstream
16-640 kbps 1.5-2.3 Mbps
upstream upstream
Mode Asymmetric Symmetric Symmetric Asymmetric
Copper Pairs 1 2 1 1
Range (24-Gauge UTP) 3.7-5.5 km 3.7 km 3.0 km 1.4 km
Signaling Analog Digital Digital Analog
Line Code CAP/DMT 2B1Q 2B1Q DMT
Frequency 1-5 MHz 196 kHz 196 kHz =10 MHz
Bits/Cycle Varies 4 4 Varies

UTP = unshielded twisted pair
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Single-Line Digital Subscriber Line

Although HDSL is attractive for replacing existing T1 lines, it is not suitable for
residential subscribers because it requires two twisted pair, whereas the typical resi-
dential subscriber has a single twisted pair. SDSL was developed to provide the
same type of service as HDSL but over a single twisted-pair line. As with HDSL,
2B1Q coding is used. Echo cancellation is used to achieve full-duplex transmission
over a single pair.

Very High Data Rate Digital Subscriber Line

One of the newest xXDSL schemes is VDSL. As of this writing, many of the details
of this signaling specification remain to be worked out. The objective is to provide
a scheme similar to ADSL at a much higher data rate by sacrificing distance. The
likely signaling technique is DMT/QAM.

VDSL does not use echo cancellation but provides separate bands for differ-
ent services, with the following tentative allocation:

POTS: 0-4 kHz

ISDN: 4-80 kHz

e Upstream: 300-700 kHz
e Downstream: = 1 MHz

8.6 MULTIPLE CHANNEL ACCESS

In this section, we look at four multiplexing techniques used for sharing channel
capacity among multiple transmitter/receiver stations. These techniques differ from
the FDM and TDM techniques so far discussed, because no physical multiplexer is
involved. Rather, individual stations are assigned a frequency band or a sequence of
time slots and transmit directly on the channel and not through a multiplexer.

The techniques discussed in this section are used as building blocks in a num-
ber of wireless schemes, including wireless LANSs such as Wi-Fi, cellular networks,
satellite networks, and wireless broadband Internet access, such as WiMAX.

Frequency-Division Duplex (FDD)

FDD, by itself, is not a particularly interesting case. FDD simply means that two
stations have a full-duplex connection in which each station transmits on a sep-
arate frequency band. The two frequency bands are separated from each other
and from other bands on the network by guard bands, to prevent interference
(Figure 8.18a). The combination of the two frequency bands is often referred to as
a subchannel, with the combination of the two subchannels viewed as a full-duplex
channel between the stations.

Time-Division Duplex (TDD)

In TDD, also known as time-compression multiplexing (TCM), data are transmitted
in one direction at a time, with transmission alternating between the two directions.
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(b) Time-division duplex (TDD)
Figure 8.18 Duplex Access Techniques

To achieve the desired subscriber data rate with simple TDD, the transmitter’s bit
stream is divided into equal segments, compressed in time to a higher transmission
rate, and transmitted in bursts, which are expanded at the other end to the original
rate. A short quiescent period is used between bursts going in opposite directions to
allow the channel to settle down. Thus, the actual data rate on the channel must be
greater than twice the data rate required by the two end systems.

The timing implications are shown in Figure 8.19b. The two sides alternate in
the transmission of data. Each side sends blocks of some fixed length, which take
a time 7}, to transmit; this time is a linear function of the number of bits in a block.
In addition, a time T, is required for the propagation of a signal from transmitter
to receiver; this time is a linear function of the distance between transmitter and
receiver. Finally, a guard time 7, is introduced to turn the channel around. Thus,
the time to send one block is (7}, + T + Tg). However, because the two sides must
alternate transmissions, the rate at which blocks can be transmitted by either side is
only 1/[2(T, + Tj + Tg)]. We can relate this to the effective data rate, R, as seen by
the two endpoints. Let B be the size of a block in bits. Then the effective number of

bits transmitted per second, or effective data rate, is

B
2T, + T, + T,)

R:
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The actual data rate, A, on the medium can easily be seen to be
A = BIT,
Combining the two, we have
+ T

I, + 1,
A=2R|1 + ——
( 1} >

The choice of block size, B, is a compromise between competing requirements. For
a larger block size, the value of T}, becomes larger compared to the values of 7, and
T,. Now consider that we have a fixed value of R, which is the data rate required
for the link, and we need to determine the value of A. If B is increased, there is a
decrease in the actual data rate, A. This makes the task of implementation easier.
On the other hand, this is accompanied by an increase in the signal delay due to
buffering, which is undesirable for voice traffic.

EXAMPLE 8.4 One of the standard interfaces defined for ISDN (Integrated
Services Digital Network) is the basic interface, which provides a data rate of
192 kbps and uses a frame size of 48 bits. Suppose we use TDD with a block size
equal to the frame size. Assume the distance between the subscriber and the net-
work switch is 1 km and a guard time 10 us is used. What is the actual data rate?

First, we need to determine the burst transmission time 7}. The propagation

B
delay is (1 km)/(3 X 108 m/s) = 3.33 us. We have R (T, + T, + T,), so that

B 48
T,=-=~-T,- T,

=——— — (10 X 107%) — (333 X 107%) = 111.67 us.
R = g )~ ( ) =

A =2x192 X [l + (333 + 10)/111.67] ~ 430kbps

TDD is used in cordless telephones and is a building block for a number of
wireless network systems.

Frequency-Division Multiple Access (FDMA)

FDMA is a technique used to share the spectrum among multiple stations. In a
typical configuration, there is a base station that communicates with a number of
subscriber stations. Such a configuration is found in satellite networks, cellular
networks, Wi-Fi, and WiMAX. Typically, the base station assigns bandwidths to
stations within the overall bandwidth available. Figure 8.19a is an example. Three
stations are assigned separate frequency bands (subchannels) for transmission to
the base station (uplink direction), with guard bands between the assigned transmis-
sion bands. Another frequency band, typically wider, is reserved for transmission
from the base station to the other stations (downlink direction).
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(b) Time-division multiple access (TDMA)
Figure 8.19 Multiple Channel Access Techniques

Key features of FDMA include the following:

e Each subchannel is dedicated to a single station; it is not shared.
e If a subchannel is not in use, it is idle; the capacity is wasted.

e FDMA is relatively less complex than TDMA and requires fewer overhead
bits because each subchannel is dedicated.

e Individual subchannels must be separated by guard bands to minimize
interference.
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Time-Division Multiple Access (TDMA)

As with FDMA, TDMA is typically used in a configuration that consists of a base
station and a number of subscriber stations. With TDMA there is a single, rela-
tively large, uplink frequency band that is used to transmit a sequence of time slots.
Repetitive time slots are assigned to an individual subscriber station to form a logi-
cal subchannel. Figure 8.19b is an example. In this example, each station gets an
equal amount of the overall capacity of the uplink channel. Thus, each channel is
assigned every third slot. Similarly, each subscriber station listens on designated
time slots on the downlink channel, which may have the same slot assignment as
the uplink channel, or a different one. In this example, the downlink channel is also
equally distributed among the three stations.
Key features of TDMA include the following:

e Each subchannel is dedicated to a single station; it is not shared.

e For an individual station, data transmission occurs in bursts rather than
continuously.

¢ Guard times are needed between time slots, to account for lack of perfect syn-
chronization among the subscriber station.

e The downlink channel may be on a separate frequency band, as in our exam-
ple. This is referred to as TDMA/FDD. With TDMA/FDD, the time slots
assigned for subscriber station reception are typically nonoverlapping with
that station’s transmit time slots.

e The uplink and downlink transmission may be on the same frequency band,
which is referred to as TDMA/TDD.

8.7 RECOMMENDED READING AND ANIMATIONS

A discussion of FDM and TDM carrier systems can be found in [FREE98b]. SONET
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Two good articles on cable modems are [FELLO01] and [CICIO1].
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Animations

An animation that illustrates multiplexing is available at the Premium Web
site. The reader is encouraged to view the animation to reinforce concepts from
this chapter.

8.8 KEY TERMS, REVIEW QUESTIONS, AND PROBLEMS

Key Terms
ADSL downstream SONET
baseband echo cancellation statistical TDM
cable modem frame subcarrier
channel frequency-division synchronous TDM
demultiplexer multiplexing (FDM) time-division multiplexing
dense wavelength division headend (TDM)

multiplexing (DWDM) multiplexer upstream

dense WDM multiplexing wavelength division
digital carrier system pulse stuffing multiplexing (WDM)
discrete multitone SDH

Review Questions

8.1 Why is multiplexing so cost-effective?
8.2 How is interference avoided by using frequency-division multiplexing?
8.3 What is echo cancellation?
8.4 Define upstream and downstream with respect to subscriber lines.

8.5 Explain how synchronous time-division multiplexing (TDM) works.
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8.7
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Why is a statistical time-division multiplexer more efficient than a synchronous time-
division multiplexer?

Using Table 8.3 as a guide, indicate the major difference between North American
and international TDM carrier standards.

Problems

8.1

8.2

83

8.4

85

8.6

8.7

8.8
8.9

8.10

8.11

8.12

The information in four analog signals is to be multiplexed and transmitted over a
telephone channel that has a 400- to 3100-Hz bandpass. Each of the analog baseband
signals is bandlimited to 500 Hz. Design a communication system (block diagram)
that will allow the transmission of these four sources over the telephone channel using
a. Frequency-division multiplexing with SSB (single sideband) subcarriers

b. Time-division multiplexing using PCM; assume 4-bit samples

Show the block diagrams of the complete system, including the transmission, channel,
and reception portions. Include the bandwidths of the signals at the various points in
the systems.

To paraphrase Lincoln: “...all of the channel some of the time, some of the channel
all of the time....” Refer to Figure 8.2 and relate the preceding to the figure.

Consider a transmission system using frequency-division multiplexing. What cost
factors are involved in adding one more pair of stations to the system?

In synchronous TDM, it is possible to interleave bits, one bit from each channel par-
ticipating in a cycle. If the channel is using a self-clocking code to assist synchroniza-
tion, might this bit interleaving introduce problems because there is not a continuous
stream of bits from one source?

Why is it that the start and stop bits can be eliminated when character interleaving is
used in synchronous TDM?

Explain in terms of data link control and physical layer concepts how error and flow
control are accomplished in synchronous time-division multiplexing.

One of the 193 bits in the DS-1 transmission format is used for frame synchroniza-
tion. Explain its use.

In the DS-1 format, what is the control signal data rate for each voice channel?

Twenty-four voice signals are to be multiplexed and transmitted over twisted pair.
What is the bandwidth required for FDM? Assuming a bandwidth efficiency (ratio of
data rate to transmission bandwidth, as explained in Chapter 5) of 1 bps/Hz, what is
the bandwidth required for TDM using PCM?

Draw a block diagram similar to Figure 8.8 for a TDM PCM system that will accommo-
date four 300-bps, synchronous, digital inputs and one analog input with a bandwidth
of 500 Hz. Assume that the analog samples will be encoded into 4-bit PCM words.

A character-interleaved time-division multiplexer is used to combine the data
streams of a number of 110-bps asynchronous terminals for data transmission over
a 2400-bps digital line. Each terminal sends asynchronous characters consisting of
7 data bits, 1 parity bit, 1 start bit, and 2 stop bits. Assume that one synchronization
character is sent every 19 data characters and, in addition, at least 3% of the line
capacity is reserved for pulse stuffing to accommodate speed variations from the vari-
ous terminals.

a. Determine the number of bits per character.

b. Determine the number of terminals that can be accommodated by the multiplexer.
c. Sketch a possible framing pattern for the multiplexer.

Find the number of the following devices that could be accommodated by a T1-type
TDM line if 1% of the T1 line capacity is reserved for synchronization purposes.

a. 110-bps teleprinter terminals

b. 300-bps computer terminals
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8.13

8.14

8.15

8.16

8.17

8.18

8.19

c. 1200-bps computer terminals

d. 9600-bps computer output ports

e. 64-kbps PCM voice-frequency lines

How would these numbers change if each of the sources were transmitting an average
of 10% of the time and a statistical multiplexer was used?

Ten 9600-bps lines are to be multiplexed using TDM. Ignoring overhead bits in the
TDM frame, what is the total capacity required for synchronous TDM? Assuming
that we wish to limit average TDM link utilization to 0.8, and assuming that each
TDM link is busy 50% of the time, what is the capacity required for statistical TDM?
A synchronous nonstatistical TDM is to be used to combine four 4.8-kbps and one
9.6-kbps signals for transmission over a single leased line. For framing, a block of 7
bits (pattern 1011101) is inserted for each 48 data bits. The reframing algorithm (at
the receiving demultiplex) is as follows:

Arbitrarily select a bit position.

Consider the block of 7 contiguous bits starting with that position.

Observe that block of 7 bits each frame for 12 consecutive frames.

If 10 of the 12 blocks match the framing pattern the system is “in-frame”; if not
advance one bit position and return to step 2.

a. Draw the multiplexed bit stream (note that the 9.6 kbps input may be treated
as two 4.8-kbps inputs).
b. What is the percentage overhead in the multiplexed bit stream?
c. What is the multiplexed output bit rate?
d. What is the minimum reframe time? What is the maximum reframe time?
What is the average reframe time?
A company has two locations: a headquarters and a factory about 25 km away. The
factory has four 300-bps terminals that communicate with the central computer facili-
ties over leased voice-grade lines. The company is considering installing TDM equip-
ment so that only one line will be needed. What cost factors should be considered in
the decision?
In synchronous TDM, the I/O lines serviced by the two multiplexers may be either
synchronous or asynchronous although the channel between the two multiplexers
must be synchronous. Is there any inconsistency in this? Why or why not?
Assume that you are to design a TDM carrier, say DS-489, to support 30 voice
channels using 6-bit samples and a structure similar to DS-1. Determine the required
bit rate.
For a statistical time-division multiplexer, define the following parameters:

PPN

F = framelength, bits

OH = overheadinaframe, bits
L = load ofdatain the frame, bps
C = capacity of link, bps

a. Express F as a function of the other parameters. Explain why F can be viewed as
a variable rather than a constant.

b. Plot Fversus L for C=9.6 kbps and values of OH =40, 80, 120. Comment on the
results and compare to Figure 1.1 in Appendix 1.

c. Plot Fversus L for OH =40 and values of C=9.6 kbps and 8.2 kbps. Comment on
the results and compare to Figure 1.1 in Appendix I.

In statistical TDM, there may be a length field. What alternative could there be to the

inclusion of a length field? What problem might this solution cause and how could it

be solved?
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LEARNING OBJECTIVES

After reading this chapter, you should be able to:

¢ Define circuit switching and describe the key elements of circuit-switching
networks.

¢ Define packet switching and describe the key elements of packet-switching
technology.

¢ Discuss the relative merits of circuit switching and packet switching and
analyze the circumstances for which each is most appropriate.

¢ Describe the features and characteristics of ATM networks.

Part Two describes how information can be encoded and transmitted over
a communications link. We now turn to the broader discussion of networks,
which can be used to interconnect many devices. The chapter begins with a
general discussion of switched communications networks. The remainder
of the chapter focuses on wide area networks and, in particular, on tradi-
tional approaches to wide area network design: circuit switching and packet
switching.

Since the invention of the telephone, circuit switching has been the
dominant technology for voice communications, and it has remained so well
into the digital era. This chapter looks at the key characteristics of a circuit-
switching network.

Around 1970, research began on a new form of architecture for long-
distance digital data communications: packet switching. Although the tech-
nology of packet switching has evolved substantially since that time, it is
remarkable that (1) the basic technology of packet switching is fundamentally
the same today as it was in the early 1970s networks, and (2) packet switch-
ing remains one of the few effective technologies for long-distance data
communications.

This chapter provides an overview of packet-switching technology. We
will see, in this chapter and later in this part, that many of the advantages
of packet switching (flexibility, resource sharing, robustness, responsiveness)
come with a cost. The packet-switching network is a distributed collection
of packet-switching nodes. Ideally, all packet-switching nodes would always
know the state of the entire network. Unfortunately, because the nodes are
distributed, there is a time delay between a change in status in one portion of
the network and knowledge of that change elsewhere. Furthermore, there is
overhead involved in communicating status information. As a result, a packet-
switching network can never perform “perfectly,” and elaborate algorithms
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are used to cope with the time delay and overhead penalties of network opera-

tion. These same issues will appear again when we discuss internetworking in
Part Five.

9.1 SWITCHED COMMUNICATIONS NETWORKS

For transmission of data' beyond a local area, communication is typically achieved
by transmitting data from source to destination through a network of intermediate
switching nodes; this switched network design is typically used to implement LANs
as well. The switching nodes are not concerned with the content of the data; rather,
their purpose is to provide a switching facility that will move the data from node to
node until they reach their destination. Figure 9.1 illustrates a simple network. The
devices attached to the network may be referred to as stations. The stations may
be computers, terminals, telephones, or other communicating devices. We refer to

Mainframe

Personal

computer
Server

Personal

computer
E  Personal

computer

Switching

computerF

Figure 9.1 Simple Switching Network

'We use this term here in a very general sense, to include voice, image, and video, as well as ordinary
data (e.g., numbers, text).
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the switching devices whose purpose is to provide communication as nodes. Nodes
are connected to one another in some topology by transmission links. Each station
attaches to a node, and the collection of nodes is referred to as a communications
network.

In a switched communication network, data entering the network from a sta-

tion are routed to the destination by being switched from node to node.

1.

EXAMPLE 9.1 In Figure 9.1, data from station A intended for station F are
sent to node 4. They may then be routed via nodes 5 and 6 or nodes 7 and 6 to
the destination. Several observations are in order:

Some nodes connect only to other nodes (e.g., 5 and 7). Their sole task is the
internal (to the network) switching of data. Other nodes have one or more
stations attached as well; in addition to their switching functions, such nodes
accept data from and deliver data to the attached stations.

Node-station links are generally dedicated point-to-point links. Node-node
links are usually multiplexed, using either frequency-division multiplexing
(FDM) or time-division multiplexing (TDM).

Usually, the network is not fully connected; that is, there is not a direct link
between every possible pair of nodes. However, it is always desirable to have
more than one possible path through the network for each pair of stations.
This enhances the reliability of the network.

Two different technologies are used in wide area switched networks: circuit

switching and packet switching. These two technologies differ in the way the
nodes switch information from one link to another on the way from source to
destination.

9.2 CIRCUIT-SWITCHING NETWORKS

Communication via circuit switching implies that there is a dedicated communica-
tion path between two stations. That path is a connected sequence of links between
network nodes. On each physical link, a logical channel is dedicated to the con-
nection. Communication via circuit switching involves three phases, which can be
explained with reference to Figure 9.1.

1.

Circuit establishment. Before any signals can be transmitted, an end-to-end
(station-to-station) circuit must be established. For example, station A sends a
request to node 4 requesting a connection to station E. Typically, the link from
A to 4 is a dedicated line, so that part of the connection already exists. Node
4 must find the next leg in a route leading to E. Based on routing information
and measures of availability and perhaps cost, node 4 selects the link to node



9.2 / CIRCUIT-SWITCHING NETWORKS 273

5, allocates a free channel (using FDM or TDM) on that link, and sends a
message requesting connection to E. So far, a dedicated path has been estab-
lished from A through 4 to 5. Because a number of stations may attach to 4,
it must be able to establish internal paths from multiple stations to multiple
nodes. How this is done is discussed later in this section. The remainder of the
process proceeds similarly. Node 5 allocates a channel to node 6 and internally
ties that channel to the channel from node 4. Node 6 completes the connection
to E. In completing the connection, a test is made to determine if E is busy or
is prepared to accept the connection.

2. Data transfer. Data can now be transmitted from A through the network to E.
The transmission may be analog or digital, depending on the nature of the
network. As the carriers evolve to fully integrated digital networks, the use of
digital (binary) transmission for both voice and data is becoming the dominant
method. The path is A-4 link, internal switching through 4, 4-5 channel, inter-
nal switching through 5, 5-6 channel, internal switching through 6, 6-E link.
Generally, the connection is full duplex.

3. Circuit disconnect. After some period of data transfer, the connection is
terminated, usually by the action of one of the two stations. Signals must be
propagated to nodes 4, 5, and 6 to deallocate the dedicated resources.

Note that the connection path is established before data transmission begins.
Thus, channel capacity must be reserved between each pair of nodes in the path, and
each node must have available internal switching capacity to handle the requested
connection. The switches must have the intelligence to make these allocations and
to devise a route through the network.

Circuit switching can be rather inefficient. Channel capacity is dedicated for
the duration of a connection, even if no data are being transferred. For a voice con-
nection, utilization may be rather high, but it still does not approach 100%. For a
client/server or terminal-to-computer connection, the capacity may be idle during
most of the time of the connection. In terms of performance, there is a delay prior
to signal transfer for call establishment. However, once the circuit is established, the
network is effectively transparent to the users. Information is transmitted at a fixed
data rate with no delay other than the propagation delay through the transmission
links. The delay at each node is negligible.

Circuit switching was developed to handle voice traffic but is now also used
for data traffic. The best-known example of a circuit-switching network is the public
telephone network (Figure 9.2). This is actually a collection of national networks
interconnected to form the international service. Although originally designed and
implemented to service analog telephone subscribers, it handles substantial data
traffic via modem and is gradually being converted to a digital network. Another
well-known application of circuit switching is the private branch exchange (PBX),
used to interconnect telephones within a building or office. Circuit switching is
also used in private networks. Typically, such a network is set up by a corporation
or other large organization to interconnect its various sites. Such a network usu-
ally consists of PBX systems at each site interconnected by dedicated, leased lines
obtained from one of the carriers, such as AT&T. A final common example of the
application of circuit switching is the data switch. The data switch is similar to the
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Figure 9.2 Example Connection Over a Public Circuit-Switching Network

PBX but is designed to interconnect digital data processing devices, such as termi-
nals and computers.

A public telecommunications network can be described using four generic
architectural components:

e Subscribers: The devices that attach to the network. It is still the case that most
subscriber devices to public telecommunications networks are telephones, but
the percentage of data traffic increases year by year.

e Subscriber line: The link between the subscriber and the network, also referred
to as the subscriber loop or local loop. Almost all local loop connections use
twisted-pair wire. The length of a local loop is typically in a range from a few
kilometers to a few tens of kilometers.

e Exchanges: The switching centers in the network. A switching center that
directly supports subscribers is known as an end office. Typically, an end office
will support many thousands of subscribers in a localized area. There are over
19,000 end offices in the United States, so it is clearly impractical for each end
office to have a direct link to each of the other end offices; this would require
on the order of 2 x 108 links. Rather, intermediate switching nodes are used.

e Trunks: The branches between exchanges. Trunks carry multiple voice-
frequency circuits using either FDM or synchronous TDM. We referred to
these as carrier systems in Chapter 8.

Subscribers connect directly to an end office, which switches traffic between
subscribers and between a subscriber and other exchanges. The other exchanges are
responsible for routing and switching traffic between end offices. This distinction is
shown in Figure 9.3. To connect two subscribers attached to the same end office, a cir-
cuit is set up between them in the same fashion as described before. If two subscribers
connect to different end offices, a circuit between them consists of a chain of circuits
through one or more intermediate offices. In the figure, a connection is established
between lines a and b by simply setting up the connection through the end office. The
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Figure 9.3 Circuit Establishment

connection between c and d is more complex. In c’s end office, a connection is estab-
lished between line ¢ and one channel on a TDM trunk to the intermediate switch. In
the intermediate switch, that channel is connected to a channel on a TDM trunk to d’s
end office. In that end office, the channel is connected to line d.

Circuit-switching technology has been driven by those applications that han-
dle voice traffic. One of the key requirements for voice traffic is that there must be
virtually no transmission delay and certainly no variation in delay. A constant signal
transmission rate must be maintained, because transmission and reception occur
at the same signal rate. These requirements are necessary to allow normal human
conversation. Further, the quality of the received signal must be sufficiently high to
provide, at a minimum, intelligibility.

Circuit switching achieved its widespread, dominant position because it is well
suited to the analog transmission of voice signals. In today’s digital world, its inef-
ficiencies are more apparent. However, despite its inefficiencies, circuit switching
will remain an attractive choice for both local area and wide area networking. One
of its key strengths is that it is transparent. Once a circuit is established, it appears
as a direct connection to the two attached stations; no special networking logic is
needed at the station.

9.3 CIRCUIT-SWITCHING CONCEPTS

The technology of circuit switching is best approached by examining the operation of
a single circuit-switching node. A network built around a single circuit-switching node
consists of a collection of stations attached to a central switching unit. The central
switch establishes a dedicated path between any two devices that wish to communi-
cate. Figure 9.4 depicts the major elements of such a one-node network. The dotted
lines inside the switch symbolize the connections that are currently active.
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Figure 9.4 Elements of a Circuit-Switch Node

The heart of a modern system is a digital switch. The function of the digital
switch is to provide a transparent signal path between any pair of attached devices.
The path is transparent in that it appears to the attached pair of devices that there is
a direct connection between them. Typically, the connection must allow full-duplex
transmission.

The network interface element represents the functions and hardware needed
to connect digital devices, such as data processing devices and digital telephones,
to the network. Analog telephones can also be attached if the network interface
contains the logic for converting to digital signals. Trunks to other digital switches
carry TDM signals and provide the links for constructing multiple-node networks.

The control unit performs three general tasks. First, it establishes connec-
tions. This is generally done on demand, that is, at the request of an attached device.
To establish the connection, the control unit must handle and acknowledge the
request, determine if the intended destination is free, and construct a path through
the switch. Second, the control unit must maintain the connection. Because the
digital switch uses time-division principles, this may require ongoing manipulation
of the switching elements. However, the bits of the communication are transferred
transparently (from the point of view of the attached devices). Third, the control
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unit must tear down the connection, either in response to a request from one of the
parties or for its own reasons.

An important characteristic of a circuit-switching device is whether it is block-
ing or nonblocking. Blocking occurs when the network is unable to connect two
stations because all possible paths between them are already in use. A blocking
network is one in which such blocking is possible. Hence a nonblocking network
permits all stations to be connected (in pairs) at once and grants all possible connec-
tion requests as long as the called party is free. When a network is supporting only
voice traffic, a blocking configuration is generally acceptable, because it is expected
that most phone calls are of short duration and that therefore only a fraction of the
telephones will be engaged at any time. However, when data processing devices are
involved, these assumptions may be invalid. For example, for a data entry applica-
tion, a terminal may be continuously connected to a computer for hours at a time.
Hence, for data applications, there is a requirement for a nonblocking or “nearly
nonblocking” (very low probability of blocking) configuration.

We turn now to an examination of the switching techniques internal to a single
circuit-switching node.

Space Division Switching

Space division switching was originally developed for the analog environment and
has been carried over into the digital realm. The fundamental principles are the
same, whether the switch is used to carry analog or digital signals. As its name
implies, a space division switch is one in which the signal paths are physically
separate from one another (divided in space). Each connection requires the estab-
lishment of a physical path through the switch that is dedicated solely to the transfer
of signals between the two endpoints. The basic building block of the switch is a
metallic crosspoint or semiconductor gate that can be enabled and disabled by a
control unit.

EXAMPLE 9.2 Figure 9.5 shows a simple crossbar matrix with 10 full-duplex
I/O lines. The matrix has 10 inputs and 10 outputs; each station attaches to the
matrix via one input and one output line. Interconnection is possible between
any two lines by enabling the appropriate crosspoint. Note that a total of 100
crosspoints is required.

The crossbar switch has a number of limitations:
e The number of crosspoints grows with the square of the number of attached
stations. This is costly for a large switch.

e The loss of a crosspoint prevents connection between the two devices whose
lines intersect at that crosspoint.

e The crosspoints are inefficiently utilized; even when all of the attached devices
are active, only a small fraction of the crosspoints are engaged.

To overcome these limitations, multiple-stage switches are employed.
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Figure 9.5 Space Division Switch

EXAMPLE 9.3 Figure 9.6 is an example of a three-stage switch.

A multiple-stage switch has two advantages over a single-stage crossbar matrix:

e The number of crosspoints is reduced, increasing crossbar utilization. In
Examples 9.2 and 9.3, the total number of crosspoints for 10 stations is reduced
from 100 to 48.

e There is more than one path through the network to connect two endpoints,
increasing reliability.

Of course, a multistage network requires a more complex control scheme. To
establish a path in a single-stage network, it is only necessary to enable a single gate.
In a multistage network, a free path through the stages must be determined and the
appropriate gates enabled.

A consideration with a multistage space division switch is that it may be
blocking. It should be clear from Figure 9.5 that a single-stage crossbar matrix is
nonblocking; that is, a path is always available to connect an input to an output.
That this may not be the case with a multiple-stage switch can be seen in Figure 9.6.
The heavier lines indicate the lines that are already in use. In this state, input line
10, for example, cannot be connected to output line 3, 4, or 5, even though all of
these output lines are available. A multiple-stage switch can be made nonblocking
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Figure 9.6 Three-Stage Space Division Switch

by increasing the number or size of the intermediate switches, but of course this
increases the cost.

Time-Division Switching

The technology of switching has a long history, most of it covering an era when
analog signal switching predominated. With the advent of digitized voice and
synchronous TDM techniques, both voice and data can be transmitted via digi-
tal signals. This has led to a fundamental change in the design and technology of
switching systems. Instead of the relatively dumb space division approach, modern
digital systems rely on intelligent control of space and time-division elements.

Virtually all modern circuit switches use digital time-division techniques for
establishing and maintaining “circuits.” Time-division switching involves the parti-
tioning of a lower-speed bit stream into pieces that share a higher-speed stream with
other bit streams. The individual pieces, or slots, are manipulated by control logic to
route data from input to output.

Time-Slot Interchange

The basic building block of many time-division switches is the time-slot interchange
(TSI) mechanism. A TSI unit operates on a synchronous TDM stream of time
slots, or channels, by interchanging pairs of slots to achieve a full-duplex operation.
Figure 9.7a shows how the input line of device / is connected to the output line of
device J, and vice versa.
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Figure 9.7 Time-Slot Interchange

The input lines of N devices are passed through a synchronous time-division
multiplexer to produce a TDM stream with N slots. To allow the interchange of any
two slots, to create a full-duplex connection, the incoming data in a slot must be
stored until the data can be sent out on the correct channel in the next TDM frame
cycle. Hence, the TSI introduces a delay and produces output slots in the desired
order. The output stream of slots is then demultiplexed and routed to the appropri-
ate output line. Because each channel is provided a time slot in each TDM frame,
whether or not it transmits data, the size of the TSI unit must be chosen for the
capacity of the line, not for the actual data rate.

Figure 9.7b shows a mechanism for implementing TSI. A random access data
store whose width equals one time slot of data and whose length equals the num-
ber of slots in a frame is used. An incoming TDM frame is written sequentially,
slot by slot, into the data store. An outgoing data frame is created by reading slots
from the memory in an order dictated by an address store that reflects the existing
connections. In the figure, the data in channels 7 and J are interchanged, creating a
full-duplex connection between the corresponding stations.

TSI is a simple, effective way to switch TDM data. However, the size of such
a switch, in terms of the number of connections, is limited by the amount of latency
that can be tolerated. The greater the number of channels, the greater the average
delay that each channel experiences.
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Time-Multiplexed Switching

To overcome the latency problems of TSI, contemporary time-division switches use
multiple TSI units, each of which carries a portion of the total traffic. To connect
two channels entering a single TSI unit, their time slots can be interchanged, as just
described. However, to connect a channel on one TDM stream (going into one TSI)
to a channel on another TDM stream (going into another TSI), some form of space
division switching is needed. Naturally, we do not wish to switch all of the time slots
from one TDM stream to another; we would like to do it one slot at a time. This
technique is known as time-multiplexed switching (TMS).

One means of implementing a TMS switch is the crossbar switch discussed
earlier. This requires the crosspoints to be manipulated at each time slot. More com-
monly, the TMS switch is implemented using digital selectors. The selector (SEL)
device selects an input line based on a channel assignment provided from a store
controlled by a time-slot counter.

To reduce or eliminate blocking, multiple stage networks can be built by
concatenating TMS (S) and TSI (T) stages. Systems are generally described by an
enumeration of their stages from input to output using the symbols T and S. Figure 9.8
shows an example of a three-stage switch implemented with SEL units.

9.4 SOFTSWITCH ARCHITECTURE

The latest trend in the development of circuit-switching technology is generally
referred to as the softswitch. In essence, a softswitch is a general-purpose computer
running specialized software that turns it into a smart phone switch. Softswitches
cost significantly less than traditional circuit switches and can provide more
functionality. In particular, in addition to handling the traditional circuit-switching
functions, a softswitch can convert a stream of digitized voice bits into packets. This
opens up a number of options for transmission, including the increasingly popular
voice over IP (Internet Protocol) approach.
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In any telephone network switch, the most complex element is the software
that controls call processing. This software performs call routing and implements
call-processing logic for hundreds of custom-calling features. Typically, this software
runs on a proprietary processor that is integrated with the physical circuit-switching
hardware. A more flexible approach is to physically separate the call-processing
function from the hardware-switching function. In softswitch terminology, the
physical-switching function is performed by a media gateway (MG) and the call-
processing logic resides in a media gateway controller (MGC).

Figure 9.9 contrasts the architecture of a traditional telephone network circuit
switch with the softswitch architecture. In the latter case, the MG and MGC are
distinct entities and may be provided by different vendors. To facilitate interoper-
ability, ITU-T has issued a standard for a media gateway control protocol between
the MG and MGC: H.248.1 (Gateway Control Protocol, Version 3,2005). RFC 2805
(Media Gateway Control Protocol Architecture and Requirements, 2000) provides
an overview of media gateway concepts.
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Figure 9.9 Comparison between Traditional Circuit Switching and Softswitch
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9.5 PACKET-SWITCHING PRINCIPLES

The long-haul circuit-switching telecommunications network was originally designed
to handle voice traffic, and the majority of traffic on these networks continues to
be voice. A key characteristic of circuit-switching networks is that resources within
the network are dedicated to a particular call. For voice connections, the resulting
circuit will enjoy a high percentage of utilization because, most of the time, one
party or the other is talking. However, as the circuit-switching network began to be
used increasingly for data connections, two shortcomings became apparent:

e In a typical user/host data connection (e.g., personal computer user logged on
to a database server), much of the time the line is idle. Thus, with data connec-
tions, a circuit-switching approach is inefficient.

e In a circuit-switching network, the connection provides for transmission at
a constant data rate. Thus, each of the two devices that are connected must
transmit and receive at the same data rate as the other. This limits the utility of
the network in interconnecting a variety of host computers and workstations.

To understand how packet switching addresses these problems, let us
briefly summarize packet-switching operation. Data are transmitted in short
packets. A typical upper bound on packet length is 1000 octets (bytes). If a source
has a longer message to send, the message is broken up into a series of packets
(Figure 9.10). Each packet contains a portion (or all for a short message) of the
user’s data plus some control information. The control information, at a minimum,
includes the information that the network requires to be able to route the packet
through the network and deliver it to the intended destination. At each node en
route, the packet is received, stored briefly, and passed on to the next node.

Let us return to Figure 9.1, but now assume that it depicts a simple packet-
switching network. Consider a packet to be sent from station A to station E. The
packet includes control information that indicates that the intended destination
is E. The packet is sent from A to node 4. Node 4 stores the packet, determines the

Application data

, AR Packet-switching | —
o i o — / 4 N
U ) network / & NN
Control information [ |l |/| .| li |\|
(packet header)
| —
Packet

Figure 9.10 The Use of Packets



284 CHAPTER 9 / WAN TECHNOLOGY AND PROTOCOLS

next leg of the route (say 5), and queues the packet to go out on that link (the 4-5
link). When the link is available, the packet is transmitted to node 5, which forwards
the packet to node 6, and finally to E. This approach has a number of advantages
over circuit switching:

e Line efficiency is greater, because a single node-to-node link can be dynami-
cally shared by many packets over time. The packets are queued up and
transmitted as rapidly as possible over the link. By contrast, with circuit
switching, time on a node-to-node link is preallocated using synchronous
time-division multiplexing. Much of the time, such a link may be idle because
a portion of its time is dedicated to a connection that is idle.

e A packet-switching network can perform data-rate conversion. Two stations
of different data rates can exchange packets because each connects to its node
at its proper data rate.

e When traffic becomes heavy on a circuit-switching network, some calls are
blocked; that is, the network refuses to accept additional connection requests
until the load on the network decreases. On a packet-switching network, pack-
ets are still accepted, but delivery delay increases.

e Priorities can be used. If a node has a number of packets queued for trans-
mission, it can transmit the higher-priority packets first. These packets will
therefore experience less delay than lower-priority packets.

Switching Technique

If a station has a message to send through a packet-switching network that is of
length greater than the maximum packet size, it breaks the message up into packets
and sends these packets, one at a time, to the network. A question arises as to how
the network will handle this stream of packets as it attempts to route them through
the network and deliver them to the intended destination. Two approaches are used
in contemporary networks: datagram and virtual circuit.

In the datagram approach, each packet is treated independently, with no ref-
erence to packets that have gone before. This approach is illustrated in Figure 9.11,
which shows a time sequence of snapshots of the progress of three packets through
the network. Each node chooses the next node on a packet’s path, taking into account
information received from neighboring nodes on traffic, line failures, and so on. So
the packets, each with the same destination address, do not all follow the same route,
and they may arrive out of sequence at the exit point. In this example, the exit node
restores the packets to their original order before delivering them to the destination.
In some datagram networks, it is up to the destination rather than the exit node to
do the reordering. Also, it is possible for a packet to be destroyed in the network. For
example, if a packet-switching node crashes momentarily, all of its queued packets
may be lost. Again, it is up to either the exit node or the destination to detect the
loss of a packet and decide how to recover it. In this technique, each packet, treated
independently, is referred to as a datagram.

In the virtual circuit approach, a preplanned route is established before any
packets are sent. Once the route is established, all the packets between a pair of com-
municating parties follow this same route through the network. This is illustrated in
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Figure 9.11 Packet Switching: Datagram Approach

Figure 9.12. Because the route is fixed for the duration of the logical connection, it
is somewhat similar to a circuit in a circuit-switching network and is referred to as a
virtual circuit. Each packet contains a virtual circuit identifier as well as data. Each
node on the preestablished route knows where to direct such packets; no routing
decisions are required. At any time, each station can have more than one virtual
circuit to any other station and can have virtual circuits to more than one station.
So the main characteristic of the virtual circuit technique is that a route
between stations is set up prior to data transfer. Note that this does not mean that
this is a dedicated path, as in circuit switching. A transmitted packet is buffered at
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Figure 9.12 Packet Switching: Virtual-Circuit Approach

each node, and queued for output over a line, while other packets on other virtual
circuits may share the use of the line. The difference from the datagram approach
is that, with virtual circuits, the node need not make a routing decision for each
packet. It is made only once for all packets using that virtual circuit.

If two stations wish to exchange data over an extended period of time, there
are certain advantages to virtual circuits. First, the network may provide services
related to the virtual circuit, including sequencing and error control. Sequencing
refers to the fact that, because all packets follow the same route, they arrive in the
original order. Error control is a service that assures not only that packets arrive in
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proper sequence, but also that all packets arrive correctly. For example, if a packet
in a sequence from node 4 to node 6 fails to arrive at node 6, or arrives with an error,
node 6 can request a retransmission of that packet from node 4. Another advantage
is that packets should transit the network more rapidly with a virtual circuit; it is not
necessary to make a routing decision for each packet at each node.

One advantage of the datagram approach is that the call setup phase is
avoided. Thus, if a station wishes to send only one or a few packets, datagram deliv-
ery will be quicker. Another advantage of the datagram service is that, because it is
more primitive, it is more flexible. For example, if congestion develops in one part
of the network, incoming datagrams can be routed away from the congestion. With
the use of virtual circuits, packets follow a predefined route, and thus it is more dif-
ficult for the network to adapt to congestion. A third advantage is that datagram
delivery is inherently more reliable. With the use of virtual circuits, if a node fails,
all virtual circuits that pass through that node are lost. With datagram delivery, if a
node fails, subsequent packets may find an alternate route that bypasses that node.
A datagram-style of operation is common in internetworks, discussed in Part Five.

Packet Size

There is a significant relationship between packet size and transmission time, as
shown in Figure 9.13. In this example, it is assumed that there is a virtual circuit
from station X through nodes a and b to station Y. The message to be sent comprises
40 octets, and each packet contains 3 octets of control information, which is placed
at the beginning of each packet and is referred to as a header. If the entire message
is sent as a single packet of 43 octets (3 octets of header plus 40 octets of data), then
the packet is first transmitted from station X to node a (Figure 9.13a). When the
entire packet is received, it can then be transmitted from a to b. When the entire
packet is received at node b, it is then transferred to station Y. Ignoring switching
time, total transmission time is 129 octet-times (43 octets x 3 packet transmissions).

Suppose now that we break up the message into two packets, each containing
20 octets of the message and, of course, 3 octets each of header, or control informa-
tion. In this case, node a can begin transmitting the first packet as soon as it has
arrived from X, without waiting for the second packet. Because of this overlap in
transmission, the total transmission time drops to 92 octet-times. By breaking the
message up into five packets, each intermediate node can begin transmission even
sooner and the savings in time is greater, with a total of 77 octet-times for transmis-
sion. However, this process of using more and smaller packets eventually results in
increased, rather than reduced, delay as illustrated in Figure 9.13d. This is because
each packet contains a fixed amount of header, and more packets mean more of
these headers. Furthermore, the example does not show the processing and queuing
delays at each node. These delays are also greater when more packets are handled
for a single message. However, we shall see in the next chapter that an extremely
small packet size (53 octets) can result in an efficient network design.

External Network Interface

One technical aspect of packet-switching networks remains to be examined: the inter-
face between attached devices and the network. We have seen that a circuit-switching
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Figure 9.13 Effect of Packet Size on Transmission Time

network provides a transparent communications path for attached devices that makes
it appear that the two communicating stations have a direct link. However, in the case
of packet-switching networks, the attached stations must organize their data into pack-
ets for transmission. This requires a certain level of cooperation between the network
and the attached stations. This cooperation is embodied in an interface standard. The
standard used for traditional packet-switching networks is X.25, which is described in
Appendix U. Another interface standard is frame relay, also discussed in Appendix U.

Typically, standards for packet-switching network interfaces define a virtual
circuit service. This service enables any subscriber to the network to set up logical
connections, called virtual circuits, to other subscribers. An example is shown in
Figure 9.14 (compare Figure 9.1). In this example, station A has a virtual circuit
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connection to C; station B has two virtual circuits established, one to C and one to
D; and stations E and F each have a virtual circuit connection to D.

In this context, the term virtual circuit refers to the logical connection between
two stations through the network; this is perhaps best termed an external virtual
circuit. Earlier, we used the term virtual circuit to refer to a specific preplanned route
through the network between two stations; this could be called an internal virtual
circuit. Typically, there is a one-to-one relationship between external and internal
virtual circuits. However, it is also possible to employ an external virtual circuit service
with a datagram-style network. What is important for an external virtual circuit is that
there is a logical relationship, or logical channel, established between two stations,
and all of the data associated with that logical channel are considered as part of a
single stream of data between the two stations. For example, in Figure 9.14, station D
keeps track of data packets arriving from three different workstations (B, E, F) on
the basis of the virtual circuit number associated with each incoming packet.

Comparison of Circuit Switching and Packet Switching

Having looked at the internal operation of packet switching, we can now return to
a comparison of this technique with circuit switching. We first look at the important
issue of performance and then examine other characteristics.

PErRFORMANCE A simple comparison of circuit switching and the two forms of
packet switching is provided in Figure 9.15. The figure depicts the transmission of a
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message across four nodes, from a source station attached to node 1 to a destination
station attached to node 4. In this figure, we are concerned with three types of delay:

¢ Propagation delay: The time it takes a signal to propagate from one node to
the next. This time is generally negligible. The speed of electromagnetic sig-
nals through a wire medium, for example, is typically 2 x 10° m/s.

e Transmission time: The time it takes for a transmitter to send out a block of
data. For example, it takes 1 s to transmit a 10,000-bit block of data onto a
10-kbps line.
* Node delay: The time it takes for a node to perform the necessary processing
as it switches data.

For circuit switching, there is a certain amount of delay before the message
can be sent. First, a Call Request signal is sent through the network, to set up a
connection to the destination. If the destination station is not busy, a Call Accepted
signal returns. Note that a processing delay is incurred at each node during the call
request; this time is spent at each node setting up the route of the connection. On
the return, this processing is not needed because the connection is already set up.
After the connection is set up, the message is sent as a single block, with no notice-
able delay at the switching nodes.
Virtual circuit packet switching appears quite similar to circuit switching.
A virtual circuit is requested using a Call Request packet, which incurs a delay at
each node. The virtual circuit is accepted with a Call Accept packet. In contrast to the
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circuit-switching case, the call acceptance also experiences node delays, even though
the virtual circuit route is now established. The reason is that this packet is queued at
each node and must wait its turn for transmission. Once the virtual circuit is estab-
lished, the message is transmitted in packets. It should be clear that this phase of the
operation can be no faster than circuit switching for comparable networks. This is
because circuit switching is an essentially transparent process, providing a constant
data rate across the network. Packet switching involves some delay at each node in
the path. Worse, this delay is variable and will increase with increased load.

Datagram packet switching does not require a call setup. Thus, for short
messages, it will be faster than virtual circuit packet switching and perhaps circuit
switching. However, because each individual datagram is routed independently, the
processing for each datagram at each node may be longer than for virtual circuit
packets. Thus, for long messages, the virtual circuit technique may be superior.

Figure 9.15 is intended only to suggest what the relative performance of the
techniques might be; actual performance depends on a host of factors, including the
size of the network, its topology, the pattern of load, and the characteristics of typi-
cal exchanges.

OTHER CHARACTERISTICS Besides performance, there are a number of other
characteristics that may be considered in comparing the techniques we have been
discussing. Table 9.1 summarizes the most important of these. Most of these charac-
teristics have already been discussed. A few additional comments follow.

Table 9.1 Comparison of Communication Switching Techniques

Virtual Circuit Packet
Circuit Switching Datagram Packet Switching Switching
Dedicated transmission path No dedicated path No dedicated path
Continuous transmission of data Transmission of packets Transmission of packets
Fast enough for interactive Fast enough for interactive Fast enough for interactive
Messages are not stored Packets may be stored until Packets stored until delivered
delivered
The path is established for entire Route established for each packet Route established for entire
conversation conversation
Call setup delay; negligible Packet transmission delay Call setup delay; packet
transmission delay transmission delay
Busy signal if called party busy Sender may be notified if packet Sender notified of connection
not delivered denial
Overload may block call setup; no Overload increases packet delay Overload may block call
delay for established calls setup; increases packet delay
Electromechanical or computerized Small switching nodes Small switching nodes
switching nodes
User responsible for message loss Network may be responsible for Network may be responsible
protection individual packets for packet sequences
Usually no speed or code conversion Speed and code conversion Speed and code conversion
Fixed bandwidth Dynamic use of bandwidth Dynamic use of bandwidth
No overhead bits after call setup Overhead bits in each packet Overhead bits in each packet
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As was mentioned, circuit switching is essentially a transparent service. Once a
connection is established, a constant data rate is provided to the connected stations.
This is not the case with packet switching, which typically introduces variable delay,
so that data arrive in a choppy manner. Indeed, with datagram packet switching,
data may arrive in a different order than they were transmitted.

An additional consequence of transparency is that there is no overhead
required to accommodate circuit switching. Once a connection is established, the
analog or digital data are passed through, as is, from source to destination. For
packet switching, analog data must be converted to digital before transmission; in
addition, each packet includes overhead bits, such as the destination address.

9.6 ASYNCHRONOUS TRANSFER MODE

Asynchronous transfer mode is a switching and multiplexing technology that
employs small, fixed-length packets called cells. A fixed-size packet was chosen
to ensure that the switching and multiplexing function could be carried out effi-
ciently, with little delay variation. A small cell size was chosen primarily to support
delay-intolerant interactive voice service with a small packetization delay. ATM is a
connection-oriented packet-switching technology that was designed to provide the
performance of a circuit-switching network and the flexibility and efficiency of a
packet-switching network. A major thrust of the ATM standardization effort was to
provide a powerful set of tools for supporting a rich QoS capability and a powerful
traffic management capability. ATM was intended to provide a unified networking
standard for both circuit-switched and packet-switched traffic, and to support data,
voice, and video with appropriate QoS mechanisms. With ATM, the user can select
the desired level of service and obtain guaranteed service quality. Internally, the
ATM network makes reservations and preplans routes so that transmission alloca-
tion is based on priority and QoS characteristics.

ATM was intended to be a universal networking technology, with much of the
switching and routing capability implemented in hardware, and with the ability to
support IP-based networks and circuit-switched networks. It was also anticipated
that ATM would be used to implement local area networks. ATM never achieved
this comprehensive deployment. However, ATM remains an important technology.
ATM is commonly used by telecommunications providers to implement wide area
networks. Many DSL implementations use ATM over the basic DSL hardware for
multiplexing and switching, and ATM is used as a backbone network technology in
numerous [P networks and portions of the Internet.

A number of factors have led to this lesser role for ATM. IP, with its many
associated protocols, provides an integrative technology that is more scalable and
less complex than ATM. In addition, the need to use small fixed-sized cells to
reduce jitter has disappeared as transport speeds have increased. The develop-
ment of voice and video over IP protocols has provided an integration capability
at the IP level.

Perhaps the most significant development related to the reduced role for ATM
is the widespread acceptance of Multiprotocol Label Switching (MPLS). MPLS is
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a layer-2 connection-oriented packet-switching protocol that, as the name suggests,
can provide a switching service for a variety of protocols and applications, including
IP, voice, and video. We introduce MPLS in Chapter 23.

ATM Logical Connections

ATM is a packet-oriented transfer mode. It allows multiple logical connections to
be multiplexed over a single physical interface. The information flow on each logi-
cal connection is organized into fixed-size packets called cells. Logical connections
in ATM are referred to as virtual channel connections (VCCs). A VCC is analogous
to a virtual circuit; it is the basic unit of switching in an ATM network. A VCC is
set up between two end users through the network, and a variable-rate, full-duplex
flow of fixed-size cells is exchanged over the connection. VCCs are also used for
user-network exchange (control signaling) and network-network exchange (net-
work management and routing).

For ATM, a second sublayer of processing has been introduced that deals
with the concept of virtual path (Figure 9.16). A virtual path connection (VPC) is a
bundle of VCCs that have the same endpoints. Thus, all of the cells flowing over all
of the VCCs in a single VPC are switched together.

The virtual path concept was developed in response to a trend in high-speed
networking in which the control cost of the network is becoming an increasingly
higher proportion of the overall network cost. The virtual path technique helps con-
tain the control cost by grouping connections sharing common paths through the
network into a single unit. Network management actions can then be applied to
a small number of groups of connections instead of a large number of individual
connections.

Several advantages can be listed for the use of virtual paths:

e Simplified network architecture: Network transport functions can be sepa-
rated into those related to an individual logical connection (virtual channel)
and those related to a group of logical connections (virtual path).

¢ Increased network performance and reliability: The network deals with fewer,
aggregated entities.

e Reduced processing and short connection setup time: Much of the work is
done when the virtual path is set up. By reserving capacity on a virtual path
connection in anticipation of later call arrivals, new virtual channel connec-
tions can be established by executing simple control functions at the endpoints

Virtual path

Physical

transmission path

Virtual channels
ﬂﬁ: i

Figure 9.16 ATM Connection Relationships
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of the virtual path connection; no call processing is required at transit nodes.
Thus, the addition of new virtual channels to an existing virtual path involves
minimal processing.

¢ Enhanced network services: The virtual path is used internal to the network
but is also visible to the end user. Thus, the user may define closed user groups
or closed networks of virtual channel bundles.

VIRTUAL PATH/VIRTUAL CHANNEL CHARACTERISTICS ITU-T Recommendation
1.150 lists the following as characteristics of virtual channel connections:

¢ Quality of service (QoS): A user of a VCC s provided with a QoS specified by
parameters such as cell loss ratio (ratio of cells lost to cells transmitted) and
cell delay variation.

¢ Switched and semipermanent virtual channel connections: A switched VCC
is an on-demand connection, which requires a call control signaling for setup
and tearing down. A semipermanent VCC is one that is of long duration and is
set up by configuration or network management action.

e Cell sequence integrity: The sequence of transmitted cells within a VCC is
preserved.

e Traffic parameter negotiation and usage monitoring: Traffic parameters can
be negotiated between a user and the network for each VCC. The network
monitors the input of cells to the VCC to ensure that the negotiated param-
eters are not violated.

The types of traffic parameters that can be negotiated include average rate,
peak rate, burstiness, and peak duration. The network may need a number of strat-
egies to deal with congestion and to manage existing and requested VCCs. At the
crudest level, the network may simply deny new requests for VCCs to prevent con-
gestion. Additionally, cells may be discarded if negotiated parameters are violated
or if congestion becomes severe. In an extreme situation, existing connections might
be terminated.

1.150 also lists characteristics of VPCs. The first four characteristics listed are
identical to those for VCCs. That is, QoS; switched and semipermanent VPCs; cell
sequence integrity; and traffic parameter negotiation and usage monitoring are
all also characteristics of a VPC. There are a number of reasons for this duplica-
tion. First, this provides some flexibility in how the network service manages the
requirements placed upon it. Second, the network must be concerned with the
overall requirements for a VPC, and within a VPC may negotiate the establishment
of virtual channels with given characteristics. Finally, once a VPC is set up, it is
possible for the end users to negotiate the creation of new VCCs. The VPC charac-
teristics impose a discipline on the choices that the end users may make.

In addition, a fifth characteristic is listed for VPCs:

¢ Virtual channel identifier restriction within a VPC: One or more virtual chan-
nel identifiers, or numbers, may not be available to the user of the VPC but
may be reserved for network use. Examples include VCCs used for network
management.
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CoNTROL SIGNALING In ATM, a mechanism is needed for the establishment and
release of VPCs and VCCs. The exchange of information involved in this process is
referred to as control signaling and takes place on separate connections from those
that are being managed.

For VCCs, 1.150 specifies four methods for providing an establishment/release
facility. One or a combination of these methods will be used in any particular network:

1. Semipermanent VCCs may be used for user-to-user exchange. In this case, no
control signaling is required.

2. If there is no preestablished call control signaling channel, then one must
be set up. For that purpose, a control signaling exchange must take place
between the user and the network on some channel. Hence we need a perma-
nent channel, probably of low data rate, that can be used to set up VCCs that
can be used for call control. Such a channel is called a meta-signaling channel,
as the channel is used to set up signaling channels.

3. The meta-signaling channel can be used to set up a VCC between the user and
the network for call control signaling. This user-to-network signaling virtual
channel can then be used to set up VCCs to carry user data.

4. The meta-signaling channel can also be used to set up a user-to-user signaling
virtual channel. Such a channel must be set up within a preestablished VPC. It
can then be used to allow the two end users, without network intervention, to
establish and release user-to-user VCCs to carry user data.

For VPCs, three methods are defined in 1.150:

1. A VPC can be established on a semipermanent basis by prior agreement. In
this case, no control signaling is required.

2. VPC establishment/release may be customer controlled. In this case, the
customer uses a signaling VCC to request the VPC from the network.

3. VPC establishment/release may be network controlled. In this case, the
network establishes a VPC for its own convenience. The path may be net-
work-to-network, user-to-network, or user-to-user.

ATM Cells

ATM makes use of fixed-size cells, consisting of a 5-octet header and a 48-octet
information field. There are several advantages to the use of small, fixed-size cells.
First, the use of small cells may reduce queuing delay for a high-priority cell, because
it waits less if it arrives slightly behind a lower-priority cell that has gained access
to a resource (e.g., the transmitter). Second, fixed-size cells can be switched more
efficiently, which is important for the very high data rates of ATM. With fixed-size
cells, it is easier to implement the switching mechanism in hardware.

Figure 9.17a shows the cell header format at the user-network interface.
Figure 9.17b shows the cell header format internal to the network.

The Generic Flow Control (GFC) field does not appear in the cell header
internal to the network, but only at the user-network interface. Hence, it can be
used for control of cell flow only at the local user—network interface. The field could
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8 7 6 5 4 3 2 1 8 7 6 5 4 3 2 1

Generic flow control | Virtual path identifier Virtual path identifier
Virtual path identifier

Virtual channel identifier S-octet Virtual channel identifier
_____________ header |
Payload type |CLP Payload type |CLP
Header error control Header error control
53-octet
cell
Information field Information field
(48 octets) (48 octets)
(a) User—network interface (b) Network—-network interface

Figure 9.17 ATM Cell Format

be used to assist the customer in controlling the flow of traffic for different qualities
of service. In any case, the GFC mechanism is used to alleviate short-term overload
conditions in the network.

The virtual path identifier (VPI) constitutes a routing field for the network.
It is 8 bits at the user-network interface and 12 bits at the network-network inter-
face. The latter allows support for an expanded number of VPCs internal to the
network, to include those supporting subscribers and those required for network
management. The virtual channel identifier (VCI) is used for routing to and from
the end user.

The Payload Type (PT) field indicates the type of information in the informa-
tion field. Table 9.2 shows the interpretation of the PT bits. A value of 0 in the first
bit indicates user information (i.e., information from the next higher layer). In this
case, the second bit indicates whether congestion has been experienced; the third
bit, known as the Service Data Unit (SDU) type bit, is a one-bit field that can be
used to discriminate two types of ATM SDUs associated with a connection. The
term SDU refers to the 48-octet payload of the cell. A value of 1 in the first bit of
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Table 9.2 Payload Type (PT) Field Coding

PT Coding Interpretation
000 User data cell, congestion not experienced, SDU-type = 0
001 User data cell, congestion not experienced, SDU-type = 1
010 User data cell, congestion experienced, SDU-type = 0
011 User data cell, congestion experienced, SDU-type = 1
100 OAM segment associated cell
101 OAM end-to-end associated cell
110 Resource management cell
111 Reserved for future function

SDU = Service Data Unit

OAM = Operations, Administration, and Maintenance

the Payload Type field indicates that this cell carries network management or main-
tenance information. This indication allows the insertion of network-management
cells onto a user’s VCC without impacting the user’s data. Thus, the PT field can
provide inband control information.

The Cell Loss Priority (CLP) bit is used to provide guidance to the network
in the event of congestion. A value of 0 indicates a cell of relatively higher prior-
ity, which should not be discarded unless no other alternative is available. A value
of 1 indicates that this cell is subject to discard within the network. The user might
employ this field so that extra cells (beyond the negotiated rate) may be inserted
into the network, with a CLP of 1, and delivered to the destination if the network
is not congested. The network may set this field to 1 for any data cell that is in
violation of an agreement concerning traffic parameters between the user and the
network. In this case, the switch that does the setting realizes that the cell exceeds
the agreed traffic parameters but that the switch is capable of handling the cell. At
a later point in the network, if congestion is encountered, this cell has been marked
for discard in preference to cells that fall within agreed traffic limits.

The Header Error Control (HEC) field is an 8-bit error code that can be used
to correct single-bit errors in the header and to detect double-bit errors. In the case
of most existing data link layer protocols, such as LAPD and HDLC, the data field
that serves as input to the error code calculation is in general much longer than the
size of the resulting error code. This allows for error detection. In the case of ATM,
there is also sufficient redundancy in the code to recover from certain error patterns.

9.7 RECOMMENDED READING

As befits its age, circuit switching has inspired a voluminous literature. Two good
books on the subject are [BELLOO] and [FREE04].

The literature on packet switching is enormous. [BERT92] is a good treatment
of this subject. [ROBE78] is a classic paper on how packet-switching technol-
ogy evolved. [BARAO2] and [HEGGS84] are also interesting. [IBM95] provides a
detailed treatment of ATM technology.
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9.8 KEY TERMS, REVIEW QUESTIONS, AND PROBLEMS

Key Terms

asynchronous transfer mode
(ATM)

cell

circuit switching

circuit-switching network

crossbar matrix

datagram

digital switch

exchange

external virtual circuit

generic flow control (GFC)

header error control (HEC)

internal virtual circuit

local loop

media gateway controller
(MGC)

packet switching

softswitch

space division switching

subscriber

subscriber line

subscriber loop

time-division switching

time-multiplexed switching
(TMS)

time-slot interchange (TST)

trunk

virtual channel connection
(VCCO)

virtual circuit

virtual path connection
(VPC)

Review Questions

9.1 Why is it useful to have more than one possible path through a network for each pair
of stations?

9.2 What are the four generic architectural components of a public communications
network? Define each term.

9.3 What is the principal application that has driven the design of circuit-switching
networks?

9.4 What are the advantages of packet switching compared to circuit switching?
9.5 Explain the difference between datagram and virtual circuit operation.
9.6 What is the significance of packet size in a packet-switching network?

9.7 What types of delay are significant in assessing the performance of a packet-switching
network?
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What are the characteristics of a virtual channel connection?
What are the characteristics of a virtual path connection?
List and briefly explain the fields in an ATM cell.

Problems

9.1

9.2

9.3

9.4

9.5

9.6

9.7

Consider a simple telephone network consisting of two end offices and one inter-
mediate switch with a 1-MHz full-duplex trunk between each end office and the
intermediate switch. Assume a 4-kHz channel for each voice call. The average tele-
phone is used to make four calls per 8-hour workday, with a mean call duration of six
minutes. Ten percent of the calls are long distance. What is the maximum number of
telephones an end office can support?

a. If a crossbar matrix has » input lines and m output lines, how many crosspoints
are required?

b. How many crosspoints would be required if there were no distinction between
input and output lines (i.e., if any line could be interconnected to any other line
serviced by the crossbar)?

¢. Show the minimum configuration.

Consider a three-stage switch such as in Figure 9.6. Assume that there are a total of N

input lines and N output lines for the overall three-stage switch. If # is the number of

input lines to a stage 1 crossbar and the number of output lines to a stage 3 crossbar,

then there are N/n stage 1 crossbars and N/n stage 3 crossbars. Assume each stage 1

crossbar has one output line going to each stage 2 crossbar, and each stage 2 crossbar

has one output line going to each stage 3 crossbar. For such a configuration it can be
shown that, for the switch to be nonblocking, the number of stage 2 crossbar matrices

must equal 2n — 1.

a. What is the total number of crosspoints among all the crossbar switches?

b. For a given value of N, the total number of crosspoints depends on the value of
n. That is, the value depends on how many crossbars are used in the first stage to
handle the total number of input lines. Assuming a large number of input lines to
each crossbar (large value of ), what is the minimum number of crosspoints for a
nonblocking configuration as a function of n?

c. For arange of N from 107 to 10°, plot the number of crosspoints for a single-stage
N X N switch and an optimum three-stage crossbar switch.

Consider a TSI system with a TDM input of 8000 frames per second. The TSI requires
one memory read and one memory write operation per slot. What is the maximum
number of slots per frame that can be handled, as a function of the memory cycle
time?
Consider a TDM system with 8 I/O lines, and connections 1-2, 3-7, and 5-8. Draw
several frames of the input to the TSI unit and output from the TSI unit, indicating
the movement of data from input time slots to output time slots.
Explain the flaw in the following reasoning: Packet switching requires control and
address bits to be added to each packet. This introduces considerable overhead in
packet switching. In circuit switching, a transparent circuit is established. No extra
bits are needed. Therefore, there is no overhead in circuit switching. Because there is
no overhead in circuit switching, line utilization must be more efficient than in packet
switching.

Define the following parameters for a switching network:

N = number of hops between two given end systems
L =message length in bits

B = data rate, in bits per second (bps), on all links
P = fixed packet size, in bits
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9.8

9.9

9.10

9.11

H = overhead (header) bits per packet
S = call setup time (circuit switching or virtual circuit) in seconds
D = propagation delay per hop in seconds

a. For N=4, L =3200, B=9600, P = 1024, H =16, S = 0.2, D = 0.001, compute
the end-to-end delay for circuit switching, virtual circuit packet switching, and
datagram packet switching. Assume that there are no acknowledgments. Ignore
processing delay at the nodes.

b. Derive general expressions for the three techniques of part (a), taken two at a
time (three expressions in all), showing the conditions under which the delays are
equal.

What value of P, as a function of N, L, and H, results in minimum end-to-end delay

on a datagram network? Assume that L is much larger than P, and D is zero.

Assuming no malfunction in any of the stations or nodes of a network, is it possible

for a packet to be delivered to the wrong destination?

Although ATM does not include any end-to-end error detection and control func-

tions on the user data, it is provided with a HEC field to detect and correct header

errors. Let us consider the value of this feature. Suppose that the bit error rate of the
transmission system is B. If errors are uniformly distributed, then the probability of
an error in the header is

h
h+i

X B

and the probability of error in the data field is
i
h+i

X B

where 4 is the number of bits in the header and i is the number of bits in the data field.

a. Suppose that errors in the header are not detected and not corrected. In that case,
a header error may result in a misrouting of the cell to the wrong destination;
therefore, i bits will arrive at an incorrect destination, and i bits will not arrive at
the correct destination. What is the overall bit error rate B1? Find an expression
for the multiplication effect on the bit error rate: M1 = B1/B.

b. Now suppose that header errors are detected but not corrected. In that case, i bits
will not arrive at the correct destination. What is the overall bit error rate B2?
Find an expression for the multiplication effect on the bit error rate: M2 = B2/B.

c. Now suppose that header errors are detected and corrected. What is the overall
bit error rate B3? Find an expression for the multiplication effect on the bit error
rate: M3 = B3/B.

d. Plot M1, M2, and M3 as a function of header length, for i = 48 X 8 = 384 bits.
Comment on the results.

One key design decision for ATM was whether to use fixed- or variable-length cells.
Let us consider this decision from the point of view of efficiency. We can define trans-
mission efficiency as

_ Number of information octets
Number of information octets + Number of overhead octets

a. Consider the use of fixed-length packets. In this case the overhead consists of the
header octets. Define
L = Data field size of the cell in octets
H = Header size of the cell in octets
X = Number of information octets to be transmitted as a single message
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Derive an expression for N. Hint: The expression will need to use the operator
[+], where [ Y] = the smallest integer greater than or equal to Y.

If cells have variable length, then overhead is determined by the header, plus
the flags to delimit the cells or an additional length field in the header. Let
Hv = additional overhead octets required to enable the use of variable-length
cells. Derive an expression for N in terms of X, H, and Hv.

Let L = 48, H = 5, and Hv = 2. Plot N versus message size for fixed- and vari-
able-length cells. Comment on the results.

9.12 Another key design decision for ATM is the size of the data field for fixed-size cells.
Let us consider this decision from the point of view of efficiency and delay.

9.13

9.14

a.

b.

Assume that an extended transmission takes place, so that all cells are completely
filled. Derive an expression for the efficiency N as a function of H and L.
Packetization delay is the delay introduced into a transmission stream by the need
to buffer bits until an entire packet is filled before transmission. Derive an expres-
sion for this delay as a function of L and the data rate R of the source.

Common data rates for voice coding are 32 kbps and 64 kbps. Plot packetiza-
tion delay as a function of L for these two data rates; use a left-hand y axis with
a maximum value of 2 ms. On the same graph, plot transmission efficiency as a
function of L; use a right-hand y-axis with a maximum value of 100%. Comment
on the results.

Consider compressed video transmission in an ATM network. Suppose standard
ATM cells must be transmitted through 5 switches. The data rate is 43 Mbps.

a.
b.

What is the transmission time for one cell through one switch?

Each switch may be transmitting a cell from other traffic all of which we assume
to have lower (non-preemptive for the cell) priority. If the switch is busy trans-
mitting a cell, our cell has to wait until the other cell completes transmission. If
the switch is free our cell is transmitted immediately. What is the maximum time
when a typical video cell arrives at the first switch (and possibly waits) until it is
finished being transmitted by the fifth and last one? Assume that you can ignore
propagation time, switching time, and everything else but the transmission time
and the time spent waiting for another cell to clear a switch.

Now suppose we know that each switch is utilized 60% of the time with the other
low-priority traffic. By this we mean that with probability 0.6 when we look at
a switch it is busy. Suppose that if there is a cell being transmitted by a switch,
the average delay spent waiting for a cell to finish transmission is one-half a cell
transmission time. What is the average time from the input of the first switch to
clearing the fifth?

However, the measure of most interest is not delay but jitter, which is the vari-
ability in the delay. Use parts (b) and (c) to calculate the maximum and average
variability, respectively, in the delay.

In all cases assume that the various random events are independent of one another;
for example, we ignore the burstiness typical of such traffic.

In order to support IP service over an ATM network, IP datagrams must first be seg-
mented into a number of ATM cells before sending them over the ATM network. As
ATM does not provide cell loss recovery, the loss of any of these cells will result in
the loss of the entire IP packet. Given:

a.
b.

PC = cell loss rate in the ATM network
n = number of cells required to transmit a single IP datagram
PP = IP-packet loss rate

Derive an expression for PP, and comment on the resulting expression.
What ATM service would you use to get the best possible performance?
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LEARNING OBJECTIVES

After reading this chapter, you should be able to:

¢ Provide an overview of cellular network organization.
¢ Distinguish among four generations of mobile telephony.

¢ Understand the relative merits of time-division multiple access (TDMA)
and code division multiple access (CDMA) approaches to mobile
telephony.

¢ Present an overview of LTE-Advanced.

Of all the tremendous advances in data communications and telecommunica-
tions, perhaps the most revolutionary is the development of cellular networks.
Cellular technology is the foundation of mobile wireless communications
and supports users in locations that are not easily served by wired networks.
Cellular technology is the underlying technology for mobile telephones,
personal communications systems, wireless Internet and wireless Web appli-
cations, and much more.

We begin this chapter with a look at the basic principles used in all
cellular networks. Then we look at specific cellular technologies and stan-
dards, which are conveniently grouped into four generations. Finally, we
examine LTE-Advanced, which is the standard for the fourth generation, in
more detail.

10.1 PRINCIPLES OF CELLULAR NETWORKS

Cellular radio is a technique that was developed to increase the capacity available
for mobile radio telephone service. Prior to the introduction of cellular radio,
mobile radio telephone service was only provided by a high-power transmitter/
receiver. A typical system would support about 25 channels with an effective
radius of about 80 km. The way to increase the capacity of the system is to use
lower-power systems with shorter radius and to use numerous transmitters/
receivers.

Cellular Network Organization

The essence of a cellular network is the use of multiple low-power transmitters, on
the order of 100 W or less. Because the range of such a transmitter is small, an area
can be divided into cells, each one served by its own antenna. Each cell is allocated
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a band of frequencies and is served by a base station, consisting of transmitter,
receiver, and control unit. Adjacent cells are assigned different frequencies to avoid
interference or crosstalk. However, cells sufficiently distant from each other can use
the same frequency band.

The first design decision to make is the shape of cells to cover an area. A matrix
of square cells would be the simplest layout to define (Figure 10.1a). However, this
geometry is not ideal. If the width of a square cell is d, then a cell has four neighbors
at a distance d and four neighbors at a distance V/2d. As a mobile user within a
cell moves toward the cell’s boundaries, it is best if all of the adjacent antennas are
equidistant. This simplifies the task of determining when to switch the user to an
adjacent antenna and which antenna to choose. A hexagonal pattern provides for
equidistant antennas (Figure 10.1b). The radius of a hexagon is defined to be the
radius of the circle that circumscribes it (equivalently, the distance from the center
to each vertex; also equal to the length of a side of a hexagon). For a cell radius R,
the distance between the cell center and each adjacent cell center is d = V3R.

In practice, a precise hexagonal pattern is not used. Variations from the ideal
are due to topographical limitations, local signal propagation conditions, and practi-
cal limitation on siting antennas.

A wireless cellular system limits the opportunity to use the same frequency
for different communications because the signals, not being constrained, can inter-
fere with one another even if geographically separated. Systems supporting a large
number of communications simultaneously need mechanisms to conserve spectrum.

FreQuENcy REUSE In a cellular system, each cell has a base transceiver. The trans-
mission power is carefully controlled (to the extent that it is possible in the highly
variable mobile communication environment) to allow communication within the
cell using a given frequency, while limiting the power at that frequency that escapes
the cell into adjacent ones. The objective is to use the same frequency in other
nearby (but not adjacent) cells, thus allowing the frequency to be used for multiple
simultaneous conversations. Generally, 10 to 50 frequencies are assigned to each
cell, depending on the traffic expected.
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(a) Square pattern (b) Hexagonal pattern
Figure 10.1 Cellular Geometries
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Circle with
radius D

(a) Frequency reuse pattern for N = 4 (b) Frequency reuse pattern for N = 7

(c) Black cells indicate a frequency reuse for N = 19

Figure 10.2 Frequency Reuse Patterns

The essential issue is to determine how many cells must intervene between
two cells using the same frequency so that the two cells do not interfere with each
other. Various patterns of frequency reuse are possible. Figure 10.2 shows some
examples. If the pattern consists of N cells and each cell is assigned the same number
of frequencies, each cell can have K/N frequencies, where K is the total number of
frequencies allotted to the system.

In characterizing frequency reuse, the following parameters are commonly
used:

D = minimum distance between centers of cells that use the same band of
frequencies (called cochannels)
R = radius of a cell
d = distance between centers of adjacent cells (d = V3R)
N = number of cells in a repetitious pattern (each cell in the pattern uses a
unique band of frequencies), termed the reuse factor
In a hexagonal cell pattern, only the following values of N are possible:

N=P+P+IxJ) 1,J=0,1,23,...
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Hence, possible values of N are 1, 3,4,7,9, 12, 13, 16, 19, 21, and so on. The
following relationship holds:

D
~ =V3N

R
This can also be expressed as D /d = V/N.

INCREASING CarAcIiTy In time, as more customers use the system, traffic may build
up so that there are not enough frequencies assigned to a cell to handle its calls.
A number of approaches have been used to cope with this situation, including the
following:

¢ Adding new channels: Typically, when a system is set up in a region, not all
of the channels are used, and growth and expansion can be managed in an
orderly fashion by adding new channels.

¢ Frequency borrowing: In the simplest case, frequencies are taken from adja-
cent cells by congested cells. The frequencies can also be assigned to cells
dynamically.

e Cell splitting: In practice, the distribution of traffic and topographic features
is not uniform, and this presents opportunities for capacity increase. Cells in
areas of high usage can be split into smaller cells. Generally, the original cells
are about 6.5 to 13 km in size. The smaller cells can themselves be split; how-
ever, 1.5-km cells are close to the practical minimum size as a general solution
(but see the subsequent discussion of microcells). To use a smaller cell, the
power level used must be reduced to keep the signal within the cell. Also, as
the mobile units move, they pass from cell to cell, which requires transfer-
ring of the call from one base transceiver to another. This process is called a
handoff. As the cells get smaller, these handoffs become much more frequent.
Figure 10.3 indicates schematically how cells can be divided to provide more

(i, 2a

Qw

Figure 10.3  Cell Splitting with Cell
Reduction Factor of F = 2
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capacity. A radius reduction by a factor of F reduces the coverage area and
increases the required number of base stations by a factor of F2.

e Cell sectoring: With cell sectoring, a cell is divided into a number of wedge-
shaped sectors, each with its own set of channels, typically three or six sectors
per cell. Each sector is assigned a separate subset of the cell’s channels, and
directional antennas at the base station are used to focus on each sector.

e Microcells: As cells become smaller, antennas move from the tops of tall
buildings or hills to the tops of small buildings or the sides of large buildings,
and finally to lamp posts, where they form microcells. Each decrease in cell
size is accompanied by a reduction in the radiated power levels from the base
stations and the mobile units. Microcells are useful in city streets in congested
areas, along highways, and inside large public buildings.

EXAMPLE 10.1 Assume a system of 32 cells with a cell radius of 1.6 km, a total
frequency bandwidth that supports 336 traffic channels, and a reuse factor of
N = 7. If there are 32 total cells, what geographic area is covered, how many
channels are there per cell, and what is the total number of concurrent calls that
can be handled? Repeat for a cell radius of 0.8 km and 128 cells.

Figure 10.4a shows an approximately square pattern. The area of a hexagon of
radius R is 1.5R*\/3. A hexagon of radius 1.6 km has an area of 6.65 km?, and the
total area covered is 6.65 X 32 = 213km?. For N = 7, the number of channels
per cell is 336/7 = 48, for a total channel capacity of 48 X 32 = 1536 chan-
nels. For the layout of Figure 10.4b, the area covered is 1.66 X 128 = 213km?.
The number of channels per cell is 336/7 = 48, for a total channel capacity of
48 X 128 = 6144 channels.
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Figure 10.4

Frequency Reuse Example
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Figure 10.5 Overview of Cellular System

Operation of Cellular Systems

Figure 10.5 shows the principal elements of a cellular system. In the approximate
center of each cell is a base station (BS). The BS includes one or more antennas,
a controller, and a number of transceivers for communicating on the channels
assigned to that cell. The controller is used to handle the call process between the
mobile unit and the rest of the network. At any time, a number of mobile user units
may be active and moving about within a cell, communicating with the BS. Each
BS is connected to a mobile telecommunications switching office (MTSO), with
one MTSO serving multiple BSs. Typically, the link between an MTSO and a BS
is by a wire line, although a wireless link is also possible. The MTSO connects calls
between mobile units. The MTSO is also connected to the public telephone or tele-
communications network and can make a connection between a fixed subscriber
to the public network and a mobile subscriber to the cellular network. The MTSO
assigns the voice channel to each call, performs handoffs, and monitors the call for
billing information.

The use of a cellular system is fully automated and requires no action on the
part of the user other than placing or answering a call. Two types of channels are
available between the mobile unit and the base station: control channels and traffic
channels. Control channels are used to exchange information having to do with set-
ting up and maintaining calls and with establishing a relationship between a mobile
unit and the nearest BS. Traffic channels carry a voice or data connection between
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users. Figure 10.6 illustrates the steps in a typical call between two mobile users
within an area controlled by a single MTSO:

e Mobile unit initialization: When the mobile unit is turned on, it scans and
selects the strongest setup control channel used for this system (Figure 10.6a).
Cells with different frequency bands repetitively broadcast on different setup
channels. The receiver selects the strongest setup channel and monitors that
channel. The effect of this procedure is that the mobile unit has automati-
cally selected the BS antenna of the cell within which it will operate.! Then

(e) Ongoing call (f) Handoff
Figure 10.6 Example of Mobile Cellular Cell

!Usually, but not always, the antenna and therefore the base station selected is the closest one to the
mobile unit. However, because of propagation anomalies, this is not always the case.
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a handshake takes place between the mobile unit and the MTSO controlling
this cell, through the BS in this cell. The handshake is used to identify the
user and register its location. As long as the mobile unit is on, this scanning
procedure is repeated periodically to account for the motion of the unit. If the
unit enters a new cell, then a new BS is selected. In addition, the mobile unit is
monitoring for pages, discussed subsequently.

* Mobile-originated call: A mobile unit originates a call by sending the number
of the called unit on the preselected setup channel (Figure 10.6b). The receiver
at the mobile unit first checks that the setup channel is idle by examining
information in the forward (from the BS) channel. When an idle condition
is detected, the mobile may transmit on the corresponding reverse (to BS)
channel. The BS sends the request to the MTSO.

e Paging: The MTSO then attempts to complete the connection to the called
unit. The MTSO sends a paging message to certain BSs depending on the
called mobile number (Figure 10.6c). Each BS transmits the paging signal on
its own assigned setup channel.

e Call accepted: The called mobile unit recognizes its number on the setup
channel being monitored and responds to that BS, which sends the response
to the MTSO. The MTSO sets up a circuit between the calling and called
BSs. At the same time, the MTSO selects an available traffic channel within
each BS’s cell and notifies each BS, which in turn notifies its mobile unit
(Figure 10.6d). The two mobile units tune to their respective assigned
channels.

e Ongoing call: While the connection is maintained, the two mobile units
exchange voice or data signals, going through their respective BSs and the
MTSO (Figure 10.6¢).

e Handoff: If a mobile unit moves out of range of one cell and into the range of
another during a connection, the traffic channel has to change to one assigned
to the BS in the new cell (Figure 10.6f). The system makes this change without
either interrupting the call or alerting the user.

Other functions performed by the system but not illustrated in Figure 10.6
include the following:

e Call blocking: During the mobile-initiated call stage, if all the traffic channels
assigned to the nearest BS are busy, then the mobile unit makes a preconfig-
ured number of repeated attempts. After a certain number of failed tries, a
busy tone is returned to the user.

¢ Call termination: When one of the two users hangs up, the MTSO is informed
and the traffic channels at the two BSs are released.

e Call drop: During a connection, because of interference or weak signal spots in
certain areas, if the BS cannot maintain the minimum required signal strength
for a certain period of time, the traffic channel to the user is dropped and the
MTSO is informed.

e Calls to/from fixed and remote mobile subscriber: The MTSO connects to the
public switched telephone network. Thus, the MTSO can set up a connection
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between a mobile user in its area and a fixed subscriber via the telephone net-
work. Further, the MTSO can connect to a remote MTSO via the telephone
network or via dedicated lines and set up a connection between a mobile user
in its area and a remote mobile user.

Mobile Radio Propagation Effects

Mobile radio communication introduces complexities not found in wire communi-
cation or in fixed wireless communication. Two general areas of concern are signal
strength and signal propagation effects.

e Signal strength: The strength of the signal between the base station and the
mobile unit must be strong enough to maintain signal quality at the receiver
but not so strong as to create too much cochannel interference with channels
in another cell using the same frequency band. Several complicating factors
exist. Human-made noise varies considerably, resulting in a variable noise
level. For example, automobile ignition noise in the cellular frequency range
is greater in the city than in a suburban area. Other signal sources vary from
place to place. The signal strength varies as a function of distance from the BS
to a point within its cell. Moreover, the signal strength varies dynamically as
the mobile unit moves.

e Fading: Even if signal strength is within an effective range, signal propaga-
tion effects may disrupt the signal and cause errors. Fading is discussed
subsequently in this section.

In designing a cellular layout, the communications engineer must take account
of these various propagation effects, the desired maximum transmit power level at
the base station and the mobile units, the typical height of the mobile unit antenna,
and the available height of the BS antenna. These factors will determine the size
of the individual cell. Unfortunately, as just described, the propagation effects are
dynamic and difficult to predict. The best that can be done is to come up with a
model based on empirical data and to apply that model to a given environment to
develop guidelines for cell size. One of the most widely used models was developed
by Okumura et al. [OKUM®68] and subsequently refined by Hata [HATASO0]. The
original was a detailed analysis of the Tokyo area and produced path loss informa-
tion for an urban environment. Hata’s model is an empirical formulation that takes
into account a variety of environments and conditions. For an urban environment,
predicted path loss is

Lyg = 69.55 + 26.16 log f. — 13.82 log h, — A(h,) + (44.9 — 6.55 log h,) log d (10.1)

where

fo = carrier frequency in MHz from 150 to 1500 MHz

h, = height of transmitting antenna (base station) in m, from 30 to 300 m

h, = height of receiving antenna (mobile station) in m, from 1 to 10 m

d = propagation distance between antennas in km, from 1 to 20 km
A(h,) = correction factor for mobile antenna height
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For a small- or medium-sized city, the correction factor is given by
A(h,) = (111logf. — 0.7) h, — (1.561og f. — 0.8) dB
And for a large city it is given by

A(h,) = 829[log(1.54h,)]* — 1.1dB  for f, = 300 MHz
A(h,) = 32[log(11.75h,)]* — 497dB  for f. = 300 MHz

To estimate the path loss in a suburban area, the formula for urban path loss
in Equation (10.1) is modified as:

Lgg(suburban) = Lgg(urban) — 2[ log (f./28)]> — 5.4
And for the path loss in open areas, the formula is modified as
Lgg(open) = Lgg(urban) — 4.78(log f.)> — 18.733 (log f.) — 40.98

The Okumura/Hata model is considered to be among the best in terms of
accuracy in path loss prediction and provides a practical means of estimating path
loss in a wide variety of situations [FREEOQ7].

EXAMPLE 10.2 Let f. = 900 MHz, h, = 40m, h, = 5m, and d = 10 km.
Estimate the path loss for a medium-size city.
A(h,) = (1.110g 900 — 0.7) 5 — (1.56 log 900 — 0.8) dB
= 12.75 — 3.8 = 8.95dB
Lgg = 69.55 + 26.16 log 900 — 13.82 log 40 — 8.95 + (44.9 — 6.5510g 40) log 10
= 69.55 + 77.28 — 22.14 — 8.95 + 34.4 = 150.14 dB

Fading in the Mobile Environment

Perhaps the most challenging technical problem facing communications systems
engineers is fading in a mobile environment. The term fading refers to the time
variation of received signal power caused by changes in the transmission medium or
path(s). In a fixed environment, fading is affected by changes in atmospheric condi-
tions, such as rainfall. But in a mobile environment, where one of the two antennas
is moving relative to the other, the relative location of various obstacles changes
over time, creating complex transmission effects.

MurtiraATH  ProrAcATION Three propagation mechanisms, illustrated in
Figure 10.7, play a role. Reflection occurs when an electromagnetic signal encounters
a surface that is large relative to the wavelength of the signal. For example, suppose a
ground-reflected wave near the mobile unit is received. Because the ground-reflected
wave has a 180° phase shift after reflection, the ground wave and the line-of-sight
(LOS) wave may tend to cancel, resulting in high signal loss.> Further, because the
mobile antenna is lower than most human-made structures in the area, multipath

20On the other hand, the reflected signal has a longer path, which creates a phase shift due to delay relative to
the unreflected signal. When this delay is equivalent to half a wavelength, the two signals are back in phase.
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Figure 10.7 Sketch of Three Important Propagation Mechanisms: Reflection (R),
Scattering (S), Diffraction (D) [ANDE95]

interference occurs. These reflected waves may interfere constructively or destruc-
tively at the receiver.

Diffraction occurs at the edge of an impenetrable body that is large compared
to the wavelength of the radio wave. When a radio wave encounters such an edge,
waves propagate in different directions with the edge as the source. Thus, signals
can be received even when there is no unobstructed LOS from the transmitter.

If the size of an obstacle is on the order of the wavelength of the signal or
less, scattering occurs. An incoming signal is scattered into several weaker outgoing
signals. At typical cellular microwave frequencies, there are numerous objects, such
as lamp posts and traffic signs, that can cause scattering. Thus, scattering effects are
difficult to predict.

These three propagation effects influence system performance in various ways
depending on local conditions and as the mobile unit moves within a cell. If a mobile
unit has a clear LOS to the transmitter, then diffraction and scattering are generally
minor effects, although reflection may have a significant impact. If there is no clear

LOS, such as in an urban area at street level, then diffraction and scattering are the
primary means of signal reception.

THE EFFECTS OF MULTIPATH PROPAGATION As just noted, one unwanted effect
of multipath propagation is that multiple copies of a signal may arrive at different

phases. If these phases add destructively, the signal level relative to noise declines,
making signal detection at the receiver more difficult.
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Figure 10.8 Two Pulses in Time-Variant Multipath

A second phenomenon, of particular importance for digital transmission, is
intersymbol interference (ISI). Consider that we are sending a narrow pulse at a
given frequency across a link between a fixed antenna and a mobile unit. Figure 10.8
shows what the channel may deliver to the receiver if the impulse is sent at two
different times. The upper line shows two pulses at the time of transmission. The
lower line shows the resulting pulses at the receiver. In each case the first received
pulse is the desired LOS signal. The magnitude of that pulse may change because
of changes in atmospheric attenuation. Further, as the mobile unit moves farther
away from the fixed antenna, the amount of LOS attenuation increases. But in addi-
tion to this primary pulse, there may be multiple secondary pulses due to reflection,
diffraction, and scattering. Now suppose that this pulse encodes one or more bits
of data. In that case, one or more delayed copies of a pulse may arrive at the same
time as the primary pulse for a subsequent bit. These delayed pulses act as a form
of noise to the subsequent primary pulse, making recovery of the bit information
more difficult.

As the mobile antenna moves, the location of various obstacles changes; hence
the number, magnitude, and timing of the secondary pulses change. This makes it
difficult to design signal-processing techniques that will filter out multipath effects
so that the intended signal is recovered with fidelity.

Tyres oF FapING Fading effects in a mobile environment can be classified as
either fast or slow. Referring to Figure 10.7, as the mobile unit moves down a street
in an urban environment, rapid variations in signal strength occur over distances
of about one-half a wavelength. At a frequency of 900 MHz, which is typical for
mobile cellular applications, the wavelength is 0.33 m. Changes of amplitude can be
as much as 20 or 30 dB over a short distance. This type of rapidly changing fading
phenomenon, known as fast fading, affects not only mobile phones in automobiles,
but even a mobile phone user walking down an urban street.
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As the mobile user covers distances well in excess of a wavelength, the urban
environment changes, as the user passes buildings of different heights, vacant lots,
intersections, and so forth. Over these longer distances, there is a change in the aver-
age received power level about which the rapid fluctuations occur. This is referred
to as slow fading.

Fading effects can also be classified as flat or selective. Flat fading, or non-
selective fading, is that type of fading in which all frequency components of the
received signal fluctuate in the same proportions simultaneously. Selective fading
affects unequally the different spectral components of a radio signal. The term
selective fading is usually significant only relative to the bandwidth of the overall
communications channel. If attenuation occurs over a portion of the bandwidth of
the signal, the fading is considered to be selective; nonselective fading implies that
the signal bandwidth of interest is narrower than, and completely covered by, the
spectrum affected by the fading.

ERrROR COMPENSATION MEcHANIsMS The efforts to compensate for the errors
and distortions introduced by multipath fading fall into three general categories:
forward error correction, adaptive equalization, and diversity techniques. In the
typical mobile wireless environment, techniques from all three categories are com-
bined to combat the error rates encountered.

Forward error correction is applicable in digital transmission applications:
those in which the transmitted signal carries digital data or digitized voice or video
data. Typically in mobile wireless applications, the ratio of total bits sent to data
bits sent is between 2 and 3. This may seem an extravagant amount of overhead, in
that the capacity of the system is cut to one-half or one-third of its potential, but the
mobile wireless environment is so difficult that such levels of redundancy are neces-
sary. Chapter 6 discusses forward error correction.

Adaptive equalization can be applied to transmissions that carry analog infor-
mation (e.g., analog voice or video) or digital information (e.g., digital data, digitized
voice or video) and is used to combat intersymbol interference. The process of
equalization involves some method of gathering the dispersed symbol energy back
together into its original time interval. Equalization is a broad topic; techniques
include the use of so-called lumped analog circuits as well as sophisticated digital
signal processing algorithms.

Diversity is based on the fact that individual channels experience independent
fading events. We can therefore compensate for error effects by providing multiple
logical channels in some sense between transmitter and receiver and sending part
of the signal over each channel. This technique does not eliminate errors but it does
reduce the error rate, since we have spread the transmission out to avoid being
subjected to the highest error rate that might occur. The other techniques (equaliza-
tion, forward error correction) can then cope with the reduced error rate.

Some diversity techniques involve the physical transmission path and are
referred to as space diversity. For example, multiple nearby antennas may be used
to receive the message, with the signals combined in some fashion to reconstruct the
most likely transmitted signal. Another example is the use of collocated multiple
directional antennas, each oriented to a different reception angle with the incoming
signals again combined to reconstitute the transmitted signal.
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More commonly, the term diversity refers to frequency diversity or time
diversity techniques. With frequency diversity, the signal is spread out over a larger-
frequency bandwidth or carried on multiple frequency carriers. The most important
example of this approach is spread spectrum, which is examined in Chapter 17.

10.2 CELLULAR NETWORK GENERATIONS

Since their introduction in the mid-1980s, cellular networks have evolved rapidly.
For convenience, industry and standards bodies group the technical advances into
“generations.” We are now up to the fourth generation (4G) of cellular network
technology. In this section, we give a brief overview of the four generations. The
following section is devoted to 4G.

Table 10.1 lists some of the key characteristics of the cellular network
generations.

First Generation

The original cellular networks, now dubbed 1G, provided analog traffic channels
and were designed to be an extension of the public switched telephone networks.
Users with brick-sized cell phones placed and received calls in the same fashion as
landline subscribers.

The most widely deployed 1G system was the Advanced Mobile Phone
Service (AMPS), developed by AT&T. This approach was also common in South
America, Australia, and China.

In North America, two 25-MHz bands were allocated to AMPS, one for trans-
mission from the base station to the mobile unit (869-894 MHz) and the other for
transmission from the mobile to the base station (824-849 MHz). Each of these
bands is split in two to encourage competition (i.e., in each market two operators can
be accommodated). An operator is allocated only 12.5 MHz in each direction for its
system. The channels are spaced 30 kHz apart, which allows a total of 416 channels
per operator. Twenty-one channels are allocated for control, leaving 395 to carry
calls. The control channels are data channels operating at 10 kbps. The conversation

Table 10.1 Wireless Network Generations

Technology 1G 2G 2.5G 4G
Design began 1970 1980 1985 2000
Implementation 1984 1991 1999 2012
Services Analog Digital voice Higher capacity Completely
voice packetized data IP based
Data rate 1.9. kbps 14.4 kbps 384 kbps 200 Mbps
Multiplexing FDMA TDMA, TDMA, OFDMA,
CDMA CDMA SC-FDMA
Core network PSTN PSTN PSTN, packet IP backbone
network
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channels carry the conversations in analog using frequency modulation (FM). Simple
FDMA is used to provide multiple access. Control information is also sent on the
conversation channels in bursts as data. This number of channels is inadequate for
most major markets, so some way must be found either to use less bandwidth per
conversation or to reuse frequencies. Both approaches have been taken in the vari-
ous approaches to 1G telephony. For AMPS, frequency reuse is exploited.

Second Generation

First-generation cellular networks, such as AMPS, quickly became highly popular,
threatening to swamp available capacity. Second-generation systems (2G) were
developed to provide higher-quality signals, higher data rates for support of digital
services, and greater capacity. Key differences between 1G and 2G networks include:

¢ Digital traffic channels: The most notable difference between the two gen-
erations is that 1G systems are almost purely analog, whereas 2G systems
are digital. In particular, 1G systems are designed to support voice channels
using FM; digital traffic is supported only by the use of a modem that converts
the digital data into analog form. 2G systems provide digital traffic channels.
These systems readily support digital data; voice traffic is first encoded in digi-
tal form before transmitting.

e Encryption: Because all of the user traffic, as well as control traffic, is digitized
in 2G systems, it is a relatively simple matter to encrypt all of the traffic to
prevent eavesdropping. All 2G systems provide this capability, whereas 1G
systems send user traffic in the clear, providing no security.

¢ Error detection and correction: The digital traffic stream of 2G systems also
lends itself to the use of error detection and correction techniques, such
as those discussed in Chapters 6 and 16. The result can be very clear voice
reception.

¢ Channel access: In 1G systems, each cell supports a number of channels. At
any given time a channel is allocated to only one user. 2G systems also provide
multiple channels per cell, but each channel is dynamically shared by a num-
ber of users using TDMA (time-division multiple access) or CDMA (code
division multiple access).

Third Generation

The objective of the third generation (3G) of wireless communication is to provide

fairly high-speed wireless communications to support multimedia, data, and video in

addition to voice. The ITU’s International Mobile Telecommunications for the year

2000 (IMT-2000) initiative has defined the third-generation capabilities as follows:
e Voice quality comparable to the public switched telephone network

¢ 144 kbps data rate available to users in high-speed motor vehicles over large
areas

e 384 kbps available to pedestrians standing or moving slowly over small areas
e Support (to be phased in) for 2.048 Mbps for office use
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e Symmetrical and asymmetrical data transmission rates
e Support for both packet-switched and circuit-switched data services

e An adaptive interface to the Internet to reflect efficiently the common asym-
metry between inbound and outbound traffic

e More efficient use of the available spectrum in general
e Support for a wide variety of mobile equipment

¢ Flexibility to allow the introduction of new services and technologies

The dominant technology for 3G systems is CDMA. Although three different
CDMA schemes have been adopted, they share the following design features:

e Bandwidth: An important design goal for all 3G systems is to limit channel
usage to 5 MHz. There are several reasons for this goal. On the one hand, a
bandwidth of 5 MHz or more improves the receiver’s ability to resolve mul-
tipath when compared to narrower bandwidths. On the other hand, available
spectrum is limited by competing needs, and 5 MHz is a reasonable upper
limit on what can be allocated for 3G. Finally, 5 MHz is adequate for support-
ing data rates of 144 and 384 kHz, the main targets for 3G services.

e Chip rate: Given the bandwidth, the chip rate depends on desired data rate,
the need for error control, and bandwidth limitations. A chip rate of 3 Mcps or
more is reasonable given these design parameters.

e Multirate: The term multirate refers to the provision of multiple fixed-data-rate
logical channels to a given user, in which different data rates are provided on
different logical channels. Further, the traffic on each logical channel can be
switched independently through the wireless and fixed networks to different
destinations. The advantage of multirate is that the system can flexibly support
multiple simultaneous applications from a given user and can efficiently use
available capacity by only providing the capacity required for each service.

Fourth Generation

The evolution of smartphones and cellular networks has ushered in a new gen-
eration of capabilities and standards, which is collectively called 4G. 4G systems
provide ultra-broadband Internet access for a variety of mobile devices including
laptops, smartphones, and tablets. 4G networks support Mobile Web access and
high-bandwidth applications such as high-definition mobile TV, mobile video con-
ferencing, and gaming services.

These requirements have led to the development of a fourth generation (4G)
of mobile wireless technology that is designed to maximize bandwidth and through-
put while also maximizing spectral efficiency. The ITU has issued directives for 4G
networks. According to the ITU, an IMT-Advanced (or 4G) cellular system must
fulfill a number of minimum requirements, including the following:

¢ Be based on an all-IP packet switched network.

e Support peak data rates of up to approximately 100 Mbps for high-mobility
mobile access and up to approximately 1 Gbps for low-mobility access such as
local wireless access.



10.2 / CELLULAR. NETWORK GENERATIONS 319

e Dynamically share and use the network resources to support more simultane-
ous users per cell.

e Support smooth handovers across heterogeneous networks.
e Support high quality of service for next-generation multimedia applications.

In contrast to earlier generations, 4G systems do not support traditional
circuit-switched telephony service, providing only IP telephony services. And,
as may be observed in Table 10.1, the spread spectrum radio technologies that
characterized 3G systems are replaced in 4G systems by OFDMA (orthogonal fre-
quency-division multiple access) multicarrier transmission and frequency-domain
equalization schemes.

Figure 10.9 illustrates several major differences between 3G and 4G cellular
networks. As shown in Figure 10.9a, the connections between base stations and
switching offices in 3G networks are typically cable-based, either copper or fiber
wires. Circuit switching is supported to enable voice connections between mobile
users and phones connected to the PSTN. Internet access in 3G networks may also
be routed through switching offices. By contrast, in 4G networks, IP telephony
is the norm as are IP packet-switched connections for Internet access. These are
enabled by wireless connections, such as fixed broadband wireless access (BWA)

Switching
office

Wire/fiber network

Wire/fiber network

(a) Third-generation (3G) cellular network

WiMax fixed
BWA Switching

office
_ X \ Wire/fiber network

(b) Fourth-generation (4G) cellular network
Figure 10.9 Third vs. Fourth Generation Cellular Networks




320 CHAPTER 10 / CELLULAR WIRELESS NETWORKS

WiMAX, between base stations and switching offices (Figure 10.9b). Connections
among mobile users with 4G-capable smartphones may never be routed over cable-
based, circuit-switched connections—all communications between them can be
IP-based and handled by wireless links. This setup facilitates deployment of mobile-
to-mobile video call/video conferencing services and the simultaneous delivery of
voice and data services (such as Web browsing while engaged in a phone call). 4G
mobile users can still connect with 3G network users and PSTN subscribers over
cable/fiber circuit-switched connections between the switching offices.

10.3 LTE-ADVANCED

Two candidates emerged for 4G standardization. One is known as Long Term
Evolution (LTE), which has been developed by the Third Generation Partnership
Project (3GPP), a consortium of Asian, European, and North American telecommuni-
cations standards organizations. The other effort is from the IEEE 802.16 committee,
which has developed standards for high-speed fixed wireless operations known as
WIiMAX (described in Chapter 18). The committee has specified an enhancement
of WIMAX to meet 4G needs. The two efforts are similar in terms of both perfor-
mance and technology. Both are based on the use of orthogonal frequency-division
multiple access (OFDMA) to support multiple access to network resources. WiMAX
uses a pure OFDMA approach for both uplink (UL) and downlink (DL). LTE uses
pure OFDMA on the downlink and a technique that is based on OFDMA but offers
enhanced power efficiency for the uplink. While WiMAX retains a role as the tech-
nology for fixed broadband wireless access, LTE has become the universal standard
for 4G wireless. For example, all of the major carriers in the United States, including
AT&T and Verizon, have adopted a version of LTE based on frequency-division
duplex (FDD), whereas China Mobile, the world’s largest telecommunication car-
rier, has adopted a version of LTE based on time-division duplex (TDD).

LTE development began in the 3G era and its initial releases provided 3G
or enhanced 3G services. Beginning with release 10, LTE provides a 4G service,
known as LTE-Advanced. Table 10.2 compares the performance goals of LTE and
LTE-Advanced.

Table 10.2 Comparison of Performance Requirements for LTE and LTE-Advanced

System Performance LTE LTE-Advanced
Downlink 100 Mbps @20 MHz 1 Gbps @100 MHz
Peak rate
Uplink 50 Mbps @20 MHz 500 Mbps @100 MHz
Idle to connected <100 ms <50 ms
Control plane delay
Dormant to active <50 ms <10 ms
User plane delay <Sms Lower than LTE
Spectral efficiency Downlink 5 bps/Hz @2X2 30 bps/Hz @8X8
et Uplink 2.5 bps/Hz @1x2 15 bps/Hz @44

Mobility Up to 350 km/h Up to 350-500 km/h
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The specification for LTE-Advanced is immense. This section provides a brief
overview.

LTE-Advanced Architecture

Figure 10.10 illustrates the principal elements in an LTE-Advanced network. The
heart of the system is the base station, designated evolved NodeB (eNodeB). In
LTE, the base station is referred to as NodeB. The key differences between the two
base station technologies are:

e The NodeB station interface with subscriber stations (referred to as user
equipment (UE)) is based on CDMA, whereas the eNodeB air interface is
based on OFDMA.

e eNodeB embeds its own control functionality, rather than using an RNC
(Radio Network Controller) as does a NodeB.

Evolved
packet
core |

eNodeB = evolved NodeB

HSS = home subscriber server
MME = mobility management entity
PGW = packet data network (PDN) gateway
RN = relay node

SGW = serving gateway

UE = user equipment " === control traffic

data traffic
Figure 10.10 LTE-Advanced Configuration Elements
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RerLaving  Another key element of an LTE-Advanced cellular network is the use
of relay nodes (RNs). As with any cellular system, an LTE-Advanced base station
experiences reduced data rates near the edge of its cell, due to lower signal levels
and higher interference levels. Rather than use smaller cells, it is more efficient to
use small relay nodes, which have a reduced radius of operation compared to an
eNodeB, distributed around the periphery of the cell. A UE near an RN communi-
cates with the RN, which in turn communicates with the eNodeB.

An RN is not simply a signal repeater. Instead the RN receives, demodulates,
and decodes the data and applies error correction as needed, and then transmits a
new signal to the base station, referred to in this context as a donor eNodeB. The
RN functions as a base station with respect to its communication with the UE and as
a UE with respect to its communication with the eNodeB.

e The eNodeB — RN transmissions and RN — eNodeB transmissions are
carried out in the DL frequency band and UL frequency band, respectively,
for FDD systems.

e The eNodeB — RN transmissions and RN — eNodeB transmissions are
carried out in the DL subframes of the eNodeB and RN and UL subframes of
the eNodeB and RN, respectively, for TDD systems.

Currently, RNs use inband communication, meaning that the RN-eNodeB
interface uses the same carrier frequency as the RN-UE interface. This creates
an interference issue that can be described as follows. If the RN receives from
the eNodeB and transmits to the UE at the same time, it is both transmitting
and receiving on the downlink channel. The RN’s transmission will have a much
greater signal strength than the DL signal arriving from the eNodeB, making it
very difficult to recover the incoming DL signal. The same problem occurs in the
uplink direction. To overcome this difficulty, frequency resources are partitioned
as follows:

e eNodeB — RN and RN — UE links are time-division multiplexed in a single
frequency band and only one is active at any one time.

¢ RN — eNodeB and UE — RN links are time-division multiplexed in a single
frequency band and only one is active at any one time.

EvorLvep PAcker Core The operator, or carrier, network that interconnects all
of the base stations of the carrier is referred to as the evolved packet core (EPC).
Traditionally, the core cellular network was circuit switched, but for 4G the core
is entirely packet switched. It is based on IP and supports voice connections using
voice over IP (VolIP).

Figure 10.10 illustrates the essential components of the EPC:

¢ Mobility management entity (MME): The MME deals with control signaling
related to mobility and security. The MME is responsible for the tracking and
the paging of UEs in idle-mode.

e Serving gateway (SGW): The SGW deals with user data transmitted and
received by UEs in packet form, using IP. The SGW is the point of interconnect
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between the radio side and the EPC. As its name indicates, this gateway serves
the UE by routing the incoming and outgoing IP packets. It is the anchor point
for the intra-LTE mobility (i.e., in case of handover between eNodeBs). Thus,
packets can be routed from an eNodeB to an eNodeB in another area via the
SGW, and can also be routed to external networks such as the Internet (via
the PGW).

e Packet data network gateway (PGW): The PGW is the point of interconnect
between the EPC and external IP networks such as the Internet. The PGW
routes packets to and from the external networks. It also performs various
functions such as IP address/IP prefix allocation and policy control and
charging.

e Home subscriber server (HSS): The HSS maintains a database that contains
user-related and subscriber-related information. It also provides support func-
tions in mobility management, call and session setup, user authentication, and
access authorization.

Figure 10.10 shows only a single instance of each configuration element. There
are, of course, multiple eNodeBs, and multiple instances of each of the EPC ele-
ments. And there are many-to-many links between eNodeBs and MMEs, between
MMEs and SGWs, and between SGWs and PGWs.

FemrtocerLs Industry has responded to the increasing data transmission demands
from smartphones, tablets, and similar devices by the introduction of 3G and now
4G cellular networks. As demand continues to increase, it becomes increasingly dif-
ficult to satisfy this requirement, particularly in densely populated areas and remote
rural areas. An essential component of the 4G strategy for satisfying demand is the
use of femtocells.

A femtocell is a low-power, short range, self-contained base station. Initially
used to describe consumer units intended for residential homes, the term has
expanded to encompass higher capacity units for enterprise, rural and metro-
politan areas. Key attributes include IP backhaul, self-optimization, low power
consumption, and ease of deployment. Femtocells are by far the most numerous
type of small cells. The term small cell is an umbrella term for low-powered radio
access nodes that operate in licensed and unlicensed spectrum that have a range
of 10 m to several hundred meters. These contrast with a typical mobile macro-
cell, which might have a range of up to several tens of kilometers. Femtocells
now outnumber macrocells, and the proportion of femtocells in 4G networks is
expected to rise.

Figure 10.11 shows the typical elements in a network that uses femtocells.
The femtocell access point is a small base station, much like a Wi-Fi hot spot base
station, placed in a residential, business, or public setting. It operates in the same
frequency band and with the same protocols as an ordinary cellular network base
station. Thus, a 4G smartphone or tablet can connect wirelessly with a 4G femto-
cell with no change. The femtocell connects to the Internet, typically over a DSL,
fiber, or cable landline. Packetized traffic to and from the femtocell connects to the
cellular operator’s core packet network via a femtocell gateway.
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Figure 10.11 The Role of Femtocells

LTE-Advanced Transmission Characteristics

LTE-Advanced relies on two key technologies to achieve high data rates and
spectral efficiency: orthogonal frequency-division multiplexing (OFDM) and
multiple-input multiple-output (MIMO) antennas. Both of these technologies are
explored in Chapter 17.

For the downlink, LTE-Advanced uses OFDMA and for the uplink SC-OFDM
(single-carrier OFDM).

OFDM signals have a high peak-to-average power ratio (PAPR), requiring
a linear power amplifier with overall low efficiency. This is a poor quality for bat-
tery-operated handsets. While complex, SC-FDMA has a lower PAPR and is better
suited to portable implementation.

FDD anp TDD LTE-Advanced has been defined to accommodate both paired
spectrum for frequency-division duplex and unpaired spectrum for time-division
duplex operation. Both LTE TDD and LTE FDD are being widely deployed as each
form of the LTE standard has its own advantages and disadvantages. Table 10.3
compares key characteristics of the two approaches.

FDD systems allocate different frequency bands for uplink and downlink trans-
missions. The UL and DL channels are usually grouped into two blocks of contiguous
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Table 10.3 Characteristics of TDD and FDD for LTE-Advanced

Parameter

LTE-TDD

LTE-FDD

Paired spectrum

Does not require paired spectrum as
both transmit and receive occur on the
same channel.

Requires paired spectrum with sufficient
frequency separation to allow simultane-
ous transmission and reception.

Hardware cost

Lower cost as no diplexer is needed to
isolate the transmitter and receiver. As
cost of the UEs is of major importance
because of the vast numbers that are
produced, this is a key aspect.

Diplexer is needed and cost is higher.

Channel reciprocity

Channel propagation is the same in
both directions which enables trans-
mit and receive to use one set of
parameters.

Channel characteristics are different in the
two directions as a result of the use of dif-
ferent frequencies.

UL/DL asymmetry It is possible to dynamically change UL/DL capacity is determined by fre-
the UL and DL capacity ratio to quency allocation set out by the regulatory
match demand. authorities. It is therefore not possible to
make dynamic changes to match capacity.
Regulatory changes would normally be
required and capacity is normally allocated
so that it is the same in either direction.
Guard period/ Guard period required to ensure Guard band required to provide sufficient
guard band uplink and downlink transmissions isolation between uplink and down-
do not clash. Large guard period will link. Large guard band does not impact
limit capacity. Larger guard period capacity.
normally required if distances are
increased to accommodate larger
propagation times.
Discontinuous Discontinuous transmission is required Continuous transmission is required.
transmission to allow both uplink and downlink
transmissions. This can degrade the
performance of the RF power ampli-
fier in the transmitter.
Cross slot Base stations need to be synchronized Not applicable
interference with respect to the uplink and down-

link transmission times. If neighboring
base stations use different uplink and
downlink assignments and share the
same channel, then interference may
occur between cells.

channels (paired spectrum) that are separated by a guard band of a number of vacant
radio frequency (RF) channels for interference avoidance. Figure 10.12a illustrates
a typical spectrum allocation in which user i is allocated a pair of channels Ui and Di
with bandwidths WU and WD. The frequency offset, WO, used to separate the pair
of channels should be large enough for the user terminal to avoid self-interference
among the links because both links are simultaneously active.

For TDD, the UL and DL transmissions operate in the same band but alter-
nate in the time domain. Capacity can be allocated more flexibly than with FDD. It
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Figure 10.12 Spectrum Allocation for FDD and TDD

is a simple matter of changing the proportion of time devoted to UL and DL within
a given channel.

CARRIER AGGREGATION Carrier aggregation is used in LTE-Advanced in order
to increase the bandwidth, and thereby increase the bit rates. Since it is impor-
tant to keep backward compatibility with LTE the aggregation is of LTE carriers.
Carrier aggregation can be used for both FDD and TDD. Each aggregated carrier
is referred to as a component carrier, CC. The component carrier can have a band-
width of 1.4, 3, 5, 10, 15, or 20 MHz and a maximum of five component carriers can
be aggregated, hence the maximum aggregated bandwidth is 100 MHz. In FDD,
the number of aggregated carriers can be different in DL and UL. However, the
number of UL component carriers is always equal to or lower than the number of
DL component carriers. The individual component carriers can also be of different
bandwidths. When TDD is used the number of CCs and the bandwidth of each CC
are the same for DL and UL.

Figure 10.13a illustrates how three carriers, each of which is suitable for a
3G station, are aggregated to form a wider bandwidth suitable for a 4G station.
As Figure 10.13b suggests, there are three approaches used in LTE-Advanced for
aggregation:

e Intra-band contiguous: This is the easiest form of LTE carrier aggregation
to implement. Here, the carriers are adjacent to each other. The aggregated
channel can be considered by the terminal as a single enlarged channel from
the RF viewpoint. In this instance, only one transceiver is required within the
subscriber station. The drawback of this method is the need to have a contigu-
ous spectrum band allocation.
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Figure 10.13 Carrier Aggregation

¢ Intra-band noncontiguous: Multiple CCs belonging to the same band are used
in a noncontiguous manner. In this approach, the multicarrier signal cannot be
treated as a single signal and therefore multiple transceivers are required. This
adds significant complexity, particularly to the UE where space, power, and
cost are prime considerations. This approach is likely to be used in countries
where spectrum allocation is noncontiguous within a single band or when the
middle carriers are in use by other subscribers.

Inter-band noncontiguous: This form of carrier aggregation uses different
bands. It will be of particular use because of the fragmentation of bands—
some of which are only 10 MHz wide. For the UE it requires the use of
multiple transceivers within the single item, with the usual impact on cost,
performance, and power.



328 CHAPTER 10 / CELLULAR WIRELESS NETWORKS
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Key Terms
adaptive equalization first-generation (1G) packet data network
Advanced Mobile Phone network gateway (PGW)
Service (AMPS) forward error correction reflection
base station fourth-generation (4G) relay node (RN)
carrier aggregation network relaying
cellular network frequency diversity reuse factor
code division multiple frequency-division duplex scattering
access (CDMA) (FDD) second-generation (2G)
diffraction frequency reuse network
diversity handoff selective fading
donor eNodeB home subscriber server serving gateway (SGW)
evolved NodeB (eNodeB) (HSS) slow fading
evolved packet core (EPC) long-term evolution (LTE) space diversity
fading LTE-Advanced third-generation (3G)
fast fading mobile radio network
femtocells mobility management entity time-division duplex (TDD)
flat fading (MME)

Review Questions

10.1 What geometric shape is used in cellular system design?

10.2  What is the principle of frequency reuse in the context of a cellular network?

10.3 List five ways of increasing the capacity of a cellular system.

10.4 Explain the paging function of a cellular system.

10.5 What is fading?

10.6 What is the difference between diffraction and scattering?

10.7 What is the difference between fast and slow fading?

10.8 What is the difference between flat and selective fading?

10.9 What are the key differences between first- and second-generation cellular systems?

10.10 What are some key characteristics that distinguish third-generation cellular systems
from second-generation cellular systems?

Problems

10.1 The first-generation AMPS system used a frequency allotment of K frequencies
and a basic cell pattern of N =7. What is the maximum number of frequency bands
per cell?

10.2  Consider four different cellular systems that share the following characteristics. The
frequency bands are 825 to 845 MHz for mobile unit transmission and 870 to 890 MHz
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10.3

10.4

10.5

10.6

for base station transmission. A duplex circuit consists of one 30-kHz channel in each

direction. The systems are distinguished by the reuse factor, which is 4, 7, 12, and 19,

respectively.

a. Suppose that in each of the systems, the cluster of cells (4, 7, 12, 19) is duplicated
16 times. Find the number of simultaneous communications that can be supported
by each system.

b. Find the number of simultaneous communications that can be supported by a
single cell in each system.

c. What is the area covered, in cells, by each system?

d. Suppose the cell size is the same in all four systems and a fixed area of 100 cells is
covered by each system. Find the number of simultaneous communications that
can be supported by each system.

Describe a sequence of events similar to that of Figure10.6 for

a. acall from a mobile unit to a fixed subscriber

b. acall from a fixed subscriber to a mobile unit

An analog cellular system has a total of 33 MHz of bandwidth and uses two 25-kHz

simplex (one-way) channels to provide full-duplex voice and control channels.

a. What is the number of channels available per cell for a frequency reuse factor of
(1) 4 cells, (2) 7 cells, and (3) 12 cells?

b. Assume that 1 MHz is dedicated to control channels but that only one control
channel is needed per cell. Determine a reasonable distribution of control channels
and voice channels in each cell for the three frequency reuse factors of part (a).

A cellular system uses FDMA with a spectrum allocation of 12.5 MHz in each direc-

tion, a guard band at the edge of the allocated spectrum of 10 kHz, and a channel

bandwidth of 30 kHz. What is the number of available channels?

For a cellular system, FDMA spectral efficiency is defined as 1, = B;NT where

B. = channel bandwidth

B,, = total bandwidth in one direction

N7 = total number of voice channels in the covered area

What is an upper bound on 7,?
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LEARNING OBJECTIVES

After studying this chapter, you should be able to:

¢ Distinguish between bus and star topologies.
¢ Explain the IEEE 802 reference model.

¢ Present an overview of logical link control.
¢ Understand the functionality of bridges.

¢ Distinguish between hubs and switches.

.

Present an overview of virtual LANSs.

This chapter begins our discussion of local area networks (LANs). Whereas
wide area networks may be public or private, LANs usually are owned by the
organization that is using the network to interconnect equipment. LANs have
much greater capacity than wide area networks to carry what is generally a
greater internal communications load.

In this chapter, we look at the underlying technology and protocol archi-
tecture of LANs. Chapters 12 and 13 are devoted to a discussion of specific
LAN systems.

11.1 BUS AND STAR TOPOLOGIES

In the context of a communication network, the term fopology refers to the way
in which the endpoints, or stations, attached to the network are interconnected.
Historically, common topologies for LANs are bus, tree, ring, and star. In con-
temporary LANSs, the star topology, based around the use of switches, dominates.
However, it is useful to briefly look at the operation of the bus topology because it
shares some characteristics with wireless LANs, and key elements of wireless LAN
access protocols evolved from bus LAN access protocols. In this section, we first
describe the bus topology, and then introduce the star topology.

Bus Topology

In the bus topology, all stations attach, through appropriate hardware interfacing
known as a tap, directly to a linear transmission medium, or bus. Full-duplex opera-
tion between the station and the tap allows data to be transmitted onto the bus and
received from the bus. A transmission from any station propagates the length of the
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medium in both directions and can be received by all other stations. At each end of
the bus is a terminator, which absorbs any signal, removing it from the bus.

Two problems present themselves in this arrangement. First, because a trans-
mission from any one station can be received by all other stations, there needs
to be some way of indicating for whom the transmission is intended. Second, a
mechanism is needed to regulate transmission. To see the reason for this, consider
that if two stations on the bus attempt to transmit at the same time, their signals
will overlap and become garbled. Or consider that if one station decides to trans-
mit continuously for a long period of time, other stations will be blocked from
transmitting.

To solve these problems, stations transmit data in small blocks, known as
frames. Each frame consists of a portion of the data that a station wishes to trans-
mit, plus a frame header that contains control information. Each station on the bus
is assigned a unique address, or identifier, and the destination address for a frame is
included in its header.

EXAMPLE 11.1 Figure 11.1 illustrates the bus scheme. In this example, station
C wishes to transmit a frame of data to A. The frame header includes A’s address.
As the frame propagates along the bus, it passes B. B observes the address and
ignores the frame. A, on the other hand, sees that the frame is addressed to itself
and therefore copies the data from the frame as it goes by.

So the frame structure solves the first problem mentioned previously: It provides a
mechanism for indicating the intended recipient of data. It also provides the basic
tool for solving the second problem, the regulation of access. In particular, the sta-
tions take turns sending frames in some cooperative fashion. This involves putting
additional control information into the frame header, as discussed later.

No special action needs to be taken to remove frames from the bus. When a
signal reaches the end of the bus, it is absorbed by the terminator.

Star Topology

In the star LAN topology, each station is directly connected to a common central
node (Figure 11.2). Typically, each station attaches to a central node via two point-
to-point links, one for transmission and one for reception.

In general, there are two alternatives for the operation of the central node.
One approach is for the central node to operate in a broadcast fashion. A trans-
mission of a frame from one station to the node is retransmitted on all of the
outgoing links. In this case, although the arrangement is physically a star, it is
logically a bus: A transmission from any station is received by all other stations,
and only one station at a time may successfully transmit. In this case, the central
element is referred to as a hub. Another approach is for the central node to act
as a frame-switching device. An incoming frame is buffered in the node and then
retransmitted on an outgoing link to the destination station. These approaches are
explored in Section 11.4.
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Figure 11.1 Frame Transmission on a Bus LAN

11.2 LAN PROTOCOL ARCHITECTURE

The architecture of a LAN is best described in terms of a layering of protocols that
organize the basic functions of a LAN. This section opens with a description of the
standardized protocol architecture for LANs, which encompasses physical, medium
access control (MAC), and logical link control (LLC) layers. This section then pro-
vides an overview of the MAC and LLC layers.

IEEE 802 Reference Model

Protocols defined specifically for LAN and metropolitan area networks (MAN)
transmission address issues relating to the transmission of blocks of data over the
network. In OSI (open systems interconnection) terms, higher layer protocols
(layer 3 or 4 and above) are independent of network architecture and are applicable
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Figure 11.2 Star Topology

to LANs, MANs, and WANSs. Thus, a discussion of LAN protocols is concerned
principally with lower layers of the OSI model.

Figure 11.3 relates the LAN protocols to the OSI architecture. This archi-
tecture was developed by the IEEE 802 LAN standards committee! and has been
adopted by all organizations working on the specification of LAN standards. It is
generally referred to as the IEEE 802 reference model.

Working from the bottom-up, the lowest layer of the IEEE 802 reference model
corresponds to the physical layer of the OSI model and includes such functions as

¢ Encoding/decoding of signals
e Preamble generation/removal (for synchronization)
¢ Bit transmission/reception
In addition, the physical layer of the 802 model includes a specification of the
transmission medium and the topology. Generally, this is considered “below” the
lowest layer of the OSI model. However, the choice of transmission medium and
topology is critical in LAN design, and so a specification of the medium is included.

Above the physical layer are the functions associated with providing service to
LAN users. These include the following:

e On transmission, assemble data into a frame with address and error-detection
fields.

* On reception, disassemble frame and perform address recognition and error
detection.

IThis committee has developed standards for a wide range of LANs. See Appendix C for details.



336 CHAPTER 11 / LOCAL AREA NETWORK OVERVIEW

OSI reference

model
Application
Presentation
IEEE 802
reference
Session model
Transport Upper-
layer LLC service
protocols access point
Network | (LSAP)
/
———————————— —( )—( )—( )—
Logical link control
el "~ Medium access
___________ control Scope
of
: . IEEE 802
Physical Physical standards

EETE EETEN

Figure 11.3 IEEE 802 Protocol Layers Compared to OSI Model

e Govern access to the LAN transmission medium.

¢ Provide an interface to higher layers and perform flow and error control.

These are functions typically associated with OSI layer 2. The set of functions
in the last bullet item are grouped into a logical link control (LLC) layer. The func-
tions in the first three bullet items are treated as a separate layer, called medium
access control (MAC). The separation is done for the following reasons:

¢ The logic required to manage access to a shared-access medium is not found in
traditional layer 2 data link control.

e For the same LLC, several MAC options may be provided.

Figure 11.4 illustrates the relationship between the levels of the architecture
(compare Figure 2.5). Higher-level data are passed down to LLC, which appends
control information as a header, creating an LLC protocol data unit (PDU). This
control information is used in the operation of the LLC protocol. The entire LLC
PDU is then passed down to the MAC layer, which appends control information at
the front and back of the packet, forming a MAC frame. Again, the control infor-
mation in the frame is needed for the operation of the MAC protocol. For context,
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Figure 11.4 LAN Protocols in Context

the figure also shows the use of TCP/IP and an application layer above the LAN
protocols.

Logical Link Control

The LLC layer for LANS is similar in many respects to other link layers in common
use. Like all link layers, LLC is concerned with the transmission of a link-level PDU
between two stations, without the necessity of an intermediate switching node. LLC
has two characteristics not shared by most other link control protocols:

1. It must support the multiaccess, shared-medium nature of the link (this differs
from a multidrop line in that there is no primary node).

2. Itis relieved of some details of link access by the MAC layer.

Addressing in LLC involves specifying the source and destination LLC users.
Typically, a user is a higher-layer protocol or a network management function in the
station. These LLC user addresses are referred to as service access points (SAPs), in
keeping with OSI terminology for the user of a protocol layer.

We look first at the services that LLC provides to a higher-level user, and then
at the LLC protocol.
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LLC Services LLC specifies the mechanisms for addressing stations across the
medium and for controlling the exchange of data between two users. The operation
and format of this standard is based on HDLC (high-level data link control). Three
services are provided as alternatives for attached devices using LLC:

* Unacknowledged connectionless service: This service is a datagram-style
service. It is a very simple service that does not involve any of the flow- and
error-control mechanisms. Thus, the delivery of data is not guaranteed.
However, in most devices, there will be some higher layer of software that
deals with reliability issues.

¢ Connection-mode service: This service is similar to that offered by HDLC.
A logical connection is set up between two users exchanging data, and flow
control and error control are provided.

¢ Acknowledged connectionless service: This is a cross between the previous
two services. It provides that datagrams are to be acknowledged, but no prior
logical connection is set up.

Typically, a vendor will provide these services as options that the customer
can select when purchasing the equipment. Alternatively, the customer can pur-
chase equipment that provides two or all three services and select a specific service
based on application.

The unacknowledged connectionless service requires minimum logic and is
useful in two contexts. First, it will often be the case that higher layers of software
will provide the necessary reliability and flow-control mechanism, and it is efficient
to avoid duplicating them. For example, TCP could provide the mechanisms needed
to ensure that data is delivered reliably. Second, there are instances in which the
overhead of connection establishment and maintenance is unjustified or even coun-
terproductive (e.g., data collection activities that involve the periodic sampling of
data sources, such as sensors and automatic self-test reports from security equip-
ment or network components). In a monitoring application, the loss of an occasional
data unit would not cause distress, as the next report should arrive shortly. Thus, in
most cases, the unacknowledged connectionless service is the preferred option.

The connection-mode service could be used in very simple devices, such as
terminal controllers, that have little software operating above this level. In these
cases, it would provide the flow control and reliability mechanisms normally imple-
mented at higher layers of the communications software.

The acknowledged connectionless service is useful in several contexts. With
the connection-mode service, the logical link control software must maintain some
sort of table for each active connection, to keep track of the status of that connec-
tion. If the user needs guaranteed delivery but there are a large number of desti-
nations for data, then the connection-mode service may be impractical because of
the large number of tables required. An example is a process control or automated
factory environment where a central site may need to communicate with a large
number of processors and programmable controllers. Another use of this is the han-
dling of important and time-critical alarm or emergency control signals in a factory.
Because of their importance, an acknowledgment is needed so that the 